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Initially, ViT-GPT2 was utilized to generate corresponding textual descriptions based on image information, while a

feature pyramid network captured multi-scale information. Subsequently, a pre-trained TF-IDF model was em-

ployed to extract feature matrices from the textual descriptions, and a ResNet50 model was used to extract image

features. These image and text features were then weighted and fused to obtain the final multimodal features. Fi-

nally, a classifier was applied to perform classification detection using the fused features. Comparative experiments

were conducted on the CIFAR-10 and ImageNet datasets. The experimental results demonstrate that the accuracy of

the proposed method is improved by 21.8% and 22.5% on average compared to other methods under black-box at-

tacks with varying disturbance intensities on the two datasets respectively.

Keywords: adversarial defense, multimodal feature fusion, feature pyramid network, feature extraction, cross en-

tropy loss
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GFFEMSCARHE, 158 R &R LR F,,.

e, I 2 UGEARN GRS FEAR R N B
4/ N UG A SRR S LR KA L 0 SEIEANMTS)
S R B R 2 R B R D e .

R R

®k1 MPFF B Jyik

WA JFIREIRS, BIUGIRRE

Wi SCAREAT, PIEMERRC, BEVKL,,

1) Fg < FPN(S);

2)Fy < Fg

3) T<«—get caption(S),7'«—get_caption (S’);

4)&&@@@%4 }Fﬁﬂﬂﬂ

N
DF(¢)

, N
d)-log(DF(ﬂ)>
5)F,« Ag- Fy+ A - Fp
6) for epoch=1 to epochs do
7) for a=1 to total sample N do

#1145
8) L <~ Ls+ Ly
9) end for
10)  C< /N
11) end for

12) Return: 7, C, and L
3 XLWESERIH

3.1 XWRE
3.1 #3EE

N T VEAY MPFF B8 75 ik vERe, (ERILCLT
3N AT EAR AT L

1) CIFAR-10 ¥ 4E: 1 Edm4E 07 60 000 5K
K15, HH50 0005k EEHTIIZ GEadi1028,
£:2550005K) 10 000 3K 4 -0t .

2) ImageNet #(#i 5: ZHIRE LT 1400 2
Tk g, AR 2 EHR A ILSVRC2012
FERIATINGRATNEL,  BEHLERL 30 000 5K EIHEAFE
RINEEE . 12 000 5K EGAE il 4E .

3) Flickr30k #9545 184005 31 783 5K
I BT EVR s T i S, T T ISR
H RGN AR BE R 5

1% £ CIFAR-10 % 42 fll ImageNet £ 5 42 3t
TN AR, Flicke30k H0H8 4 0 FH T 3 i s
5, BRI 1FR.

xz1 3TMHEENSH

total

Table 1 Distribution of three datasets
Ee/ipS UES eTEE S IR E £ /7K
CIFAR-10 50 000 10 000
ImageNet 30 000 12 000
Flickr30k — 31783

312 XEKE

S R 22 A I SR A B R A . T
A& B AR A RR B, SR A&
Kok BEAE B AR A o e AR, FEFI T
R MR AT B A . X T CIFAR-10 $ 4
£, fFHFGSM. 20 1% A1 PGD A1 20 Yk AR
(1) MI-FGSM X5 77 15 A2 ot BiAE A TmageNet
B 4E K T 865 I FGSM Bk« 20 IR
PGD J i i 3 7% 14 1) AdvGAN 22 6 Wik 4B il
XTPUFEA . 7E CIFAR-10 % #5 45 Al ImageNet £ #ix
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SIS, KT FGSM Xy, 43l % B sl
£=2/255 8/255. 16/255; X T 20 %A PGD
Yoy, oyl B3 EE e=2/255. 8/255. 16/
255; X T 20 RIE A MI-FGSM B A sy i 78
PE AdvGAN & Wiy, W ES)EE e=0.01.
FE LR R IR A N A AL, DU R AT B
PEIHAAFI DA
313 Gk

N T vEAE MPFF B 7 M Re . A STk M
FREESR . 2R AP . ComDefend?”), Bt
GAN[P® DIPDefend®. PCLCEY A1 HFFNP 3t
7 R AR S AE B AT B R () 75 75 5 MPFF i3
ATXF LL S5 o AR AE R 4 o 92 BRI B R
FE MG HHARER R A R D i sh s, fE
AR B EIRERE N4 22 B R
GIF. BREPEELFEVIELE G B RN
BRTIMBEERR, EARCLR S HRE NG
sk BRI B 20 MEER, FRAEREA BRI N k4T
il . ComDefend i& i &5 4 -5 244 SRV BR
SRR, FEAR LS IPEG R4 R E A
75%. i 5l 4 GAN F| F GAN 3K & fi 2 1 5 &
1%, FEARSCSI A R K% BN 5. DIPDe-
fend 1| FH R4 Mok 52 (1) P 5 4 45 Bk g
taEIME . PCLC T MR X LA 2, EASC S
HRHE S B E N 0.5, 2% 2] F BN 0.001.
HFFN fil & UG 5 )2 IR AU Z IR AIE . 7ESE50 3
FEA, I 8 5 18 7 VRS AT T R 1 S H0A
R, PMEAARRIBCE B s g S, NI
MPFF J7 V% B 250 B Ao A i
314 FEKRE

LGB R ALEEZE N i7-8700, RN
NVIDIA GeForce RTX3090, W 1% 432 GB, #
1E & 4t N Windows10, {# H Pycharm2023.1.3
ITIFIR 5 e 3 B Mehi A b B B S i ik
IS5t (RN 20 AR 1 A S 45 1 F 2 005
B—TCHrED, BrA B S i35 76 B S sk i Nt
A7, LIS 54 b ) O B A R i Bl T B
PEo BEHLLEE CIFAR-10 4 45 7 /15 10 000 7K B
BN GEACERL, IR KL 3 h, AETHE
Fl4 GB. B 46 EG AT B0 Ja i U BN VT
A GPT-2 #5 B4 o A Bl SC A I8 (S BAE N SCA %L

P5. ResNet50 7EH/NRER4E FRILH (5, HABE
HE/NG T I, FFEELRER, FbEsILlE
NG RFIE SR 21 P9 4
3.2 ZLWZERSHH

A 43 )44 FH ImageNet F1 CIFAR-10 %5 52
BEATSEE . RN BB, fE S REA, TR
RS Z R SR IR AE R, Bl S . 1E
EEWH BT, KA FGSM 1 B £ Bk A= i
XHFEA . BARIME, Bl SmEsis b4
RO UREAS, TS A T H bR AR Y i B
X PR ARTEA R B A e e, X EerE I
AR b A R ALE B AR A EAK SR RS 7= A
Wi . ARSI AL B 5 B 0% 1E 1 4 285
PUOREARMI L] (RIAER 2D AE VPN ST BURE AR
B 25 () SRR A
3.2.1 4T3t CIFAR-10 3538 4 69 By 9 52 1

A ICAE CIFAR-10 #4545 TR 1 FFAE L 45
1B R ComDefend. i1 GAN. DIPDe-
fend. PCLC. HFFN 1 MPFF [ % bLSz56:, 1A%
BbR R AERG S, SRIRgs RNk 2 B . MPFF B
TEITTVEAE 3 A LS 3 FE 1Y FGSM Bt 3522 30
R LS, JCHAEY B R B e=16/255 1,
MPFF 5 11 77 V5 BT 2218 31 62.36%, 2t i T H:
fhJ5%. XK MPFF B 7 VA E N A
BE I ErrE. AR M, &8
JNERHERZIG BT R, (A MPFF B VAL 5
PLahsm g RN IR EFE TR I HER 2 . X UE B R
A ET B RS ., MPFF B 7 AT e A 2%
LT o FEIEAQRE 20 (9 PGD M i, R
MPFF B 481 75 1 AEAR T 30 3 B 00 v 1 R AR T
HFFN /7%, (HBEEPLENsREEREm, HAb 20
HERAZRI R, T MPFF [ 7792 FE 0 S )
k. XK MPFF B 71208 s sl i id ol
THREZHEENfREE. Fet, EIRh5RE =2/
255 FJMI-FGSM it T, /&% MPFF Bl 712 5
HFFN JiAHEG, HEZAK0.49%, (HBEE 25
JERIIE N, MPFF B8 7 151 % R BLH AL T HFFN
FIPCLC J7 kMR R . 238 B SR
SRR AV R R Y R R, oA MPFF it 7
EBIHER RN 92.14%. £ W T35+, MPFF
B g i AR R I AL S MR, RS A 7 VA
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a woman sitting on a a woman smmg on a man sitting on a a man sitting on a
chair in front of a bus a chair in a field chair reading a book bench reading a book
a baseball game is being a baseball player is a man in a uniform is a man in a black shirt is
played on a field running to catch a ball working on a machine  working on a machine
a little girl holding a little girl laying on a two young men are two people sitting on a
a baby in her arms bed with a stuffed animal playing a game on a laptop couch playing video game
&5 TF-IDF 405 BB A5 B AR O R SCR RS B
Figure 5 Image generates text description information through TF-IDF
R2 BB AENERE FHNERELE (CIFAR-108EE)
Table 2 Comparison of accuracy of eight defense methods under different attacks ( CIFAR-10 dataset)
NN X FGSM PGD MI-FGSM
BiteJivs  JRERREA
2/255 8/255 16/255 2/255 8/255 16/255 2/255 8/255 16/255
FFAE R4 84.77% 31.05% 20.80% 18.24% 40.32% 3.87% 0 — — —
B YW 85.54% 73.35% 46.78% 24.12% 56.40% 13.78% 27.98% - — —
ComDefend 93.30% 75.19% 52.23% 34.99% 59.25% 24.21% 13.83% — - —
Bt 4 GAN 90.23% 81.80% 63.96% 52.08% 75.44% 45.09% 36.89% — - —
DIPDefend 90.0% 74.48% 67.27% 47.69% 77.18% 55.10% 47.28% — — —
PCLC 93.94% 82.82% 46.08% 30.49% 78.74% 20.29% 4.10% 80.21% 18.74% 3.88%
HFFN 91.14% 81.52% 64.36% 46.50% 81.45% 66.09% 46.61% 81.18% 65.33% 40.56%
MPFF 92.14% 87.23% 68.22% 62.36% 80.78% 69.25% 65.45% 80.69% 79.89% 54.12%
B, BRI A R R BARRY, £ F, CHEENINEE e=16/2551, 5HABDH

CIFAR-10 $#5 4 I, MPFF [ 75 15 [ HE i 557
B 21.8%, A WAZJE R A BRI R .
wnE 6 fraR, SRR VAR B AR B T
B e fHIIG R I T P, WM iE 7
VEAE TGS S B Mr s I R B ARG ke A . AT
KK, MPEF [ 771500 4% Ehf?%mm

JTdAE, FEBLH RS . MPFF B sk
R A SCARIRAE R, SR/ EHRAE B X %%%
sz, i H A B A T AR B RS R, —
PR ETE, 2 RE R AT 2. A
Z'F» MPFF BT R SCAME BA R 32 2 BB IL
BT, bRz AR o .
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80% - —o— [JiffiiGAN —e— MPFF

60% |

HeiE

40% [
e
20% i \‘_\‘

0 1 1 1
2/255 8/255 16/255
a5 fige
(a) FGSM

—o— FHAF R 45 —a— DIPDefend

—o— LR Rl —e— HFFN

0% —o— ComDefend —®— pPCLC
0 —o— [JiflkGAN —e— MPFF

100%

60%

27k

40%

20%

100%

—e— HFFN
~®= PCLC
—&— MPFF

80% [ &

60% |

27k

40% [

20% |

0 L L L
2/255 8/255 16/255
b
(c) MI-FGSM
El6 &P ELEA RSN 5 E 1 FGSM . PGD \MI-FGSM
Yk R (9 HE S0 E (B0HE E=CIFAR-10)
Figure 6 Accuracy comparison of various defense methods under
FGSM, PGD and MI-FGSM attacks with different disturbance
intensities (dataset =CIFAR-10)

3.2.2 4t ImageNet £c38 4k 6 5 47 2 36
AL AE ImageNet 247 % FJF & | ComDe-

fend. [j7#1: GAN. DIPDefend £ MPFF ] %} kb
S, WEREE KWL I PR, £ AdvGAN SR &I
o N, MPFF 55 1 77 v O HERf R IE 3] 72.16%. 1E
P58 £=2/255 (1) FGSM (il K, 7E 4 Fh 5 32
Wi, MPFF B 8 J7 725 10 e o R e s (I8 %
63.69%) . {EJCHLT T, MPFF [ fll 77 14 1 1
BACT HAL IV WA AR RE 0, fEAH )
Lo N MPFF B AR IE . LI
TEPR B9 E e=16/255 I FGSM X ', MPFF [
5 15 TR R N 39.5%, M B ComDefend. [
1 = GAN 1 DIPDefend 77 ¥2: 43 ) & H 27.89%.
17.51% #1 23.7%. {EHL3)) 58 F £=16/255 [) PGD
Yiti N, MPFF B 77 15 TR 28 45.38%, 1T
ComDefend [ 7 8 2 AU 9 1.9%. W] W, =Lsh
SR PR (PR BE R, RS AR fE DAA R X 43 5
BFEAFIRTHUREAS, AR 73 e 28 W 25 PR K
FET X BRSNS, R MPFF [ 4 7 3% (R HE R 5
HRT B, HA AL T, MPFF B 4855 Fr
TN, RO BENMRA. S
BT EAEA F SN 5 1 FGSM. PGD Xiifi T
AER 0 L an B 7 Feos, ATRLE Y, £ FGSM
M PGD ki T, MPFF 5 11 77235 J& 30 HH AR v 7
BN, Rl R EEE T, BRIt
HNRMW . SRR UL, 7 ImageNet 24 4 4 -,
MPFF B 11 77 2 5 H AR 7 A0 LG, R 221
PIHER 22.5%. 4 LFTIA, MPFF B 715 AR
SRTTIRBNRE T, REELE DR KR A 22 1Y [ B
AR B, RIH B SRR AR e .

R 3 AMBESGEERRRE TR ERHETEE
(ImageNet ##E£)
Table 3 Comparison of accuracy of four defense
methods under different attacks (ImageNet dataset)

NI s FGSM
RIS L 21255 8/255 16/255
ComDefend 69.22% 31.41% 13.0% 11.61%
B5#TE GAN  75.83% 38.33% 28.25% 21.99%
DIPDefend 68.17% 50.43%  29.74% 15.8%
MPEF 73.76% 63.69% 50.3% 39.5%
PN PGD
Bi ik AdVGAN 2/255 8/255 16/255
ComDefend 29.46% 42.35% 2.87% 1.9%
5 fEl P GAN 11.36% 32.55% 28.6% 26.14%
DIPDefend 38.56% 54.4% 43.52% 33.5%
MPFF 72.16% 53.89%  47.56%  45.38%
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100%

—®— ComDefend
—O— Ptk GAN
~@— DIPDefend

80% |- —&— MPFF

60% -

T 40% -

20% [

0 L L L
2/255 8/255 16/255

sl e
(a) FGSM

100%

—&— ComDefend
—O— Bifit:GAN
~@— DIPDefend

80% |- —&— MPFF

60% -

7 40%

RS
/

20%

0 ! ks —9
2/255 8/255 16/255
B fEe
(b) PGD

K7 SR VEAE AR P S 5 (1 FGSM.PGD Jiidi R
HERf 2% LE (ImageNet 2045 45
Figure 7 Accuracy comparison of various defense methods under
FGSM and PGD attacks with different disturbance intensities
(ImageNet dataset )

3.3 HRLSCIE

ARSCHEAT TR, PAVE Al A AN
MPFF B Y (1) 5Tk « ¥ Flickr30k $ % 5 15 il
mil s 56 W 4, B B BRE e =2/255 1)
FGSM J7 v 3047 $ 4 T Ak B2 . FGSM X i 78 4=
RO FURE A 1) R 2 L B AR A T T AR AL
BT RSP . SRS IR e=2/255 R & K&
FH SR T8 B S B o2 FH 3 5% 100 45 90 W 6 o 1)
TE A% 2 3 PUREAS B B AE 78 o, %P Bl 0 B
Iz N, RN R 68 R I PR AR AR AN

[F 185 DL BREYE . 9 1 98 FPN X MPFF A5 A
DRI, % MPFF A58 5 Bk FPN R, BR UL A
B M, s ¥ 0 AURFIE @l & B e 6 SRR A B
F, FRUCBIAL N My 2B MPFF 55 284 v 1) 52 X
TETR R SR, BRSOy My, s AR M AN 2
EEGRAEEE, N7 2 SR ER & .
38 3o 6 B AR A B AL ZE Flickr30k AT CIFAR-10 %
6 b HE R 2, ) W % AR RO S A R Y
D

RANEABBITEH ARSI a5 . 258
WITES Bl 9 6=2/255 (1) FGSM X Rtk fr. %
4 FPN A5 () 155 584 M 7E CIFAR-10 s 85 v
TR T % 14.94%, 7£ Flickr30k B4 £ I ) v
BN PE 15.94%.  FH a7 S0 00 R AE P 2 5 AR R ik
A AR M AE CIFAR-10 K038 55 _F 1 v ff 26 BRI
27.11%, 7 Flickr30k 4 5 b (0 #E 7 % T [%
7.04%. 2= [RA8 X4 2K B A58 M, 7 CIFAR-
10 Fl Flickr30k %5 #5 5 & (1 #E 8 X 2 5l T B&
9.72%- 20.93%. AN 2 B KRR M AL,
AR G R E,  HAE CIFAR-10 Al Flickr30k £
P4 B R HERA 2 2 0 R B 7.12% H112.72%. M\
LG L5 AT LG Y, MPFF A58 i & AR 35 %)
BT PEREFR THRC B OCHEVE A o R 75 A 508
£ EMSERGERAEER, HOE LA
() 25 B 0 2 5 SR TR () A 2 15 5 N B, IR
X S L 5 45 203 5 MPFF B B8R .
Fg ZBEARHEM 5] N, {f MPFF 7 K48 %) $1
Wil bf F T B R ) B A 1 . (H 2 RS R AE Y
GINSIE IR v B A4 B . 7R RTX3090 &
FWET, AFEBEES SRR R0t an gk 5
fiizr, Horp MPFF (I 2505 18] £ 20 h.

F4 HAXI
Table 4 Ablation experiment

R Flickr30k CIFAR-10
M, 68.73% 72.29%
M, 77.63% 60.12%
My, 63.74% 77.51%
M, 71.95% 80.11%
MPFF %74 84.67% 87.23%
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Table 5 Comparison of training time of different
defense models

Bj F R A KGRI R /R
ComDefend #5114
i tE T GAN 110
DIPDefend 2711
MPFF #4120
34 g
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IR RN R I sEma i /N, i 2 A
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