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Abstract: Adversarial examples have been used as an important tool for detecting vulnerabilities in deep neural net-
works. The unique property of transferability enables them to deceive black-box deep neural network models.

Transfer-based attack methods for audio classification have recently attracted extensive discussion. However, in the
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audio domain, existing transfer-based methods overlooked the transferability of adversarial audio examples from
1D waveform to 2D Mel-spectrogram representation. It was observed that adversarial examples generated against a
raw-waveform surrogate model could not successfully attack Mel-spectrogram target models. A method for generat-
ing cross-representation transferable adversarial examples for audio classification was proposed. Specifically,
losses from two pre-trained surrogate models accepting different representations were linearly combined to train
generators for crafting adversarial audio examples with high cross-representation and cross-model transferability.
Furthermore, the predictive discrepancies between the two surrogate models were minimized to enhance cross-
representation transferability. Additionally, the generator's output was used to train these surrogate models adver-
sarially, which significantly enhanced the robustness of the surrogate models and consequently boosted the cross-
model transferability of adversarial examples. Extensive experiments were carried out on the Urban Sound8k and

ShipsEar datasets. The results demonstrate that this approach could improve the cross-representation transferability

118

of adversarial examples and significantly outperform existing transfer-based attacks.

Keywords: adversarial example, transfer-based attack, audio classification attack, cross-representation
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Figure 1  Original example and adversarial example generated by CRT-GAN
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Figure 2 Architecture for generating cross-representation audio adversarial examples
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The attack success rates in different attack targets on ShipsEar dataset
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Figure 3 Waveform and mel-spectrogram of audio adversarial examples generated by different methods.
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Table 2 The attack success ratesof adversarial examples crafted by various method on the
UrbanSound8k and ShipsEar datasets
BB 43 SRRk T 2% -3 MG /K 0 P 93 AR R Tk B ) 26 T

Hlmde BAURE MhTTiE

Res-18-1DRes-50-1D Efficient-1D Dense-1D /&% Res-18-2DRes-50-2D Shuffle-2D Dense-2D R

FGSM 21.6% 11.7% 7.4% 8.1% 12.2% 1.8% 1.8% 2.8% 2.6% 2.3%
Res-18-1D I-FGSM 84.8% 11.7% 6.0% 9.8% 28.1% 2.1% 1.8% 3.3% 2.6% 2.5%
MI-FGSM  92.5% 9.7% 7.4% 8.6% 29.6% 1.5% 1.9% 2.5% 2.2% 2.0%
FGSM 7.9% 12.6% 5.4% 7.2% 8.3% 13.5% 7.9% 6.6% 3.8% 8.0%
S[(ifltslleS_k Res-18-2D I-FGSM 4.7% 7.0% 4.4% 5.0% 5.3% 87.1% 31.6% 5.9% 5.2% 32.4%
MI-FGSM  5.9% 9.6% 4.3% 4.0% 6.0% 72.4% 34.1% 5.9% 5.4% 29.5%
ﬁzz:;gig M3D 73.5% 17.6% 12.5% 11.3% 28.7% 33.3% 12.1% 9.6% 7.8% 15.7%
ﬁzz-igég CRT-GAN 100.0% 21.1% 14.1% 11.4% 36.7% 81.5% 23.3% 17.7% 12.5%  33.8%
FGSM 11.0% 1.0% 1.4% 3.2% 4.15% 0.3% 0.1% 0.5% 0.3% 0.3%
Res-18-1D I-FGSM 66.5% 7.1% 1.8% 7.8% 20.8% 0.1% 0.0% 0.8% 0.2% 0.3%
MI-FGSM  95.6% 6.5% 1.4% 7.4% 27.7% 0.0% 0.0% 0.7% 0.5% 0.3%
FGSM 0.5% 0.7% 1.0% 4.8% 1.75%  20.5% 0.8% 1.6% 7.3% 7.6%
ShipsEar Res-18-2D I-FGSM  1.5% 1.9% 1.2% 5.6% 2.55% 77.7%  16.0% 2.9% 72%  26.0%
MI-FGSM  2.6% 3.4% 5.2% 5.5% 4.2% 87.3% 20.9% 3.9% 9.5% 30.4%
ﬁzz:;gig M3D 63.9% 27.8% 21.1% 12.1% 31.2% 28.9% 13.4% 9.9% 8.1% 15.1%
Res-18-1D
CRT-GAN  96.9% 45.1% 33.9% 17.8% 48.4%  77.4% 32.2% 19.8% 18.4%  37.0%
Res-18-2D
%3 ARNNZGBERBHMIIEER
Table 3 The result of ablation study in different training case
W C — YA Y H bR MR B E AR
; Res-18-1D Res-50-1D Efficient-1D Dense-1D Res-18-2D Res-50-2D Shuffle-2D Dense-2D
A 96.9 45.1 33.9 77.4 322 19.8 18.4
AN 87.3 33.2 27.1 66.1 29.3 14.5 14.7
=4 FRIBRIZBAHMSIIEER
Table 4 The result of ablation study for different surrogate models
o A — YA H AR R YR ] H AR A
Res-18-1D  Res-50-1D  Efficient-1D  Dense-1D  Res-18-2D  Res-50-2D  Shuffle-2D  Dense-2D
Res-18-1D&Res-18-2D 96.9 45.1 339 17.8 77.4 322 19.8 18.4
Dense-1D&Dense-2D 232 23.9 17.4 96.5 15.8 14.3 17.5 98.6
- Ros-18-2D + Shuffle2D| [ Res-18-1D = Shuffle-1D 5 ZERIE
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Figure 4 The impact of different perturbation on attack success rate
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