H1EH2 M P2 5505 B 2 A Al Vol.11  No2
202544 Chinese Journal of Network and Information Security April 2025

ET GREZRXREE 58S LR

TiET, R, FROEL, KT
(j(l_)cﬁji%ﬁ#%&m LT K 116028)

W OE: HRAAE NIRRT EE, H et R i R EE B A RO B A B
T Be A A RIS M AE 7 7S 35 TR R B A TR A M e R I R AR, 42t i AR v 22 2R B T A
SHRHEFRINBCR AL KAz O 8. ik, M T a3 OOO%%*?ZIKE@S/I\%%@TE%, VE AN
T TR R B R 28 50 I3 AR AN 22 5 B AU TR 45 I IR 2R B, 2 Pl il 24
ERPERA, ARERITET, $#EH IR GR (gated recurrent unit- random forest) FyEAAY,  Horbpg gk Ay
IIHEAE PR A 22 I 20 388 3k 51 N 43 B9 B ML s AN DG B IR T REAE A 42 R D7, T B L AR R T R A L0
PRAY SR W S04 JR RRAE 1) Se B PE R B, XU A BR AR B ORAE 1 DG 58 R TR R AE 1) 2 35 PR SR, Sk 1R
JERFEAEAR IR R R A5 B, B RS Re & QMR I A 2R S 30 . SR ss RIEIR: GREVE
RUBERL R H S PR BE & 2IRTH, THER 18 98.88 % » AHES T A Sy 7Y, KRR L= 3% UL L, IR
TSRS 890 3 Fl,  IEAE T GR SLVEAR I [ ml A7 M A ek

KHEIR): XY, BAREL: HORS AL, JRRAS I

hESES: TP393

kiR A

DOI:10.11959/.issn.2096-109x.2025018

Blockchain smart contract vulnerability detection
based on GR algorithm

WANG Deguang, SHAN Mengtao, LI Fengqi, TONG Ning

Software Technology Institute, Dalian Jiaotong University, Dalian 116028, China

Abstract: Smart contract, as the core execution mechanism in blockchain technology, have their security serving as

WS EE: 2024-09-27; EEIBH: 2025-02-10

BIE1ESE: ZXUY, Fengqi-Li@outlook.com

%ﬁmﬁ:ﬂ?%lﬁﬂ&Aﬁﬁa<mnmmmmm® I A N A BT FE T H - (20237H2/101300188
2022JH2/101300269) ; = Fd 4 MR 55 iF 5 0 SE 5 = AR B (YNSC23118) ;3L 3* 4 # & JT 2k itk wF 7 B H
(JYTMS20230011)

Foundation Items: Liaoning Province International Science and Technology Cooperation Project (2022JH2/10700012), Liaon-
ing Province Applied Basic Research Project (2023JH2/101300188, 2022JH2/101300269), Yunnan Provincial Key Laboratory
Fund for Service Computing (YNSC23118), Basic Research Project of Liaoning Provincial Department of Education
(JYTMS20230011)

SIRME: EM), ARk, 2R, 4 JE T GRSVE M X PR R B & LI TRAT I I]. 2% 515 B 22474k, 2025, 11(2):
76-86.

Citation Format: WANG D G, SHAN M T, LI F Q, et al. Blockchain smart contract vulnerability detection based on GR algo-
rithm[J]. Chinese Journal of Network and Information Security, 2025, 11(2): 76-86.



552 4] FAE) TS T GREEMX R e & 20 Rl <77

the cornerstone for the effective management of on-chain digital assets. To address the current technical bottlenecks

in smart contract vulnerability detection, such as limited coverage of vulnerability categories and detection effi-

ciency, the study was conducted. Two critical challenges were focused on: multi-category vulnerability detection

and optimization of feature extraction efficiency. Methodologically, the following approaches were adopted: Five

specialized datasets containing more than 3,000 annotated samples were constructed, covering mainstream vulner-

ability categories including reentrant vulnerabilities, timestamp dependency vulnerabilities, integer overflow vulner-

abilities, transaction order dependence and transaction authorization vulnerabilities. Thus, a robust data foundation

for multi-category detection was established. At the algorithmic design level, an improved GR (gated recurrent unit-

random forest) algorithm model was proposed. In this model, the improved gated recurrent neural network (GRU)

incorporated a decoupled attention mechanism to strengthen the ability to capture critical vulnerability features.

Meanwhile, the random forest algorithm employed an information entropy optimization strategy to preserve the in-

tegrity of global features. The dual-channel processing architecture not only ensured the significant extraction of

key vulnerability features, but also prevented information attenuation during deep feature transmission. Ultimately,

the aim of improving both the variety and efficiency of smart contract vulnerability detection was achieved. Experi-

mental results showed that the GR algorithm model could successfully detect five categories of smart contract vul-

nerabilities with an accuracy rate of 98.88%. Compared to previous algorithm models, it achieved over 3% im-

provement in detection efficiency and increased three detectable vulnerability categories. Thus, the feasibility and

superiority of the GR algorithm model were validated.

Keywords: blockchain, smart contract, dataset preprocessing, vulnerability detection algorithm
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Figure 1 Random forest construction process
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Figure 3 Smart contract vulnerability detection framework
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Table 6 Experimental parameters

ZH s I E fE T R HEE
Embed_size ALY iR ) R PR 4 25, 50, 75. 100 50
Lr WE YIRS 2] 3 0.01. 0.001. 0.000 1 0.001
Batch_size BB BRI ZRRE AR L 16+ 32. 64 32
Epoch IR IR 50~ 100, 150. 200. 300 100
Num_hiddens B I el R & 16, 32, 64 32
Dropout EFMPETT 0.1. 0.2, 0.3 0.2
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Figure 7 The detection results of GR model for 5 types of vulnerabilities
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Table 7 Comparison results of model on 5 types of vulnerabilities

e A fabr CIEPN I i) B A B 2T 5 4 7t LT
HERf R 92.14% 90.26% 87.36% 88.06% 90.28%
RF TR 92.35% 91.03% 86.31% 88.38% 89.36%
F153 % 91.79% 90.87% 86.46% 89.28% 89.89%
HERf R 77.09% 78.21% 74.49% 64.24% 62.78%
CNN FEHR 77.71% 70.94% 73.23% 64.48% 63.12%
F143 % 78.85% 75.41% 71.65% 63.97% 62.88%
HERf % 93.34% 89.94% 90.88% 89.12% 92.31%
GRU T 92.17% 90.62% 88.26% 89.35% 91.29%
F1 5% 92.19% 90.00% 89.15% 89.26% 92.87%
TR 88.61% — — — 78.61%
SCHR[11] Pl E R 87.78% — — — 81.67%
T2 89.27% — — — 76.96%
AR 76.39% 73.97% 91.50% — —
CHR[12] RS 93.18% 83.08% 94.92% — —
F153 % 65.48% 78.26% 93.18% — —
IR 96.49% 96.18% — — —
Sik[13] AR 87.80% 97.90% — — —
LES 97.60% 90.20% — — —
TETfR 98.88% 95.88% 96.36% 96.98% 97.60%
AR 98.85% 96.19% 96.29% 96.97% 97.61%
GR
R RS 98.93% 95.65% 96.66% 97.00% 97.62%
F153 % 98.88% 95.84% 96.35% 96.98% 97.60%

T B AR R R AT EL R A v AR AL 4 1)
=T 18.99%. 15.94%. 20.66%, F1 4y ¥u7E%7
R A R, AR SO N 97.60% .
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