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Abstract: With the wide application of TIoT technology, IoT devices have exploded. In recent years, security inci-
dents caused by IoT devices have occurred frequently, which makes the research of IoT device security become a
hot spot. The security analysis of IoT device firmware has been conducted, with a focus on its black-box nature, net-

work characteristics, and customization features. Challenges to automated vulnerability mining have been high-
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lighted, such as the closed-source firmware code, closed operating environment, complex network interactions, and
highly customized hardware-software. Researchers have proposed a series of advanced technologies and methods
to address these challenges. The existing literature was comprehensively analyzed, and the latest research progress
in automated vulnerability mining technology for IoT device firmware was summarized from four aspects: black-
box fuzzing, gray-box fuzzing, static program analysis, and firmware re-hosting. Based on the analysis of the cur-
rent research status, existing challenges and deficiencies were pointed out, and future research directions and ideas
were proposed, including the development trend of multi-technology organically combination, the application pros-
pects of large language models in automated vulnerability mining, and the synchronous upgrade of vulnerability
mining technology driven by the evolution of IoT technology. An in-depth analysis and summary of the current sta-
tus and development trends of automated vulnerability mining technology for IoT device firmware were provided,
offering valuable references for future research and applications in the industry.
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Figure 1 Categorization of automated vulnerability mining techniques for IoT device firmware and their interrelationship
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Figure 2 Code coverage guided gray-box fuzzing framework
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Figure 5 Characteristics of IoT device firmware and challenges in automated vulnerability mining research
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Table 1 Research status of black-box fuzzing for loT device firmware
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Table 2 Research status of gray-box fuzzing for loT device firmware
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