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Abstract: As the prevalence of facial recognition technology continued to grow, concerns about personal privacy
breaches were also gradually intensifying. Despite recent studies attempting to safeguard photo privacy by generat-
ing adversarial examples to prevent unauthorized facial recognition systems from identifying individuals, these
methods were often constrained by low attack success rates and weak transferability. To address this issue, a facial
recognition targeted attack algorithm based on multiscale frequency decomposition and meta-learning was pro-
posed. This algorithm initially devised a multiscale frequency decomposition module that meticulously partitioned
the target facial image into frequency bands comprising distinct components. This module integrated frequency in-
formation with spatial information, thereby enabling the extraction of comprehensive information from the target fa-
cial image. Subsequently, a cycle-consistent generative adversarial networks (CycleGAN)-based adversarial attack
algorithm with makeup transfer as its core was constructed. This algorithm employed a source facial image to gen-
erate high-quality makeup. During this process, a meta-learning attack module was introduced to calculate the loss
function and update parameters. The meta-learning attack module enabled precise makeup processing, by which the
target face's features were embedded into the makeup to create adversarial makeup images. This enabled the tar-
geted attacks that were the focus of this study. The meta-learning attack module addressed the overfitting and gener-
alization issues present in previous white-box model ensemble attacks, thereby enhancing the efficacy and general-
ization ability of the generated adversarial examples. The results of experimental analysis of different attack strate-
gies demonstrate that the combination of multiscale frequency decomposition and meta-learning significantly en-
hances the success rate and robustness of attacks on facial recognition systems.
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Figure 1 Physical domain attack on facial recognition algorithm
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Figure 2

Framework of facial recognition targeted attack algorithm based on multiscale frequency decomposition and meta-learning
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Table 2 Success rate of black box attack
) CelebA-HQ LADN
Wi ik -
IRE50 IRE152 FaceNet MobileFace IRE50 IRE152 FaceNet MobileFace
Clean 7.29% 3.80% 1.08% 12.68% 2.71% 3.61% 0.60% 5.11%
PGD 36.87% 20.68% 1.85% 43.99% 40.09% 19.59% 3.82% 41.09%
MI-FGSM 45.79% 25.03% 2.58% 45.85% 48.9% 25.57% 6.31% 45.01%
TIP-IM 54.4% 37.23% 40.74% 48.72% 65.89% 43.57% 63.50% 46.48%
Adv-Makeup 21.95% 9.48% 1.37% 22.00% 29.64% 10.03% 0.97% 22.38%
AMT-GAN 76.96% 35.13% 16.62% 50.71% 89.64% 49.12% 32.13% 72.43%
VN =R 79.65% 38.11% 37.46% 52.65% 90.55% 55.12% 34.49% 50.39%

Target

Source

Blo XA bR KBS ) 8 B R

Figure 6 Black box attack effect on different target face images
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Table 3 Image quality evaluation

AT FID ()  PSNR (1) SSIM (1)
TIP-IM 38.7357 33.2089 0.9214
AMT-GAN 34.4405 19.5045 0.7873
ARSCEE 28.3213 35.2550 0.8041

Sourse AMT-GAN TIP-IM
7 R AL
Figure 7 Visual quality comparison
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Table 5 Ablation and comparative
experimental evaluation
Bt ez
MobileFace

AP

FaceNet

ARIHE (wlo Frequency)  32.52%/32.91%  45.19%/34.33%
ALEIE (wlo Meta) 28.58%/29.76% 37.81%//33.07%
ARILEE

37.46%/34.49%  52.65%/50.39%
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Table 4 The result of MFD module performance test

. CelebA-HQ LADN
Bk
IRE50 IRE152 FaceNet MobileFace IRE50 IRE152 FaceNet MobileFace
Clean 92.71% 96.20% 98.92% 87.32% 97.29% 96.39% 99.40% 94.89%
MFD 95.14% 97.23% 99.10% 90.82% 97.79% 96.85% 97.95% 95.90%
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Figure 8 Comparison of commercial API attack performance test results
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