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protecting data privacy, and is widely used in Artificial Intelligence of Things. However, there are often security
threats such as privacy breaches and poisoning attacks in federated learning. In order to overcome the performance
and security challenges of using federated learning for joint training among multiple institutions in the context of in-
telligent Internet of Things, a two-level federated security learning architecture was proposed for intelligent Internet
of Things. The entire security learning system was divided into a two-level architecture of bottom and top layers.
The bottom architecture consisted of various [oT devices and a server within the organization. Different devices
were connected through blockchain networks, and the server detected and eliminated malicious devices through the
historical gradient uploaded by the devices, avoiding slow convergence and decreased global model accuracy
caused by poisoning attacks. The top-level architecture consisted of servers from different institutions, using secure
multi-party computation based on secret sharing for secure aggregation, protecting gradient privacy while achieving
decentralized gradient aggregation. The experimental results show that the architecture achieves detection accuracy
of over 85% for four common poisoning attacks, greatly improving the security of the system and achieving decen-
tralized security aggregation with gradient privacy protection within linear time complexity.
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Figure 1  Architecture of a two-level federated
security learning system
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Table 3 Defense performance indicators for different attacks and aggregation algorithms

Bri REHE o UG (CUEES CUES
FedAvg 100.0% 0.0 0.0
) . N Krum 100.0% 0.0 0.0
A 5E AR B4R 7
Trimmed-Mean 100.0% 0.0 0.0
Median 100.0% 0.0 0.0
FedAvg 85.0% 20.0% 0.0
= Krum 100.0% 0.0 0.0
S
Trimmed-Mean 98.0% 3.0% 0.0
Median 100.0% 0.0 0.0
FedAvg 92.0% 11.0% 0.0
) Krum 100.0% 0.0 0.0
oA RIS
Trimmed-Mean 100.0% 0.0 0.0
Median 100.0% 0.0 0.0
FedAvg 93.0% 10.0% 0.0
Krum 100.0% 0.0 0.0
ALE Bili
Trimmed-Mean 100.0% 0.0 0.0
Median 100.0% 0.0 0.0
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Figure 4 SMPC security aggregation time consumption
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