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attention. Attackers could generate adversarial examples to mislead neural networks, causing malicious software to
be misclassified as benign, thereby evading detection. Although various methods for generating adversarial ex-

amples had been proposed, they were often not suitable for modifying ELF files or lacked the ability to transfer
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across different detection models. To overcome the limitations of existing methods, an adversarial example genera-

tion method based on deep reinforcement learning was proposed. This method generated adversarial examples by

constructing optimal perturbation bytes for the target detection model while preserving the original functionality of

the ELF files, without relying on the internal details of the target model. The experimental results showed that the

adversarial examples generated by this method achieved a 76.80% success rate in evading the target detection

model, and could enhance the robustness of the model through adversarial training.

Keywords: deep reinforcement learning, malware detection, adversarial samples, ELF file
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Table 2 Training results of the baseline detector

LTES

Malconv_100k  98.6% 97.5% 99.6% 98.6% 98.6%

o A Y ACC A& Fl AUC

Malconv_200k  98.7% 97.9% 99.4% 98.7%  98.7%

ResNet18 99.6%  100.0% 99.2%  99.5%  99.6%
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Figure 7 Trend of exploration rate changes in the
Malconv adversarial model
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Table 3 Performance of the adversarial example
generation model

F ppfs A HEIR BT A FHE K
Malconv_100k 41.00% 2.27
Malconv_200k 48.20% 8.39

ResNet18 76.80% 3.12
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Table 4 Comparison of evading attack outcomes

. USSP AvI B
Tk
Malconv_100k Malconv_200k
AT & 8.1% 4.8%
HAH L 8.4% 5.3%
ENEL S 7.3% 4.5%
ENE e 41.0% 48.2%
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Table 5 Function test results for ELF files
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Table 6 Performance of the adversarial example
generation model after adversarial training

FIAR L LSRR FE K
Malconv_100k 11.20% 2.64
Malconv_200k 17.50% 10.14

ResNet18 44.10% 7.52
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