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prompt injection attacks and five categories of safety scenarios on the output side was developed, and a financial do-

main large model prompt injection attack dataset, FIN-CSAPrompts, was collected using a human-machine adver-

sarial approach. An end-to-end security defense framework against prompt injection attacks in large language models

was proposed and tested, and comparative evaluations were performed using prevalent open-source large language

models. The research indicated that in the financial industry, the application of the proposed security defense frame-

work significantly enhanced the defensive capabilities of Chinese large language models, effectively reducing the

generation of inappropriate content and improving their resilience against prompt injection attacks. This research pro-

vided a reference and foundation for further research on the security issues of Chinese large language models in the fi-

nancial domain, offering datasets, evaluation metrics, and solutions for consideration and adaptation.

Keywords: financial large language model security, prompt injection, risk taxonomy, large model dataset, illegal

risk detection
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Illustration of evaluation framework for LLM security in financial industry
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Classification and definitions of typical safety scenarios for LLM in financial industry
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Table 2 Examples of typical safety scenarios for LLM in financial industry
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Table 3 Classification and definitions of typical attack categories for LLM in financial industry
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Figure 3  Illustration of prompt defense framework of LLM in financial industry
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13) else do

14) risk_label = “ &7 XU

15) return risk_label
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Figure 9 Defense capabilities in different security scenarios after

adding a defense framework
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