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Abstract: For shadow stack, balancing security and performance was difficult, and the forward CFI (control-flow
integrity) scheme implemented by software was too expensive and difficult to be deployed in practice. A hybrid
CFI scheme based on software and hardware integration, named SHCFI (control-flow integrity based on the combi-
nation of software and hardware), was proposed. Decompilation was undergone by the program using a binary re-
writer to generate an intermediate representation, and various transfer instruction types were identified. For the pro-
tection of backward control flow, a novel parallel shadow stack scheme was introduced, featuring encrypted return
addresses. This involved XOR encryption of return addresses on the stack using random numbers, with the en-

crypted results stored securely in a shadow stack located at a fixed offset on the original stack. During function re-
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turns, addresses in the shadow stack underwent XOR decryption, and the decrypted results served as the actual re-

turn addresses. For forward control flow protection, the hardware ENDBRANCH state machine instruction was uti-

lized to mark the target addresses of indirect transfer instructions. At runtime, legitimacy checks were applied to

these target addresses, thereby reducing performance overhead. Experimental results demonstrated that programs

fortified with SHCFI effectively defended against code reuse attacks, exhibiting favorable runtime overhead.
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Figure 1 Examples of control flow integrity defenses
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Figure 2 Control-flow integrity process for binary program
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Figure 3 Schematic diagram of the parallel shadow stack
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Figure 6 Schematic of forward control flow
assembly code changes
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470.1bm, ret fig AT REE D, AH B PERE
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Figure 7 Performance test results
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M. HTIFE T ASLR R, Bili & ikskfs
JE PR system [ AR I RE . 5 B8 ROP B3R
HARGBUR, F5EBEEE AT 1 write@plt()
PR ECRE write BREULE A7 H ) HLIE write. got T B[ HY
K, ASLR Hi AR FA 248 o 24 write £l system [1)4H
XA &, fE Bl libe.so ZE bk 3 vT PATHE Y sys-
tem AT 75 Z %0 “/bin/sh” 7E A7 A B 52 bR bt
SR FE ROP MLy 3R s i L i o

1 #include <stdio.h>

2 #include <stdlib.h>

3 #include <unistd.h>

4

5 void vulnerable() {

6 char buf[128];

7 read(STDIN_FILENO, buf, 256);
8 }

9 int main(int argc, char** argv) {

10  vulnerable();

11 write(STDOUT_FILENO, "vulnerable is here\n", 19);
12 }

8 IR 7 B UEA Y

Figure 8 Vulnerability program part source code

IRAS write bR 032 1T B 1 b ik iy #4) 22 1) gadg-
tes Wi BEAEAR EAIE, ROP Xy By 187~ &
9 . fEWNAEH % R 2 gadgetl “pop %rdi;
ret” . gadget2 “pop %rsi; pop %rl5; ret” H gad-
get3 “pop %rdx; ret”, 4 write PR T F S
0x1. got write()Hh 31k Al 0x8 1K VX Wk 1H 45 & 17 2%
rdi rsi Mlrdx, AHEEAT DM R 2 write 7E 2 ]
& 5t H got Kbk, A5 T LATHHEAG H system
BR ORI 5 R “/bin/sh” b EE, AT 8
ASLR (71, E 4 gadgtes B R Al kS
A = Bk

{5 Fl SHCFI AR X 5 [m) # fil  OR 47 f5 . A%
1 i CE vulnerable BRI [ Hb bk AR Sy HRD 2
Gt 4= B IR BE AT K S BUS IOAE,  AE STl B I,
] B 48 FH gadgetl “pop rdi; ret” MR 7 B8 (H
B, IRMAEPAT ret 82 H, SHCFIH AR 2 HL
I S ) S B S BEN LB 2R AT e B AR, AR
IERAI IR [l bk T AR, S R . an R
IF) IR 358 S0~ A R iR 4 1 P e v )R [ bk, )

WIS A 55 5 B 2 FR R R R0 07 1), 3 350RE 7
I, ToiEIRTS write ) got b, B IESLiEAR
I 925 B

. plt_write()_addr
i Mk 0x4005¢2:
0x8 o dgﬁy pop %rdx; ret
0x40052 |-~
0x0 0x4006b8:
Yorsi; Y%rl5; ret
got_write() addr gadget2 POp /0rS1; pop Ar?); 18
0x4006b8
0x40086a:
Ox1 gadgﬂy pop %rdi; ret
figsut | [ 0x40086a 7
buf + rbp
136-bytes

9 ROP I BN
Figure 9 Schematic of ROP attack defense
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Table 2 Analysis of SHCFI backward control flow
protection capability
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Figure 10 Average indirect target reduction for indirect

jmp/call instructions
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38 SHCFI & Ja S I IR 2 1284k .
% 3 Ot N IR R T2, 48 21 1) S R0 1 )
2 ) AR AP 0 ST PRI 38 BB 2293 39 15.1% A1
12.8%, SISO RGN 24.6%. — kIS, T2
PR BB/, SCHFIZ I SR, WiAR T 470.1bm
XA 22.1 kB, T2 FEAL 5 I K 221X 5] 79.64%,
T2 7 462.libquantum £1 473 astar [&] £ 2 X 0 .
SR, 27 483.xalancbmk A 77 K T 445. gobmk,

#* 3 SHCFIFEEXHEAKERMEN

Table 3 Changes in file expansion rate after SHCFI deployment

ret call/jmp
VR A RAN/KB SR
g i)k = A IS
401.bzip2 73.7 96 14.05% 23/25 11.05% 23.15%
403.gcc 3773.8 6399 12.77% 446/539 7.18% 16.24%
433.milc 148.0 226 18.92% 7/64 16.92% 29.79%
444 namd 333.1 95 6.14% 17/32 4.91% 12.58%
445.gobmk 4457.5 2765 4.17% 47/62 3.54% 6.12%
456.hmmer 341.6 626 11.49% 13/95 6.29% 15.32%
462.libquantum 51.1 103 26.78% 3/27 14.78% 38.46%
464.h264ref 594.5 624 6.12% 356/55 11.75% 12.23%
470.1bm 22.1 21 34.19% 3/20 42.23% 79.64%
473.astar 56.2 118 24.75% 4/27 16.75% 32.52%
482.sphinx3 217.9 384 15.23% 11/62 13.35% 16.34%
483.xalancbmk 6175.1 11158 6.94% 132/68 4.77% 12.82%
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