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Abstract: The deep integration of industrial control systems and information networks drives the trend towards net-
working and intelligence in future industrial development. Industrial sensor networks, crucial for industrial system
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network data impact the physical, information, and network security of industrial control systems. Industrial sensor

network anomaly detection, addressing network attacks and physical faults, involves analyzing complex, multi-
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layered, and multi-scale sensor time series data to discover hidden anomalous logic and fault causes. The causes of

anomalies in industrial sensor networks were summarized, research progress in industrial sensor network anomaly

detection was reviewed systematically, and key technologies and typical methods were explained categorically

from three perspectives: time series features, spatiotemporal multiscale, and non-structured graph representation.

The developmental trajectories and major breakthroughs of various existing methods were analyzed and consoli-

dated. Datasets and evaluation metrics currently used for industrial sensor networks were introduced, the detection

performance of existing methods was summarized, and through comparative analysis of experimental results, the

characteristics and technical focuses of each method were highlighted. The application prospects of existing work

were pointed out and the challenges faced by current anomaly detection methods in practical applications were out-

lined. Future development trends and research directions for industrial sensor network anomaly detection were sug-

gested.

Keywords: industrial control system, sensor network, time series, anomaly detection
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Figure 1 Characteristics and application areas of sensor networks



54

SR T Tl T 4 O 1 51 53 R Tk 19

FEECHR I ORB ME L SE R A ] B S T T I 2 A
PEEK

b6 ICS 5 M 2845 B AR IR Rl & DL & T
b=l R e 28 4 (R T R e, 1CS AR I 48 2
BHBAREE S S, 3R
R IXAEICS TG B KIS B adhik, JtH
T R T A it 28 49 T i 1) 22 4 i) @2 tH A
3. B0 2010 4F, GBI B GE B Stuxnet /7 55
ANA= s B O ML TRl 4 o 75 vh i) e 5 Sh AR T 45
U 20204F, EERMAEEYE 2SS, B
RANREHIZ EP TR SN R 2021 4F, 3%
] {3 50 B K A3 T i sz R Bk,
SR B TR B B i B L R R KSR 2021
SEAT B O A7 S R Meteor I 25 i, S ER
o [yl ) ey R e D 2022 A8 [ XU
L 1) 1% 75 B 2k Enercon 18 52 W 25 ity , BRI T2
FEIEAE R R T . TCS A5 18 X 285 1) 22 4 AR
RABNTAA =G5 IR AT, B RS %
%, ERRERLE.

Tl A% I8 0 4% SR B 1) A IR B HR 8 il SR AE
ICS [ s #0475 £ # >R 42 (supervisory control
and data acquisition, SCADA) ZR % 14, ixik
A v] DL A5 2 A8 BT (AP A, AR AR X A
O S B M A I8 X 245 1) 22 4 A I R 1CS
AU B AT TR A2 . I 8] E B A AT AR N
I PP S S R I B I 7V, BT T
T AR JE X 2 1) S Al 3 O A TR AR
PEHUA B OCHIRRAE, T2 Wi 25 AT N E
TR A SR R S4B, 42 45 1 S H R I 2 E i
PAEZZ ik &= kS A w D Wi 1 S 2 i s
A5G 3 T 2 MR B 7 VRS T EE B I U7
PO BFEEN NS, REXETEAER
—E M R E R IEE 77, (HBEAE 1CS W& 5 5 2%
PRGN, X LA 5 77 VA AL 3 22 A8 B[R] 7 47
BRI — P RBRYE . N T A AU R k2 AR
SIS ] F1 ) S A N ) R, RO 22 AT ST
GG LS 22 2 785 NI ) 51 2y A 4, 491
TR ENY. ARIMANOSE vk, 5&EG 7k
FHEG, IX LTy EALE R R T T A AR TR
R I g R 12

bEE N TR BEHAR S H I KFRiRT, IR

5 2] TR A R AR RS FE I S AR E R A B R ) |
RN T B IR AT 5. AW IR A 2
Tk, BIUER & M 4% (recurrent neural net-
work, RNN) B B AL R4 (convolutional
neural network, CNN) U4 32 (4% (graph
neural network, GNN) [SIPL /% Transformer!'14%,
FE T 7] TV AL I X 2% () 22 A2 B i) [R] P 41 I, B
TR R A AR . I T VR AR SR A 4
REM RN, AR AR B AL A 45 I N FERS A R
R NATRE.

IRA BT AR b A 3 ) 28 22 4 PRI 92 255 1 25
R EAR FRAE ICS 224 LU KIS 8] 75 471 A DN 7
ANJiTl e TEICS %477 T, Umer SN NAZAS
WEAT T 24 FEW 025, FE IR ER 1 T A Tolk
F25 1) 22 48 A N AR AT I R S R R 5 ) 5 0
25 3 J71% . Koay U8\ S8 V2 1) £ P52 At 22
TICS IR, FHAA SN 2 T ER R
R B ARSEMNEAS T 1CS AR R 45
J AR AR A ) i, AT SEREPERIAL
BEVE A XS B AT 9y 25 Ml W I A
77 0 1) £ B0 22 A 2 AT 50 A3k AT 4 B R84
Ao AR F B 5 5 A 7 T, Choi 21434 T
N 7] 77 51 5008 R M A e H R A, A B TR SR A
G2 IIR B 2] J71E ) S H o Darban
SOV pT M ASE AR 1) A FE AR EE T H AR TR
F&E 2 2T B S 8 R 778 Luo 252V WS FH 1 £ B
B T TR S S S w R ik, b s
By e B[ B2 5 N E (= L Y S A
P A e 24 T ) 3R T b A B X S R U
%, HTIR ST IR LR f . XS SR AR N T
Ml A% Sk R 24 S i R R A T AR T I S
1B, AH3EA 7 RSN 18] PP 51 e A I 7 v R0 Tl
MR T A S G

AT TV AL SR 28 11 S i A D e AR A7 4
JT I ERIR o0 At B T A J36 X 286 S 1) It
[Rl, 32 B 45 Y 2 T A B S B AN T . A
g5 HRTIE T T AR K 28 1) e A 7%, A
ARG W) S5 8 P B ] AR 2 ) 79 A 7 T %o 3K G 2 2
TPERAT IR, I 53 b S 3 Al 77 v ) 552 s 7 FH
REJTo BJa, AN HHT S fanill 7 R ROk T
MRS R AT TSR



<20 WZs 515 B i

10 %

1 T fRREM%EFERE

T A% SR 2% 32 B T N TS5 R B
BEIEANRE ) Z RSB S, R AR B I 1t
F| SCADA R Gt . 1CS 4t ix £ 3k Y 1) 44
PR VP AT I B 5, R, — BARIERER M
IR KA R, WA FTRRSB RS RA,
kM RN R IR IS8T . 18 R R B S )
JRERRT A2y RS — 202 B I 48 i 5] i i S
Wy SRR ARG RE SRR R . AT
HE XTI L R PR S AR AT 4R0R
1.1 WEXRE

W, AR OB I R % I8 AT T
PR, oK 78 20 2 B8 X 8 B T R i SR 1) 2 4 1
B BRI, B W A it AN W7 H 5 R 7 LG
W2, BT RGid BN 4 5 K I 2 45
R H G 2 RS, Sk 7Tz Tk
A JR DX 285 v I DX 28 e 32 253 9 3 R AL, 43l
4R % (denial of service, DoS) Xy, J&
RE P& N (false data injection, FDI) X DA
KA BLdi o R 145 H T 38 il 1 28 B
A
111 JELRFHE

DoS Bt 3= B8 i v A B 5 1) 77 R FH 1R B
T AL B 2 A HEAE, & T S ) —
. BEEH T, kAR BN 2% B 1 i 1)

DoS Wikt xf 2% 2 JZ g5t HAn e r, HFEZEH
FI1E T T # SCADA £ 4t H 1) 5 Jk 5 4 $d %
£, HET RS 6 T R AR 0 A S e sk, TR
Tk TN 5d, T R&ZRTAHR
IR TS, DoS BUiki i A R PG M 45 18 15 1)
FEP, AT KRR 20 DoS Yk 4 &R 4t
ARG RR, Zhang 252 H T —Fh L T 2%
P R e A ) AR R O I SRS AR A,
TR TR o BRAR AR5, BB AN g ke A B
P By, HEr A s 2 R e i 2 Bk 47
No NT RBIE—REIFRYE, Qin%gle2712%
FETE AR E I 5 N DoS MUtk AL, #Rif, fi#
YAz e @ [F I 5IN T AR IR & HAA B AR
JIHTR L, AR R A A2 LS TV PR i
ANE&EEFHHERES . Wik, Zhang 2R84 5
$2th DoS Wi s L A FERE Y, [ 1% 8 & A%
RS HLA A BT E R TSI
1.1.2 BRI EANSE

FDI B AR T i LAY By se e e e is, HoE
BT B R e s B A A A R B A, A
M-S ARG BRI H| ek . FDLSGE
PR B P s, B0t 2 R P IR 266 g V] ek L i A
IR I ERE JE 2 B o B . BT
R AEAL R 2% T L= SE (1) 77 & 8%, i LLFDI
Wit t DoS Bt 5 s LAt A 291,

FDI Xt = B3 Sy JE T B[R] 9K 30 Frg A5 28 A 2

*1 ERFEHOMERHERE

Table 1 Network attack models that cause anomalies
Fi% T4 AT S BT DI R
aTHYE e MLEE
Muraleedharan et al***! DoS R R RS A& R AR 0 A AT D 2 [ ] O O
Peng et al?¥ DoS WA £5 ) B R 40 TR AR R R (8] (R0 o O O
Zhang et al’*"! DoS TLE M R IR KA Z U AR AN R B ) @) 0
Qin et alt?¢ 27! DoS W2 413 R G WFFCR B T 4 £ ) 0 @)
Zhang et al”?*! DoS W 2V R 5 DAL R A IR E(ETE [ ] O O
Wu et al! FDI W2 413 R G 7 P B A B o M 5 o ° @)
Mousavinejad et al**>! FDI W 254 b 5 ] & 4 A [ st 4R SR T o (] O
Wu et al*] FDI W2 413 R G TER b A A5 AL I PR AT B o ° @)
Zhang et al’**! FDI T NHLTH R AT 2% i Kullback-Leibler 213 @) () O
Li et al®® FDI B i AL A ST RO b D B i o ° o
Wang et al”®”! Wzl KT AR I R 2% ST e R B IV FE AR O O ()
Yuan et al”**) Wiz W2 413 R G T B RE NS I B KA A o 0 °




54

SR T Tl T 4 O 1 51 53 R Tk 21

TR B R RLBOT, W BSR4 SR ) ) A
RIGHICS A58, Wit 1 WA i A o B 1) 46t SR DA
St FDL i o J5 2R 1 #3 M0 368 4 e 1 B A8
B, Rk 22 () B A5 B T 4 Gy B 1)
Wi, 42 FDI M0 R B2 3, Zhang 25 B3R
H Kullback-Leibler §iUE A A KA R %L, 1)
7 — A E R R SR S B A Y . BT
1 B 50y PR SR B TCS A R B9 B AR A Y, A5
TRVE AL AR 25 ) B A 418530 3@ T A
B, Wb et A E O LR I R G vk SR
B, X MDA S . R, 6T FDI Xty
(I FEB T A2 S RGBSR AT ST AT B
WP IR ANIR T, ARG IX — 2 B AT v B O 1
1) X 8% I i
1.1.3  #shk

e sh Bt 4 B R AL, W ERIAE
IR R M. ST IS B DL A E R/ BIENAT
N, X FAT N R RGN . H LR
FH I E B GU AERR, 5 DoS Bt Al
FDI Yt %6 2 sh Mo #H LG, 4 3h Moy B N Bl
X DL 48 sl

ke 2 10 @ BT AR R IR UL Rk 5 5
P g8 2 R EEE E, I A g 22 3 it
RIBUREE . v 7R X — by, W
it T2 M5k, DMRPEIRIN % G52 51
WO BT 38, GRSk, ANIE B R 5
T2 R, MW AU R SR
PEBSAU, @ SINAE A, RGRET AT R
FEUBURAS B, WX 2 SRR RS, AT
e =1 R AT A B B RE 77 o S 0l
B SR Ot Tl B i A, DAAEVE D 7] 3
SRIUHLZE 2, X PR S R f) T o A A JE I Py 2
WA PR SR IR TR, BT RS
et N 7Pk IR S, 7R R
AN T RSB AT AR, I A S PR K i A
DR AL, CARR LR R G0 5 BEVE AT 25 143
B R
1.2 YE&pE

VIR R S R G B MR R A R
FVEIGE BT, A 2 Bl DR 3 23t A% B A 1) 40
Wo EAERRZ, VER&EZHEEE AR

ROl FEE < FBCEENER, Bk
I AR 4 ST B . P S A A
it DR 3 e P A T =K

1.2.1 3 a3R

TEICS H, RN L8 B2 R, A
) A SRR AR AT AT AL T % B JURR (1) TAE IR B v
1% 5 PR S HR B AT 1A% TR % 18 22 52 BRI
e, ERTTRERAEY LR EAIR . ARG
B PR FE AR 2 3 BOHR AR B H 7= A — € 1)
w2, MR RGN EE. G, R
b A R R A I B PR P IR S M 0 ] R
HHE A s S M, AN SR
IS, AR RS PERAEA H B IR
18 b S R B B fE I, A S S 5%
W, AT AT SRR R R 2 7
122 BEfFsk

A YR FEIB I H 2% (programmable logic con-
troller, PLC) #2 %[5 1CS B it i) 7 g F5 A7 it
v, HEZEH®EZ — =& Ty
B,

] 4 ik 38 % A T PLC K /2 CPU f 3 {E
ARG, Brd ) A A i I D0 A B R A 3k AT
Boaky, MMM e . e R &I B4
RIS S, B e IR B TARIRS .
R ERAE R 4 F B & I Ay, R
SEOLATIN, W GURA AT T SR . £
HZm b, XFSETR AR T RS,
X TN 428 i) 2R G0 (1) 22 4 1 R0 RS A RO A
J2 o

2 TAMRREMFERNTGE

B0 ICS A5 B 2% 11 7 i R D 7 vk K 2
T SR B B[] B o b 5 NSRBI, X Ay
V3 I kA B I R S B v R R AR DU A H
TR S0 T bAoA SR
I [i) AR 2 ] 79 S RLBE PR 0 0 3 4 7y 9 43 2K
Gy N H R P AR R . 2 ROBE 7 B AR A DL R [
GERRLAY, Tl R ) 8% S AR YR
BI2FTn. B34 H T 238 TR 5 S 1 i Al
TR EDIFE
2.1 BEEFINIRE

B ] B A TR SR R A 4 L A S S



*22 M2 515 B2 4R 105
AE CNN Transfotmer
SPREAD®! DAGMM#! LSTM-VAER GGM-VAEP4 o
|| LSTM-AE®  USAD® || OmniAnomaly™ SISVAESS DeepAnTH SAnD'! MTSM™ TranAD'*
H fif APAE AMSKS!! VAE-GANI6! VELCE MHCNNI Anomaly Transformer(®s)
IHf | RANCoders PADISY RDSSM CNN-AE™ STOCE"  ST-MTS-AD
i Iig
4 7]
i3 b RNN GAN TCN
il LSTM-NDT®  LSTM-PRED!®)  THOC" [|BeatGAN!"  WGAN-based® DAEMONI™! HS-TCN  TCN-GMM!™!
LGMAD!®] AD-LTI®  LSTM-SVM®! | [FGANomaly®” DCT-GANB!  AdcGAN[® TCN-ms!7
BN SCEE AR V4
% MSCRED®!  TopoMADI
po [100] [101] [102] [108]
it R MAD-GAN®2 ] &l AGCN GAUG! IDGL SUBLIME!
25 i InterFusion®" 4k
o 53 MT-RVAE®! 1
)g ﬁu [94] *ﬁ
STA T4
1 CNNLLSTME x MTAD-GAT!®! GDNII  GTAI
) TimesNet"™” GANFU™) MST-GAT!!2

2 Lb AR IR S A I T R

Figure 2 Summary of anomaly detection methods in industrial sensor networks

P2, IR S T IE T )RR,
AT IR AT N T B TR PP AR A, b s T
AR T P S W SR AR Z T 8] 7 51 ) S 3 1B o 3X
g AR R DS 1) 1 R A I AR [R], ER
3% B R AE A A B RHIE . AR 2 R R B
5 2 ITVE Gy Ot BT [B] PR A AR A 3R AT A4
211 AT AZRBEY T ®
H 29w 19 #% (autoencoder, AE) J&H T4
Yo IR A AN PR AE ) PR 28 X 2 BB, 3 I o L 4 AT fie
i 28 S BOHE ) IR 48 AR JR . 35T AE i 7 5 K
W T7 9 2 B R AE XTI 8] PP A1 B R A b, A FH
TS FRID A A KA IEH IS TS . Ymidds
e 1 771 4 B e A ST A R
FIX — 4 23 ()00 )5 28 B AR 1) i e s R) . A
JRFRG R o -
z=ey(x), x=d;(2) (1
Hrh, e,() RS EIE, O NHTRENES
o dy()RRMEISIRAE, ARG M e, () A R #H
ZMEERR, st rESE. AE M
i 245 AR AR i 285 408 S E [) — /> 403 2% R B B AT I
Sk, I B K R BRI R I . PR R
B W v B 5 G S N B A BN () 35 T R 2
Loss =[x - % ||2 )
FET AE [ e o AW 77 92 3 AR TR AR I (]
FHIR R E, M RS IEH 275,

SPREA DM HH — i I~ 5 B 415 B 41 28 DX 245 1) 5
TR Tk, %I RN B R B A R
JESEIRIZR ST Y, K Gt S5 1E PR 25 X 48 AH 25
Hry TR R 5 S IR R IEE AT N
17 . DAGMMUSUE FVAR BE F S fith v i v 2
RUSTIL SR A, Z AR IR AR NN
NBE A R 4E R P @R 22, s 8
TRAER A, R SRR A T X 2 e VR A AR A
1S 85> . LSTM-AEW3EF LSTM & T %
B B E shdmig s i iy, I v sl i 1 S S
() 5 R, T DA A8 AR S R IS T ) R o
USADMR BT AE ¥ 2 o 8] J5 51 76 I B 5
R 792, R FH 4 0 35 — A 0 2% A4 5t B ke
W GRISHE T IX PR A SR PR . APAEM$E
T MR H ey, Z R T
S W S DN 1 50 R 5 5 A [ 288 2R e ik A
91k, $EE T BB AR B Bl R R B i
P£. RANCodersPYF] FH Aff BL A5 ok AE (R 4E 2
] PR B 305 R U B, PR X S AT S
PERM S Z R JEIR 50N, Ll ] 2B
(IR 5 R B . AMSLBUG] N [ M5B 2 S
Bt m TR R Az AR ). I EIE
|ATR A . e S I B I DU R g o U B RTR R VA e
2 S IR R RVRE R RHAE, BT 6 H Bl g i A AE
A0 DA 3o 7 AT I



4

SRR T ) AT S 2% R I 18] B0 S A D 25 R

Hu.2024(2
A

Vo0s.20221%°1

Goh.20171)

Abdulaal.20215%

Goodge.202114) ==
Kieu.201947 _

Zhang.2023

_. Liang.20230%
Wang.20221%%
1.. wu202009
Li.201997 _
. Li202101
He.20201% .

-
A

.- Zhang.20191%)

°23 -
Huo.20235
Tuli.2022(¢
’
Kim.20237)
Meng. 202014 [ #E===="
! ee Xu.202189
-==== Song.20193
Yin.202071
r

GAN .

Liu.20207

Chen.201914
I

= ===+ Chen.20215%

Niu.20200¢

Su.201964

""" Park.20180% 1 Ding.20230

Dai 2022012 = |

Feed [110]
AE Chen.2021

«

-

Deng.2021019 ¢~
.1 Zhao.20201'")

4

% R

LR TR

K3 BT SIR R F T B R R ifs

Figure 3 The development history of anomaly detection methods based on deep learning

212 ATEYANRALENT &

A% 4y H Y% 15 %% (variational autoencoder,
VAE) M1 AE —FF#52 I [8] 7 41 (1) B Bl 35 i) 2
{H2& VAE B2 7 AR G 2R, ik T AE
AR IE AR GE 2 [ ) ) R, 2R 2mAL 2RI 1 Ed )
Mars, BAATEEFIZALRE ST VAE AR SR g
st VR MRS 2R N, TR IARHE IEZAS 73041

A AMEAN A T GG B e A . VAE T3
PGS — AR m = { m . my,em, )
— L NP TR T 0 = { 0,05, %0, }o
BURBRHTERR 22 AR MR 4h, BB NB
BOARETTE, HPEARIT

n

Loss= > (¢"~(1+0)+(m)) ()

i=1

LSTM-VAEP2ii F§ LSTM #1 VAE fit & 12 5



24 W2 5515 1.2 2 4

10 %

FEBHMM A, ok T HEE N R 2 HA
B TOIRAS 0 B SIS H AT . OmniAnomaly™)
P&t —F F T 22 Jo i TR] 3 41 (138 AL B HLOE P 40 22
WR28, 1% 7 V2R 2E s B AR R PR B [ P 1) 1) A
MEZN TR IR LR, X T & M & # LA Bt
)& 4% M . GGM-VAEPY K H 1] 4% 116 ¥ % ¢
(gated recurrent unit, GRU) #ifi #1& iof [] /37 41 £ 4f7
Z I IAH DG, 7 G b 2 AT 4 2 TR FH v BT VR
HRBRRAEZEAHHE, WE HEMRNEE
RSB H AR . SISVAERSSME FH — F 45 43 11 )
A28 M i R IR T] 1) Rl R R AR X, JE X
A R A PR AR AR H AT R R AR B R
VAE-GANDPOUEL F A= il 5 % 37 W 2% (generative
adversarial network, GAN) SZHELS AN, %77
PN e ol L a5 e Z | o3 R W= el [
PG 4E 25 (8] 1 e AR WL, 7890 K ¥ T VAE A
GAN 4 mi . VELCPi@ i 7E VAE IR 4 2% 7]
RIS IR N 45, SEAF AR B T 5 IR AR FH AR
MG EA . HAFHKEIHICIZ (ong short-
term memory, LSTM) M 2% 1E y VAE HE 22 (1] %
DRSNS A%, W Uf Mo AbEE 1 a7 51 . PADPS
{1 LSTM 7£ VAE = £ ft i 8] 3 41 v SR AL 14
N AFEOF FROIIAT 55 (1) S R 7S B S0, [
INF IS AL Tl 2 A A I 2%, RO T RS
A5 TR RA S5 G 0 7 A ) . RDSSMP1 B i1
AN IR, [ IRE 2 R TR ARORS 4 AAS A o e
T I T8 R A T ARSI B AR 6 il s [] AR Ak
BB MR
2.1.3 A TFTRITAYZE M%7 ik

RNN K| HARr B (1) #if 28 I 24 5 R 43 ) 3 Jb
FF A2 7 7004 . RNN AHEAE S8 I ph 48 I 2%
LR A N [R]  EL S SN = i b DA & B —
I ZIFe = s, B — e ridiZee . N
AR RNIN ) S ARG ) /B, RIIASE 52 90 2 R 6 52
BRIEIL R . L5k, RNNPFSGEEEAREH I,
H i LSTMIUf1 GRUCHEE A . 9 T — 20
XL TR IR, Wit TR 2 SR AT
RAp 6264

LSTM-NDTW I ER X0 i K & 57 5 4o i 4 ik 17
fEH LSTM By 2ctEge, FHIr%e 7 A RGEHIAT
R REE o X T AR B U A A i i T — R AES

. EAMBHE AR ZE, MU T EOE A
MKMW Z A JE PR MR H f . LSTM-
PRED 5 Ff LSTM Xt iif [a] 77 51 47 G 45, 42)
I IR, FF R R AR AN 7 kA7 7 K
W, AR F A MR R E . LGMADL
I I LSTM A 2L PP A1k 4/ B AR 5 BT ) 2 1 1)
SER S, R R A AR AR T ) e ok
ITZ AR . N T REEIESE, L
P& A R DR 7 R S IR R R K. (HiZ
T A FEARLE I (0] /7 71 1 e WA, 3 i —
52 RS i 4E I ()7 51 1) 57 RS ) @ . THOCLS)
SR IEAT 703, R A B R Y
TRAGFR L2 2% [R5 2 > REE (I (Rl s, i
oy R RIS FERAT A BT, FFA N
H M BT 55 56 i B Ul 25, AR E R R
> AD-LTICSR] IS 2 70000 ASE 2 5o ) 358 e %1 3k
ATTI, 0 AS [E 0 R B EAT IOAL, 4t (]
it HE 1 o J e ) FE R A1 K GRU M 4%, [+
N 73 i A A S P B 1) P B B A P 21
TERY AN o ZETTPERRIE A 2D T
SRR R . LSTM-SVMI®IZ ] LSTM
WS LR BN A, 2 AR BRI 2L
PR SRR S IEEREARAT 5 .
2.1.4 A TFAEBRMZE WL Tk

CNN & — KW WIIREE & M 2%, & H
THENALSE EUR R TAE . BT H L A H 4
FIRP R AR VE AL, 120 VR AR MR s A
A RIFHE 2% . HBRGERZE Z5 8 0] Loy R R
Wik 2. JELEMEEIEE M AERE . HH A
W 26 S IL A B, CNIN S R FH X 820 1) T Ak 2 o
DeepAnTOU FH 1R 5 45 R 26 X 28 A4 2 I 1) 77 51
TR ES, RIS 8] 77 51 2 0 I3~ — N i (R B
B, SRS R T P R A e 2 S A T AR s
M55 . (EB) CNNA RS HEILZ R, &7
TRAEAR BN B 4 BT DLSE Rl 2, [RIB
HA RAIF Rz ALEE J1. CNN-AEM FH g B B
B 2 S R ) P A A R R, RG4S
CNN F1 LSTM X #0408 (R AiE EAT $2 B . S8
SEUIERE, PP B E B T2 45 CNN $2HL
FAJARGAE B n i e A s, IX A BT LSTM $R B
Z I AR AE . TCQSAU2H CNN 5 LSTM ## 7Y
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FHZE A, R 3 EUT 8] 3 471w ) A AR A i 34
JRERAFAE, I VE R AL SIS AT

CNN 7EVF Z4E 55 R T RNN, A
FLaE b 1B AW LSRR R E S . N T L AF b
CNN N T (8] 7 510, Bai ZE3142 H i 7] 45
A %% (temporal convolutional network, TCN)
e o ZITVER T KRG RSN 20 X 45 18 S 514
5, GIR Z B0 78 B TCN B 215 8] 7 51 7
HAI . HS-TCNUI ST —Fhep M B =0 4y
JAHES TCN, KM EEME R T B R R E 5
AR B (R RE R, SR ME S I T R B R
f, BORHUERTE TR . TCN-GMMIIR; A
TCN FEHU 6] 7 51 PIRFAE, K o 4R B [8) 5 51 eSS
FIRAEZS H], e R 4 25 1) B ARFAE Al 1 S T S
TR o A Ry BRG] N DL
M, DURUIC R v 5 R R A R R I R
TCN-ms!E IE# 7 51 2R TCNBLAY,  F R T
M2 ASWEP A . Al 22 70 7 20 A F005 T
FIFH R R R L, IR 2 RUERG T
R AEmETERE o
2.1.5 ETFARXA LML 7 %

GAN = L /MR IR 28 R, A R 265 471
BT A OB E R, 0l 9 28 471 B I R HE U 1 AL
AR I RN A o TE I A X 2% 2 TR R XS e
PRSI R IE B AU I RAOR o« AR AR AT DA A%
SRR AR AR EE, FmI gy T IR
it 2 R I 25 . BeatGANU7Mii Fil GAN J7 7.3k
AT IEMIAY, AEARY AT DUAS E b 08 . dd ik
TE—FhH ith 77 72K B i 1) Z0 R R 3 5 A Tl
SREVEHE, SCRUERR % TV B AR m AR E
WGAN-based!8M4 2 St [a] 7 51 i ¥ oy — 4k 118
8 I GAN BIAE B8 57 2] — RV EHE B T — AR
B EMR B ST, BERT B3 A i [a] 7 471 25040 ) ek 1)
KIBE, AT Ld B AR R 73 i 2 A2 2 A] R AH
KAt . DAEMONUOMeE Y 5 A ) 1) 28 %470 44 b 1l
Zx B 39wt 4% LA 2] 2 oI 1] e 91 () 1 B B 2
SR A B R R 2 R A R o A VR
XPHUAR B T Bl A% AN B A A AT R 4k,
KAFAEE4EME . FGANomalyBOE 2R 4 5] 2% 2 Hif
PRSI SRV BE ) e B REA, AR I 2R s 2%
i 2 T B GAN AR s iy, Tt B IE SO

KEHMSELE NI HFR. DCT-GANPU# i+ %
AN AR I BN B 1) 2 G e A X 1 ) . R
AN A B — N TR AR X 48 AT — > Transformer
PUAH R, mT ASRAS I [R] 3 41 0 40 0L R R RL FE A
B, BRI R Tz ke /1. AdcGANE2R H
Dropout U AR A (AT g 1, A T E 40 A1
RE SR THE TN ZE B, ORI ) 22 S S 2R
(R AN 5 T P T TR AT B e

2.1.6 AT Transformer &9 7 %

Tk, Transformer BEAUHE ) V2 W H T2
G, HLEGHATTI BERT A1 GPT #52E TiZ AR 7 .
Transformer 72 J& T~ [H 3 & J7 AL 1) B85 57 > 15
A, Gl RS As FRRID AR M R, S BT RN
TEANE, HSEAKEEE B JIHLE R SEHLT A 1
Aeo AT DART SR AN ) B2 6] 2 PR 4R B AH DG &
%0, A RNN 0] DL 2] 54 1 947 0 25 .
SAnDE i VR F 5 JERD ¥ 1 93 = AL AT I
(] A ASE, R FH AL B o i R 2 SR 4 (SR IS & FE I
B FPA . BT 2 AR5 AR, DIBEHER B A
2N WL S BT, {EBH T Transformer 7E i
5] 5 31 53 A1 A i 20 . MTSMBY % F Trans-
former 244 5 N7 N [A] 7 AR AL, A v = AT B
FATHRTIN TR B, A P A SR I B2 A A DU
e HAEMKRSHIE g KN, 5
LSTM i i (8] 7> F1 & 2 AH L, Transformer K KI5
AT IANERE, BASEERA W T . Anomaly
Transformer'®>/f§ Fi| Transformer X} 5[] 7 5] (1] 5
B QIR JR A BEAT S, AL 17 I ) 2 R] Y ORIk
e, FHE AR INTOK SR JROR SG IR 22 7 ) B
R IX o1, T BT OGRS A
. TranADBOMii ] Transformer [ 7 41 4 i 2§ 1E
AT PO HER, @I IR TR AU O B R
RS 58 K (1) 22 1A RRAE 52 IR P I 25 LLER AR
T, SIS BE T EAE R I ANZ W 7 TR 4
H e TERE. STOCME F £/ Transformer % i3
M — NG Z AR 2S, SR [E R A 7 )
(1 4 J5) i B4 70 )= 0 A8 Ab Sk ke I 57 . ST-MTS-
ADPSUE: H] Transformer 4 % 4% 1 H 194 5 45 R
AIEAE B 2 1) mh A% R Bt A1 A8 5 () | B A, %
FH 198 46 ok B0 AR B LR B B SR B oA, B
BENLAZ 5] 1) A St e 4
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222 ETFXEEFX

R S A A 2 i I A B TR A R
R SCR ARSI E AR . MAD-GANDP2 g H
LSTM #4 i A= il 2 145 il 48, 75 GAN HEZE 4l
SR R] 410 20 A7 R B ) AH OGP o 76 50 A B
ARSI AR EAR R, TR A R R
[ EAR EAE R s IR BT S8 o B0 57
7J: DR-Score FH T 5+ # &l . MT-RVAEP3 itk 1
Transformer [ 7 B 4t , A58 FH 4= Ja) e 1] S AL s sl
6] 2 (5 AN 45 B A i B8l o, o g Mgl
SRFEH o KA . R, S 2 A R
RRIERL G 505, TRRh T B R AR R 2 R I
TEE, USREEEENRERE. STAPYRH
FET LSTM B[R] & I AL F I& L 2] 7 51
(OB TRI AR OGP, [ 22 P i I 2 Al 3k 2
W) AE S, B ) A0 2 1) 4 5 b Sl S A

CNN-LSTMP ity i e I [ v 55 0 2 A 2
R B B, I A SR REA S A
SIS A
223 45X

TR S s U g e R T — 4 B T )
s, BRI RO E B I (A 4E BE K AR A . — YRR
6] 7 5138 B BUD BRHE,  BLRAE — 4k 8] 7
F L AT BT IR BRIk . O 1 A — 4k
8] 7 51 ) R PR A%, TimesNetPSUEs i 8] /5 1) B4 5%
ey —4EAr I PR AR e S A I 1]
B BAYE, $EH TimesBlock H i&E W & 1L £ JH
S, I I 22 S SR IS TR] P 31 il o TimesNet
W I 8 7 51) e 4 Sy — 2 5048 1 9 B2 2D A& #R
AL T SRR, HAE SRR RIS 5 FRAUSIE
B 1SR
2.3 [ELEHIER

W 5 b 22 10X 28 1 FH T D 2 485 ) 8090 1) i
i, BEFEN B AR RV AR RR IR G A et . AN
O WA LT Z5 4, JL R A7 I B FH AT 545
B TTZRVE. TR, BEE GNN PR K R,
B 22 BT TR TCS v (1) 4% Tk ) 26 2% 18l ] 1) 465 1)
AT AR . X M AE 2 RN TR AH OGP () (RN,
F & T AL LA A DG . BT I A R
it oR e EE WS = SRV E AL calllE Ve ey
v F E AL GNN B A2 4k . & & R ph 48 ) 2%
(graph convolutional network, GCN) P71 &+
B 1M & W 4% (graph attention network,
GAT) P8, RN 75 1 B N G b 2 2] DL S
T S A T VA PR
231 B4ME

ICS F A% IR I 28 25 A0 30 5 A R ), I 4
21N ICS A A GNN ) £ ki 2 —, AIE
Tt B0 M 75 ) PR 45 44 1T e 2% 3 B GNIN 27 2] 31 (1)
FORMRIZE . T 7RSS 077,
AR T T H RAE RN . Bl g5 5 S
W 3N B BRI RIS ) AR
EALIRPY, B R 7 VRSN AT AT RN A
&, R AU 2 TR B R R EOR TR R
(I AL EE o i, AGCNUOOVE 3o 53045 i 5
FRAE 2Z 18] ) S G v b BT B 55 ok 2% ) B 4
¥, IR E R ORIk 58 . GAUGHOIE
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2B, SHAM% IS E A L g
PRARIOS 1071 S AEsk, B B A ST s R
J&, SUBLIMEU! LR 5t b2 ) sl 1 76 B
(IS F 24 5]
232 AFEQGRERNFE

Y F ICS B & o A SUHIHFAE, T AE SRR
2 7 A TR % ) T 5 B R B A i . PR
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1t GDNUOLKG P 2hby 2 3] 7510 5 3 T I 8] 7 1)
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FH P R JI A 8 W 245 2 S A ke 2 TRl ok &R, S
T AR AL A% 2 TR A9 B 77 28 BOR I A% 184 4%
AR kAT N GTAMIIE T Gumble-Softmax Fili
T AR IR 2 T B R A R, PR R
S A 33 26 A 1) 397 T 4 L IO 8% S5 AL iR 1 2 )
7w B, A 2 o S0 B ALH ot
Transformer fif & 1 5 5 Fa il AR AT IR 52 2% 42 1)
A, GANFUME B ) — Ly it AT s A il . 3@
ik DU B ) 2% %of A B 2 T FRD TR SR O R R AT A
X S5 46 0 VR I AT PR A5 (BB P A0 AR R
AN R AR B AR, BRAR T AR BRI HE
A8 FE 348 7 I AR B A W 22 A I [ B BHE )
o MST-GATUSI F 22 38 38 1) i 23 B3 2 70 Y
LRV T A AR N R 8 2 TR A Sk R I i)
RO, T OREARG N () S R RE

3 SKBNMARERSH

ARG 32 B T AL 1B X 4% 4] S o A WU 3R A T
SIS AH OGNS B AR DL R o3 AT SR A R S A
ERE R
3.1 HiRE

ARSI T A8 S BRI 7 2 v R FH G 54 B
A, IXECEIRAEI R —E M TR
3.1.1 SWaT#d4E%

SWaT (secure water treatment) %4 g 45
7RI T KA SRS, W5 R i8S
P25, PLC. AMLAZH 51 A1 SCADA R G554
o ZEIRENRGH 6 N EL, 73l RLK &k
HRAF Dy RE Y, RSP B A AR R 1S
AR FPAT A%, BAROIERAE RS e
RIS KR IR S5 2 i s . BB S
TE N W 28 ) B 2 G AT ) ) et APl g it 1
SR EE A . N TARILICS M s, R
g N DA 5 45 0 B0 A5 R Ok M I 4% J2 Bk 1%
Zy15)

AR X 2R 4 R (1) OB R A A e R Bl
dr, FEPNANRE. BRHRL, BRZ A Z
R ZRE A BURRELERZE T 11K,
B 7 RARGKIEFIZAT, JG4 R RGKE T 411K
Yoy, 3X 41 R By i B A AAE H B 5 4% 7%
A
3.1.2 WADI## %

WADI (water distribution tested) V%4 42
s SWaT 4 14 &, Hrh s 2 (1 id K
B, OB T — MR TR BRI S . R EH
PLC % il i = ¢ F1 RTU 2l P8 G 4 i, A
PLC A1 TRU # A F£% B 88 KAl v RGUIRES, I
EHPAT S AT IR . ZRFTEEH 3NN
BCs R R THEIK R G AR K I 2% L 7K 5T X 245 A [
IR 4 o 1% FR Gu Al Bt A 0 T, 5 I
EIFNEbRdLAE, £ RGN o8 M4 11T R4t
. —IRWEEIELL 16 RIEHR, AT 14 RARSIE
WIBAT, BJEMRNT RS 15 IR
3.1.3 SMAP##% %

SMAP (soil moisture active passive) %}
LK NASA FIBERWM B R —, FEIRE
S ERR ) IR . AR B &
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155 — KRR ARG R & 1 L B 4
SHibo WS E7 A3 km A1 36 km [ L 3EK 077
dt, VR EAE S 9 km (1 45K 537 . SMAP 4
PEEEILA 55 kAL ks, AL RS A
25 NEREIIRFAE . BR 1B TRIARAGAE, HAhEARE T
HESAN OB, FIRAHK AT L5 AIE R -
3.14 MSL#3E%

MSL (mar science laboratory) 1% i 4E [A]
FEREE NASAMES 2 —, BERRKER
I, el TN s L. MSLAT 55 ) 5 %
Y1 R 4 /& Curiosity KR L, @I 1% &S
B, ek A 2 IR I A R U A . R
SMAP 1] 55 524k, MSL A7 27 sk, HA
ANSAREA 55 A YEFEIRFAE o B 25 I8 TR 4E 40 1)
FRIEAE N 08 1.

3.1.5 SMD##E%

SMD (server machine dataset) PY%E 4 1)
EHEUR BB BB IR 55 2%, F LR A T
28 NAN[EIALAS 7E 5 JRI I TR) N RO 2500 o e s 2 o
W —k, 28 MANEI AL A% X B T 28 AN [R] (1)
IR %, AR A 38 NE B UHRFIE, XL
TR T SRR . SMD B R EH N
PSSR T8, BDIZREEATINRAR, Bl AR b
1) i o N TR TARVE .

3.2 TENERR

VRO 80 2 A 5 WA I D7 VAV R ) A
BB Ay o AN IERA I FE bR vT B 2 W L (0 PPAk,
F RS 5 1R I AT S R E RS, FE T B
AR ) B Rl 5 6 ik, AE X R AT I
A A R, WX AR R i e . [l ZE A
F1 0 BOEAT WAL, X3INPEM TR T LA 44
THE I RERFRFF o
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U] ) S5 S4B B
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e 0 28] 7y I 5 S
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HAKXW T
TP

- - (1)
P= o gp < 100% @)
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J7E RN T TR AE A AT e ge /1, 330H
GBI &k PR NN R =Y TN P | e
o S Rl S AL T VERHT T IRER, FRHERLNT)
% (locating success rate, Lsr) HI1FAT 7720, B
BT 3R 3R 8 AL IR e 5 BT AT TR T
) S5 1R U AR
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Forp, SL IR IR A TN H B Th e AL 1) 7, 1%
FEbRE RS T IR I B 1 e, xS kAT fr
FRIZEI 30T, SR, B R T W AR
SHAMHEBER . Kk, T 5% 61w iE
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3.3 FEMEREXSEE
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JHEM SOl 2, R ILTE SWaT S 42 A7 75—
AN Gy kan il LA A AR & o B A8 s ) — IR I 4 I
i, I IE T S R 5 VETE SWaT 24 £
R ERE R, EELAEIEE B, NHETE
WADI ##i4E &, AR HAE SWaT £l 5 L1
eI

F3G0E 7 IX 13 R Rl AR A B R |
FISRIGaE SR . K2 BT R BN E A Bl
HERIN, USAD FKH T g hd b 25 15 e =
Wk, MRKFEMANERZIRE., FEIALAE
SWaT #4485 FEUS T 8w ik i %, (H7EH A
R RS 68.79%, % T 76 H Al K dE & b
PRI fER Gt g, T B SSMEam
GTA B s fssE WA 2 d a1 2 . 75 SMAP Al

MSL #4514 A [8] 26 BB B 1 A 208 46
PIAISE 7K, IX RO R IR PR A B0 B2 1 e 5 o
TERCER s, FER I S IS 5 R AR R

401X SRR T VETE F1AY 8 st
gEIR, MR AFATLURIL, FT R 5wk
W77 BA B ks e e 14, 4040 GTA £ 4 Fh
B B P18t 7 0.8, GDN 7R ARAS
A5 R 5 22 1) WADIL R 45 EHUS T 58 = Fl
Iy E. B RTEEHE AT I J5i%: TimesNet 7F 5 M4
PEAE I ES T B A AR

T IX 3 AN SEIR S8 R AT AL, RS
T —LOCEME R . HArH R R A AR A
BT IE M, TEA IR AR b R IAFAE 2
o B R AR X S A I VE A R
HEEW . AFE T e T 5w Ry
TR SEEUNLER, 0 A B AN R AR B RE T H a0 B %
H RSB . 2 RE AT B
VEDRILAE 2 [ 4E R FIEARERE ), TERDN AN A4
AN HAA R, HEARENENERE.

4 T ZEAN N A E IR Pka R 2

4.1 mMiEASHEE
T A AR ICS i BB . s, B 38
REAL IR 55, 0 T AR R 25 (1) 2 el 7 T
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Table 2 Experimental results on precision of anomaly detection methods

GRS
Jrid:
SWaT WADI SMAP MSL SMD

DAGMM 27.46% 87.79% 58.45% 54.12% 91.03%
LSTM-VAE 96.24% 87.79% 85.51% 52.57% —

USAD 99.77% 18.73% 74.80% 79.49% 90.60%
OmniAnomaly 97.82% 31.58% 81.30% 78.48% 88.81%
LSTM-NDT 77.78% 1.38 85.23% 62.88% 97.36%
Anomaly Transformer 72.51% — 91.85% 79.61% 88.91%
TranAD 97.60% 35.29% 80.43% 90.38% 92.62%
MSCRED 99.92% 25.13% 81.75% 89.12% 72.76%
MAD-GAN 98.97% 41.44% 80.49% 85.17% 99.91%
TimesNet 88.31% — 92.52% 83.92% 88.66%
MTAD-GAT 97.18% 28.18% 89.06% 87.54% 82.10%
GDN 99.35% 97.50% 74.80% 93.08% 71.70%
GTA 88.10% 83.61% 91.76% 91.17% -
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Table 3 Experimental results on recall of anomaly detection methods
RE s
WARES
SWaT WADI SMAP MSL SMD
DAGMM 69.52% 26.99% 90.58% 99.34% 99.14%
LSTM-VAE 59.91% 14.45% 63.66% 95.46% —
USAD 68.79% 82.96% 96.27% 99.12% 99.74%
OmniAnomaly 69.57% 65.41% 94.19% 99.24% 99.85%
LSTM-NDT 51.09% 78.23% 73.26% 100.0% 84.40%
Anomaly Transformer 97.32% — 58.11% 87.37% 82.23%
TranAD 69.97% 82.96% 99.99% 99.99% 99.74%
MSCRED 67.70% 73.19% 92.16% 98.62% 99.74%
MAD-GAN 63.74% 33.92% 82.14% 89.91% 84.40%
TimesNet 96.24% — 58.29% 86.42% 83.14%
MTAD-GAT 69.57% 80.12% 91.23% 94.40% 92.15%
GDN 68.12% 40.19% 98.91% 98.92% 99.74%
GTA 88.10% 83.61% 91.76% 91.17% —
F4 FRERNGEEFA SR ERLELS
Table 4 Experimental results on F1 score of anomaly detection methods
F15%
T3

SWaT WADI SMAP MSL SMD
DAGMM 0.39 0.36 0.71 0.67 0.95
LSTM-VAE 0.74 0.25 0.73 0.68 0.83
USAD 0.81 0.31 0.84 0.88 0.95
OmniAnomaly 0.82 0.42 0.87 0.88 0.95
LSTM-NDT 0.62 0.03 0.79 0.77 0.90
Anomaly Transformer 0.83 - 0.71 0.83 0.85
TranAD 0.82 0.50 0.89 0.95 0.96
MSCRED 0.81 0.37 0.87 0.94 0.84
MAD-GAN 0.77 0.37 0.81 0.87 0.91
TimesNet 0.92 — 0.72 0.85 0.86
MTAD-GAT 0.81 0.42 0.90 0.91 0.87
GDN 0.81 0.57 0.85 0.96 0.83
GTA 0.91 0.84 0.90 0.91 —

ISR, JRE H TSR S A I VARG T AN 1
AL, AEE Tl S B IS r A7 T W 85 22 Bl o
QDI 7R4 ) i AT R P E RV G RAIDE-VE 1R S
S ARG 7 1% ) S I P 0 7 AR KR
Hepa s LT SCss, RN A A R ZA
R B TV SRR R AE S8 . AEBLSE A, T

VAT B A e H A g R = I N B A AT AT
N RAER], S8R & RIS BT 75 i o 51
SRR H IR AE — ERE S b AT DUSEADL I SI
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