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Abstract: Operating system (OS) security has been considered as a critical layer within the comprehensive security
framework of computer information systems. Mandatory access control (MAC) mechanisms such as SELinux and
AppArmor have been employed to strengthen OS security. However, significant challenges have been encountered

in the application of MAC in practice, primarily involving the complexity of security policy configuration, which
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has demanded specialized expertise and often resulted in coarse-grained protection measures. Aimed at enhancing
the process of generating security policies for AppArmor, an automated access control policy generation method
was proposed based on large language models (LLM). The process began with a static analysis of the target applica-
tion to extract preliminary security policy rules. Subsequently, the application was extensively executed to gather
logs that achieved maximum code coverage. Large models, in conjunction with the gathered log information, static
analysis outcomes, and few-shot learning, were utilized to autonomously generate security policies for applications.
This approach significantly reduced the dependence on security experts, lowered manual labor costs, and dimin-
ished the subjectivity and complexity associated with manual security policy configurations. The efficacy of this
methodology was demonstrated through a comparative analysis between the AppArmor security policies generated
by this framework and the default policies, focusing on the policies’ correctness, completeness, and succinctness.
The experimental findings reveal that the generated policies are not only comprehensive and succinct but also do

not impede the normal operation of the application. These results underscore the effectiveness of the proposed

10 %

method in streamlining the security policy generation process and enhancing the quality of the policies.

Keywords: mandatory access control, AppArmor, security policy, static analysis
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type=AVC msg=audit(1711882389.221:1317): apparmor="AL-
LOWED" operation="recvmsg" profile="/sbin/dhclient" pid=4323
comm="dhclient" family="netlink" sock_type="raw" protocol=0

requested_mask="receive" denied_mask="receive"

type=AVC msg=audit(1711882389.221:1318): apparmor="AL-
LOWED" operation="recvmsg" profile="/sbin/dhclient" pid=4323
comm="dhclient" family="netlink" sock_type="raw" protocol=0

requested_mask="receive" denied_mask="receive"
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Figure 5 Schematic diagram of the relationship between large
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profile /home/jak/local/test {
fete/ld.so.cache r,
Nib/x86_64-linux-gnu/libdbus-1.50.3.19.4 rm,
/lib/x86_64-linux-gnu/libe-2.27 50 rm,
Nib/x86_64-linux-gnu/libpthread-2.27.s0 rm,
Nib/x86_64-linux-gnu/libsystemd.s0.0.21.0 rm,
Nib/x86_64-linux-gnu/librt-2.27.s0 rm,
Nib/x86_64-linux-gnu/liblzma.so.5.2.2 rm,
fust/lib/x86_64-linux-gnu/liblz4.50.1.7.1 rm,
Nib/x86_64-linux-gnu/libgerypt.s0.20.2.1 rm,
Nib/x86_64-linux-gnw/libdl-2.27.s0 rm,
Nib/x86_64-linux-gnu/libgpg-error.s0.0.22.0 rm,
fetc/machine-id r,
frun/user/1000/bus wr,
ftmp/test/ ¢,
/tmp/test/test] wc,
/bin/ls px,
fusr/bin/dbus-launch px,
fusr/bin/dbus-daemon px,
network inet stream
ptrace (trace) peer="/home/jak/local/test",
dbus send
bus=session
path=/org/freedesktop/DBus
interface=org.freedesktop.DBus
member=Hello
peer=(label="/home/jak/local/ /bin/dbus-launch//null i 3 ",

Elo RBRHE H G B % 4 RS
Figure 6  Security policy directly cenerated by the large mode
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Finclude <tunables/global>
profile thomeljak/local/test flags=(complain) {
#include <abstractions/base>
#include <abstractions/dbus>
#include <abstractions/dbus-session>

Jete/ld so.cache r,
libx86_64-linux-gnu/*+* m,
fust/lib/x86_64-linux-gaw** rm,

Jetc/machine-id r,
fdev/mull w,

Tran/user/ 1000/ gdm/Xauthority T,
@{PROC}[0-9]%/5d/ r,

fetclpasswd r,

fetclgroup T,

fetc/nsswitch.confr,
fust/share/zoneinfo/** 1,

network inet stream,

network incté stream,

network bind stream ip4 127.0.0.1:18080,

network connect stream ip4 127.0.0.1:18080,
inls px,
fust/bin/dbus-launch px,
fust/bin/dbus-dacmon px,
dbus (send)
bus=session
path=lorg/freadesktop/DBus

interface=org. freedeskiop. DBus
member=Hello
peer=(label="/home/:

US (TECEIVE)

bus=session
path=/org/freedesktop/DBus
interface=org.freedesktop DBus
member=Hello
peer=(label=unconfined),

owner @ {HOME)/.dbus/session-bus/* rwk,

/home/jak/.dbus/ rw,

/home/jak/. dbus/session-bus/ rw,

/home/jak/. dbus/session-bus/* rw,

Isys/kerne'security/apparmor/.access rw,

Jprocisys/kemelicap last_capr,

‘pirace (irace) peer—@ | profile_name),

siganl(receive) set = (SIGIN

Tusr/share/dbus-1/* r,

Kl ;i Mbin/dbus-d: ")

capability sys_plrace,

capability chown,

BT ASSCHR 7 VR A ) 22 4 S
Figure 7 Security policy generated by the method
proposed in this study
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Figure 8 Comparison results of security policy completeness
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Table 1

MR BRI S

atd
biosdecode
cgrulesengd
chage
dhclient
dig
dumpcap
fping
gpasswd
hddtemp
kerneloops
last
nethogs
nslookup
passwd
pkexec

pkttyagent

B I N .
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top
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A IR 22 4 S5 I% 5 AppArmor Tl B 1 LA BRI %%
ARG AT LI . BRI & 22 4 K 2 il
SEM, BERARURE AL M. HERKZHA
FHAS B SO e BRI 22 4 SRS 1Y) N R % A R
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Bl AR SRISEEG= (8 304 RS
HE) / GRAKEIREE) x 100%.
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Table 2 Comparison Results of Conciseness

LN ARSCT7 i PN SIERER

NHRER WM/ ERUENR/% R %
atd 3 3 0
biosdecode 1 1 0
cgrulesengd 2 2 0
chage 3 3 0
dhelient 2 2 0
dig 3 3 0
dumpcap 4 4 0
fping 2 2 0
gpasswd 3 3 0
hddtemp 1 1 0
kerneloops 3 3 0
last 4 4 0
nethogs 2 2 0
nslookup 3 3 0
passwd 5 5 0
pkexec 6 6 0
pkttyagent 5 5 0
top 4 4 0
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Table 3 Comparison results of the quantity ratio of
production policies

oy $X7i?£ j(’rﬁ?EH%
A AW Az R
atd 100.00% 177.27%
biosdecode 100.00% 166.67%
cgrulesengd 123.53% 200.00%
chage 172.73% 336.36%
dhclient 156.25% 237.50%
dig 184.62% 323.08%
dumpcap 132.00% 216.00%
fping 400.00% 700.00%
gpasswd 180.00% 346.67%
hddtemp 142.86% 257.14%
kerneloops 200.00% 700.00%
last 128.57% 371.43%
nethogs 283.33% 333.33%
nslookup 200.00% 283.33%
passwd 175.00% 400.00%
pkexec 79.31% 162.07%
pkttyagent 190.00% 370.00%
top 50.00% 130.00%
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Figure 9 Comparing the number of security policies
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