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this, machine learning requires a large amount of data, necessitating the development of privacy protection
technologies that allow for the collection and processing of data under legal and compliant conditions. Split
learning, a privacy-preserving machine learning technique that enables the training of distributed models among
multiple participants without sharing raw data, has emerged as a research focus. It has been recognized that split
learning is vulnerable to data privacy attacks, and various attacks along with corresponding defenses have been
proposed. However, existing surveys have not discussed and summarized research on data privacy during the
training phase of split learning. The comprehensive overview of data privacy attack and defense techniques in the
training phase of split learning was offered. Initially, the definition, principles, and classifications of split learning
were summarized. Subsequently, two common attacks in split learning, namely the raw data reconstruction attack
and the label leakage attack, were introduced. The causes of these attacks in the training phase of split learning were

then analyzed, and corresponding defenses were presented. Finally, future research directions in the area of data

privacy for split learning were discussed.

Keywords: privacy protection, artificial intelligence security, distributed machine learning, split learning
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Figure 6 Raw input and visual invertibility from one of the channels in the output from the second convolutional layer
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