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threat to deep learning-based computer vision systems. Optical-based physical-domain adversarial attack techniques,

such as those using projected irradiation as a typical example, are more likely to be overlooked and provided
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negligible protection due to their perturbations being very similar to effects produced by natural environments in the

real world. Given their high degree of invisibility and executability, they could pose a significant or even fatal threat

to real systems. Based on existing research work, the introduction and discussion of optical-based physical-domain

adversarial attack techniques within computer vision systems were presented. The attack scenarios, tools, goals, and

performances of these techniques were compared and analyzed. Potential future research directions for optical-based

physical-domain adversarial attacks were also discussed.

Keywords: adversarial attack, deep learning, security threat, optical physical domain adversarial attack
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Figure 1 Conditions satisfied by the confrontation example
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Figure 2 Effect of high dimensional linear classifier on perturbation
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Figure 3 The effect of insufficient training data on model decision boundary
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