H10E52M P25 5505 B 2 AR Vol.10. No.2
202444 H Chinese Journal of Network and Information Security April 2024

AR R SM2 EERRER AR

NEA, TRk
(LW = TR AN S E B TSR, N TR A bE, il 201209)

O GRS O R B A, AR AR A 4 I R S R B AR R B R AR
ARG ERE S, FRANELELMEMESL . %45 IEREL T IH — A%
B, PFCEAH R, EXHRERIHE RGN R, HEERSELAEAELY, RORBEXLS
5% 56y, ERFAERATRESMMAT AR — €N RRE. AT @k —m @, & 7THNEE
BLas2s 4, RO LS, (O REGEMIER FIRE TR T SM2 A TILNEERSEL TR,
I T SM2 %544 75 Z WA T Py it M R0 R HE DG JRAE B 11207 R 1 22 A PR AR Bt ) 22 AR Bk, B 2
B, WAL ANERYE . AT OhE M RNEE iR B . YRR TR, EUFSTAI L, SM2 HIERL A4
7 & (1 SN A b SM2 il R 2 25 42 7 I T 5.91 ms, SHA R EML, e EtkEREEAH
AT, X RORA B s L 7 TR [ P SRR R SR N F 3 5 AT R B AR

XHEIR: SM2 BT A4 HEMSEA; Bk Eak

FESHES: TP309.7

XHEMFRERS: A

DOI: 10.11959/j.issn.2096-109x.2024024

Proven secure blind adaptor signature scheme based
on the SM2

HU Xiaoming, CHEN Haichan
School of Computer and Information Engineering, Institute for Artificial Intelligence,

Shanghai Polytechnic University, Shanghai 201209, China

Abstract: Adaptor signature (AS) is a novel cryptographic primitive that has gained prominence in recent years for
its ability to link the signature process with the revelation of a secret value. The process involves adapting a pre-
signature to a formal signature, ensuring that the final signature result aligns with conventional signatures. Both the
pre-signature and the formal signature are capable of extracting a secret value, which endows AS with atomicity and
suggests its promising application within blockchain technologies. However, the lack of anonymity in AS can lead to

the exposure of transaction participants’ identities, which may limit its application in scenarios demanding high privacy

WS EH: 2023-10-23; fEEIHHER: 2024-03-12
BIEESE: $/W, xmhu@sspu.edu.cn

EEWMB: LRmRESMTRITH (No.20YF1414400)
Foundation Item: Shanghai Sailing Program (No.20YF1414400)

SIRMIN: B/, BRIEEE . ATE I 22 410 SM2 B IETE 8 B 44 7 R[], M4 515 B2 42224k, 2024, 10(02): 59-68.

Citation Format: HU X M, CHEN H C. Proven secure blind adaptor signature scheme based on the SM2[J]. Chinese Journal

of Network and Information Security, 2024, 10(02): 59-68.



60+ %% 515 6 2 424

¥10%

standards, such as electronic payments. To address this issue, a new blind adaptor signature system model and

security model were proposed. Subsequently, a blind adaptor signature scheme was developed based on the SM2

signature algorithm, leveraging the new system model. The security of this new scheme, which was founded on the

unforgeability and the hardness of the SM2 signature scheme, was demonstrated to meet the requirements of the

newly proposed security model. Specifically, the scheme was proven to satisfy properties such as blindness, pre-

signature adaptability, unforgeability, and witness extractability. Performance analysis indicates that the computational

overhead of the SM2 blind adaptor signature scheme is minimal, with the total operation time of the signature

process only increasing by a negligible 5.91ms compared to the SM2 adaptor signature scheme. Moreover, when

compared to existing similar schemes, the SM2 blind adaptor signature scheme offers enhanced blindness and

autonomy, making it particularly valuable for key application scenarios that necessitate high privacy requirements

and the utilization of domestic cryptographic algorithms.
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scheme in this paper
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Figure 2 Average operation time of the scheme
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