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security. The Java language’s polymorphism and reflection capabilities render its deserialization vulnerability
exploitation chains more varied and intricate, amplifying the challenges in defense and detection efforts. Consequently,
developing strategies to counter Java deserialization vulnerability attacks has become a critical aspect of network
security. Following an examination of numerous publicly known Java deserialization vulnerabilities, a runtime detection-
based defense technology solution for Java deserialization vulnerabilities was proposed. Deserialization vulnerabilities
were categorized into four types based on the data formats involved: Java native deserialization vulnerability, JSON
deserialization vulnerability, XML deserialization vulnerability, and YAML deserialization vulnerability. For each type,
the entry function within the exploitation process was identified and summarized. Utilizing Java’s runtime protection
technology, the solution monitored sensitive behaviors, such as command execution at the Java level, and captured
the current runtime context information of the system. By correlating the deserialization entry function with the
context information, the system can determine if the current behavior constitutes an exploitation of a deserialization
vulnerability. The solution’s efficacy was validated through testing on prevalent Java applications, including WebLogic,
JBoss, and Jenkins. The results demonstrate that this approach can effectively protect against Java deserialization
vulnerability attacks without inflicting a substantial performance penalty on the targeted system. Furthermore, when
compared to other mainstream protection solutions, this method exhibits superior protective efficacy.

Keywords: deserialization vulnerability, run-time application self-protection, gadget chains, vulnerability defense
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Figure 5 The framework design of the proposed scheme
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Table 3 Results of deserialization vulnerability detection
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Table 4 Results of comparison with OpenRASP
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public class ThreadObjectTest implements Serializable {
private String username;
public String getUsername() {
return username;
3
public void setUsername(String username) {
this.username = username;
}
private void readobject(ObjectInputStream in) throws Exception{
in.defaultReadObject();
new Thread(){
@Override
public void run() {
try {
System.out.println(getUsername());
}
catch (Exception e) {
e.printstackirace();
}
}
}.start();
}
}

B 13  ThreadObjectTestfXA5
Figure 13 Code of ThreadObjectTest
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