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Abstract: With the development of cloud computing and internet of things technology, verifiable computing has been
widely used as a new computing technology. While verifiable computing brings convenience to users, there are also
security challenges: data privacy, verifiability of results, and efficiency. At present, the sparse matrix multiplication
encryption method is used to protect the privacy of data in the matrix multiplication verifiable calculation scheme.

After analyzing the sparse matrix encryption algorithm, it is found that there are two challenges. The one is that the
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row or column common factor leaks the row or column data of the original matrix. The other is that the zero element
leaks the statistic information of the zero element of the original matrix. Meanwhile,the existing scheme is also not
ideal for the verification efficiency of cloud server computing results. Aiming at the challenge of data privacy
protection, the designed batch matrix multiplication verifiable computation scheme uses triple perturbation
encryption algorithm to achieve stronger privacy protection without increasing the computational complexity of
encryption and decryption. Specifically, a special upper or lower triangular sparse matrix is constructed to add
double perturbation (multiplicative perturbation and additive perturbation) to protect row or column data, and a
special additive sparse matrix is constructed to add a single perturbation (additive perturbation) to protect zero
element information. Aiming at the challenge of verification efficiency of cloud server computing results, the
scheme uses matrix linear combination technology to realize batch verification of calculation results. The
verification efficiency is increased by about 50 times and increases with the increase of the number of matrices.
Performance analysis shows that this scheme does not increase the client encryption and decryption overhead and
improves the efficiency of result verification.

Keywords: triple perturbation, linear combination, enhanced privacy, improved efficiency, verifiable computation
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Figure 1 ~ Secure verifiable computation scheme model
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Figure 2 Batch matrix multiplication verifiable computation scheme model
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Table 2 Total time of matrix encryption and decryption
ARSCTT RN SCHR[22175 I

FERRERED Ty s mmmaT, s /T
800 0.016 8 0.016 9 1.0059
1 600 0.065 6 0.062 8 0.9573
2 400 0.1324 0.1311 0.990 1
3200 0.236 1 0.2329 0.986 4
4 000 0.3533 0.3403 0.963 2
6400 1.029 6 0.9659 0.938 1
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Figure 3 Scheme matrix encryption and decryption total time ratio
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Table 3 Result verification time (/= 4 000)
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B IR UGR[0 Ty/s  BRAER ] T /s Tyad/Ty
100 0.448 5 24.092 2 53.7172
200 0.665 4 48.184 4 72.414 1
300 0.894 4 72.276 6 80.810 1
400 1.1772 96.368 8 81.862 7
500 1.409 5 120.461 0 85.463 6
800 21390 192.737 6 90.106 4
1000 2.4613 240.922 0 97.884 0

F=4 LERIGIERE (= 6400)
Table 4 Result verification time (7 = 6 400)
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EPBRIY it Rt T, s V2TV
100 1.194 7 60.838 1 50.921 1
200 1.906 7 121.676 2 63.8150
300 2.509 4 182.514 3 72.7315
400 3.1384 243.352 4 77.539 4
500 3.743 8 304.190 5 81.2512
800 5.663 5 486.704 8 85.936 0
1 000 6.8599 608.381 0 88.686 1
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Table 5 Result verification time (/= 8 000)
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EPBE U s bR T, s VT
100 19117 99.093 9 51.8331
200 31251 198.187 8 63.416 3
300 42409 297.2817 70.098 4
400 5.3050 396.375 6 74.716 5
500 6.442 6 495.469 5 76.904 1
800 9.6710 792.751 2 819719
1 000 11.576 4 990.939 0 85.599 3
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Figure 4 Scheme results verify the time ratio (/ = 4 000)
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Figure 5 Scheme results verify the time ratio (/ = 6 400)
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