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Abstract: As artificial intelligence-based automatic generation technology advances, the emergence of misinformation
in more sophisticated guises has become a significant threat to the economy and social order. Among its forms, out-
of-context misinformation stands out as particularly deceptive and readily executable. This type of misinformation
involves malicious actors enhancing the credibility of false narratives by misrepresenting contextual details such as

individuals, events, and locations within real images. To address the shortcomings of current detection algorithms,
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which heavily depend on knowledge bases and often overlook the stance relationship between the information under

scrutiny and online evidence, a stance analysis-based out-of-context misinformation detection method was developed.

This method involved several steps for the detection of an image-caption pair along with the corresponding textual

and visual evidence retrieved from the Internet. Initially, a stance gain score for each piece of textual evidence was

calculated based on the co-occurrence of named entities. Subsequently, independent stance analysis networks were

utilized to perform hierarchical clustering on both the image and visual evidence, as well as on the caption and

textual evidence. This process involved the extraction of semantic stance representations, facilitated by multiple

attention mechanisms and a stance analysis module. The authenticity of the image-caption pair was subsequently

predicted based on the outcomes of semantic comparison and stance analysis. Experimental results indicate that the

incorporation of stance analysis significantly enhances the method's detection capabilities. Specifically, the accuracy

of this method outperforms the state-of-the-art algorithm that employs Internet evidence for detection by 2.3%.

Keywords: out-of-context, stance analysis, misinformation, internet evidence
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Figure 1 ~ An example of out-of-context misinformation
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Figure 2 The framework of out-of-context misinformation detection method based on stance analysis
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the Media Stage on day 1 of the V Festival
at Hylands Park in Chelmsford

['Germanwings', 'First officer', French Alps', 'Alps']

(1) Germanwings Flight 4U9525 co-pilot Andreas
Lubitz 'hid illness' from employer | CBC News

(2) Police searched the Dusseldorf apartment of
Germanwings co-pilot Andreas Lubitz on Thursday.

(3) Prosecutor: Passengers shricked as jet crashed into
Alps - USA Today

(4) A police officer stands in front of an apartment
building Thursday where the co-pilot of the crashed
Germanwings jet may have lived in Dusseldorf,
Germany.

JEs BV

Policemen walk in front of the chalet Milky Way in
the Swiss mountain resort of Gstaad where film
director Roman Polanski remains under house arrest

['Projection screen', 'Flat-panel display', 'Wallpaper',
'Computer’, 'Multimedia', 'Computer Monitor',
'Projector']

Apple CEO Tim Cook speaks during an Apple event
announcing the iPhone 6 and the iPhone 6 Plus at
the Flint Center in Cupertino California

K6 & RG] (O R 2 k)

Figure 6 Some prediction examples ( only showing partial evidence)
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