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core network was proposed. Through this method, a series of memory leak security issues caused by improper

variable life cycle management were identified, which can lead to denial-of-service attacks on the 5G core network.

To summarize these weaknesses, a general vulnerability model and an automated vulnerability discovery method

called Hol were presented, which utilized hybrid analysis based on control and data flow. By successfully

discovering five zero-day bugs in Open5GS, an open-source solution for the 5G core network, vulnerabilities that

cover practical application scenarios of multiple interface protocols in the 5G core network were identified. These

vulnerabilities have wide-ranging impact, are highly detrimental, and can be easily exploited. They have been

reported to the vendor and assigned four Common Vulnerabilities and Exposures (CVE) numbers, demonstrating the

effectiveness of this automated vulnerability discovery method.

Keywords:5G core network, open-source solution, protocol security, static analysis, vulnerability discovery
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Figure 1  5G core network system architecture and key network function interface

£ 5G LW % DY 4T,
TR A T A0 N4 3 O SCE: Rz
P (PFCP, packet forwarding control protocol )
B A e A B R U A Tt
N3 % [ H] 7 41 o 2 ik 55 FE 38 P i (GTP,
general packet radio service tunneling protocol) [
LW TSR, ORI GTP KB BRI 2 7
B E 2 A, RO TCVESUE ] B SE R AL

B B M2 TR X 4ok B V52 W 28 v P g« AL
BE” B9R-EAE, Yk T LA IR &
B IS E WA AR IR S5 ity B RRE
B B4

1E 5G A% 0o WA T B2 D B 07 T, G
K1 PR, 5G bRz ool HTTP/2.0
1B 3 eI A T IR 55 32 T (SBI,  service
based interface) XTAMEMEARS, Hu ZPImgsT



14

SO F1X] 5G O MPHLE) B S LIRIRTE R 7T % <159 -

F1 ESMTEEOBYRNA
Table 1 Introduction to Key Network Functions and InterfaceProtocols
A bTWis JEE it L2
UE (User Equipment) 5G Fl P&
(R)AN ((Radio) Access Network) 5G Lk ANM
AMF (Access and Mobility Management Function) ARG EIIRE, FEATTLUEARFE P
UPF (User Plane Function) MRS, EEATTEIR MR B AR M 48 B8R 2 5%

SMF (Session Management Function)

NI 1

N2 M

N3 #0

N4 #:01

SURE IR, FEATTSIEEHE, RIRPATH QoS HEHIFE 4>

UE #1 AMF [E IR, N1 &M 0, MAHBEICH NAS, H N2 #%
FIHR S AT $ 6 AR 3K

(R)AN FI AMF (A Hh sz F, A&40Z R Rz filA& i (SCTP, stream control
transmission protocol), N JZ N NGAP

(R)AN 5 UPF AP 11, B T35 (R)AN 15 UPF [ R A7 P i 500
(R)AN 5 UPF 2 [alilfiid GTP-U #J% IP F5iE, /&% $idfE

SMF 1 UPF [a]{f s 1, EZEFIH PRCP #4455 SMF A1 UPF [8] ()42 61 15 4

PTG SBL H ] REAFELE 1) HUh 22 4 YR VI AR
B Kaien" R H TI8WA R T SBI FEAEHI ML
G E) .

£ 5G %0 W By DA IE B 22 42 7 T
Borgaonkar Z VR HL T TE 5G - WIS IAIE B B4 By
i i (5GAKA, 5G authentication and key
agreement protocol) [FJ—/NEHRI, 4 H T
— AN A B RS RATE R BRI s STHR[16]
EIXF 4G F1 5G F- MM BT, JoR 1A BB R
PAJAB 4 ik 55 oidi 77 i W9 A P 24 AE N
WUIE 2 JT S B2 B ZBUEFIfRY, H&
AEAEIIE, W LA AREET 5G &SR

1E 5G #%0 M PR B L IRIRZ I8 6T 78
Jitfl, Silveira ZMETN N1 #2010 NZ
(NAS, non-access-stratum) P LA S N2 £z 111)
T—ACN AL (NGAP, next-generation appli-
cation protocol) HJFRAEREAT VEAN /04T, it FFsL
BRI R 48 my5G-RANTester, F ] Eik T
5%t Open5GS. free5GC LA & OpenAirinterface!'®!
KANFFIEDTE H NAS W & NGAP #5231
A7 — SN e A2 e s NCC Group 7E T
Fo i RH A B BB I R U TR
Fuzzowski™"\\ FFIR BB I T 2 Frizzer' DL K
AFL NETP? U FFJ 5G fift k75 % Open5GS H (1)
GTP. PFCP. DIAMETER LA} NGAP 43 5l #E 47

TR, fE& B Fuzzowski T.HAUK
BT Open5GS H PFCP SE I I — AN ik di Hi TR
% L RAETH X BN B A% [ NGAP NTNAS B i3
MRAR, TGN Salazar it
SEPL T 5Greplay R TR, % T HAENTTL&E
AR ((R)AN, (radio) access network) SiZ.l»
D P TN BT DA DA R BRPE 42 1) T O B £
L SORH B RO T 3 B 2 4 N SR AT B U 22 4
W Hu PR 2 GBI XT NGAP HEAT
TaANE, BT MR T XRCE Rk
BAR B RE DR THRERI AR 2% s Cao 254t
PFCP #AT T B & BORINAH 78, et 7 —Fp
BB . IR T AR A7/ 2=
PR PR JE B i) B, AN BE 1R BT XSG A% L Y (1)
BT HEAT AW, SEBRIR I 2 48 3%
RAMR.

2 BRI

5G %0 X B AL SR FH 45 ) T 5 P T A S
(CUPS, control and user plane separation) %11 .
WK1 s, WK 5G R0 W i T A P
MAEE— N, ZOMAMBEETN NI
N2. N3 #£ 1. HUbFEE, % 88| shr b i dh 2
WAL % H (MEC, multi-access/ mobile
edge computing) I5tH, 5G %0 M H T AT
PLTNUTE A, A% o0 9 1R A1 3508 B s T A



+ 160 * W 2% 545 B 2 ARk

510 %

N4 $:0M.

AR SCE g BRSNS T O P BOT
AT, B, KILT Open5GS TiH7E N2 #2
[ NGAP S0 FARE— AN RIRTH (D& MG
%5 CVE-2022-40890). I a] LUFFHi%i2 4
TR 5 B0 P A7 R I R[] AMIF 6 K2 DoS
Yok, H BB ZR R AT .

7E 5G #Z0M, N2 B2 (R)AN il AMF
RTCHIPMEE D, Wik 2 R, HAERED N
SCTP, N HEWN NGAP. 4(R)AN HIUEH#A
5G %O MR, EIREARIES AMF IR A
SCTP @ Kik#e, 2 J5ilid K NGAP 111 NG
SETUP i5kK*%R5 AMF W& iR . NG
SETUP M feanid 3 fron, Wi NG SETUP
EREY), AMF MJC2A(R)AN 15 mUKIE “NG
SETUP RESPONSE "7 J2.; tn S, N A& i%5“NG
SETUP FAILURE” 34 U7,

NGAP NGAP
SCTP SCTP
1P 1P
L2 L2
L1 L1
(R)AN N2 AMF

K2 5G M N2 B0

Figure 2 5G core network N2 interface protocol stack

NG SETUP SUCCESS

NG-
RAN node AMF

NG SETUP REQUEST

NG SETUP RESPONSE

NG SETUP FAILURE

NG-
RAN node AMF

NG SETUP REQUEST

NG SETUP FAILURE

B3 NG SETUP ML55ifife
Figure 3 NG SETUP operation

3GPP B 7 3R HEE : O (R)AN 5 AMF Z ]
T ULEA ZAMERZ ) SCTP KiEHP0, @ 243t
YA S NGAP 6] AMF W 7eiE M2 e, i
NG SETUP FAILURE 74 S S EHESER5I [A]
HEMERITE (E, information element) i,
Il NG-RAN 1 g0 87 22 /b G545 AH L (1 ] ], 7 1 [+
— AMF Er REEMa e, AR Bk bR
REFER AT AT, 24(R)AN JEMHRIGHS, KR AT LA
B SCTP KiZ4%, M T EHH KEEMmE.

7E Open5GS HISEHLF, AMF WG H & X
T 45KIR amf _gnb, HTEE(R)AN 1) ETE
B, FEMICHIE AR, SalEe T %45
PRI A A7 amf gnb_pool, HAFMATERIA KN A
128, 2 Jidid iz Py A7 ok o e e [T ACZ 45 # 1

NG SETUP RS HlmZaE 4 Fiow,
Open5GS H1 AMF M7 T NG SETUP Mk 55 fs
PIALEESEIL AN T .

1) %4(R)AN 5 AMF W ofEfE =R SCTP
oK ERE R E, AMF M ot 2 7S
amf gnb pool WAFIH 43 EE—~ amf gnb &5t
i, IR Z SRR AL FE(R)AN 2 )5 &8 Bt A
&S H I bR E R

2) WIHEAL NGAP IRZEHL.

3) FIH NGAP ARZSHLSEILAL B AN SEAK
NGAP ik,

4) W AMF Mot NG SETUP 153K ik
Ifi, &[5l NG SETUP RESPONSE.

5) WARAEFIE R KM, ¥iklE NG SETUP
FAILURE 7§ &, HAKSRIREE T Z 10 7 B 1)
amf _gnb S5HK, FFEERR(R)AN HHT AL i
KRG ARAAER)AN 75 1 13 5 Ik IT SCTP
USUEANETE I ETI

B, fEHZE R SCTP @ ER AR
SME, HEE R T gE: RS NERER
(R)AN [] AMF KiEFMHZENE K, 4 AMF M7t
IR AR SR RIS, k2l fRHFF SCTP K&z,
(EANIE I %0 B F B RSB EEE R, 125 AMF
W TCEENLBT ) SCTP KIEH P @ikl k. W
B S FRAAE, AMF W ek 2/ W #5 7 fl s
f*) amf _gnb &5#491%, HT-H amf gnb_pool P17t
HIE, fElGEL 128 4~ SCTP MKiEREE, %



ERg

RO X 5G 0 WP B S IR T2 3 77 i

« 161 ¢

SCTP_Connected

SCTP_Disconnected

amf_state operational

amf_state_operational

case AMF_EVENT_NGAP_LO_ACCEPT:
sock = e->ngap.sock;
ogs_assert(sock);
addr = e->ngap.addr;
ogs_assert(addr);

ogs_info("gNB-N2 accepted(%s] in master_sm module",
0GS_ADDR(addr, buf));

gnb = amf_gnb_find_by_addr(addr);
if (!gnb) {
gnb = amf_gnb_add(sock, addr);
0gs_assert(gnb);
} else {
ogs_warn(“gNB context duplicated with IP-address [%s]!!!",
0GS_ADDR(addr, buf));
ogs_sock_destroy(sock);
ogs_free(addr);
ogs_warn("N2 Socket Closed");
}

case AMF_EVENT_NGAP_LO_CONNREFUSED:
sock = e->ngap.sock;
ogs_assert(sock);

addr = e->ngap.addr;
ogs_assert(addr);

gnb = amf_gnb_find_by_addr(addr);
if (gnb) {
ogs_info("gNB-N2[%s] connection refused!!!",
amf_sbi_send_deactivate_all_ue_in_gnb(
gnb, AMF_REMOVE_S1_CONTEXT_BY_LO_CONNREFUSED) ;

anf_gnb_renove (gnb);
ﬂlse «
ogs_warn("gNB-N2[%s] connection refused, Already Removed!",

0GS_ADDR(addr, buf));

0GS_ADDR(addr, buf));

}
ogs_free(addr);

amf_gnb_remove

void amf_gnb_remove(amf_gnb_t *gnb)

@ break; { - - —-- o
~ -
~
f_gnb_add oS
ami_gnb_ ogs_list_remove (&self.gnb_list, gnb): .
Py ~
#define MAX_NUM_OF_UE 1024 /% Num of UEs %/ ogs_fsm_fini(&nb->sm, &e); N
#define MAX_NUM_OF_PEER 64 /% Num of Peer */ ogs_sctp_flush_and_destroy(&gnb->sctp); ‘\
ogs_pogl_free(&mf_gnb_pool, gnb); )
self.max.ue = MAX_NUM_OF_UE; : " i w o\
ogs_in Removed] Number of gNBs is now %d
self.max.peer = MAX_NUM_OF_PEER; 95— [ X ! 9 . ’
ogs_list_count(&self.gnb_list)); 1
/% Allocate TWICE the pool to check if}a\\mum nunber of gNBs is reached ¥/ +s+  Free \
0gs_pool_init(&amf_gnb_pool, ogs_app()->max.peers2); } 1
1
amf_gnb_t *amf_gnb_add\pgs_sock_t xsock, ogs_sockaddr_t saddr) 1
{ v
amf_gnb_t *gnb = NULL} \/ amf_gnb structure '
amf_event_t e; Allocation f
0gs_pool_alloc(&amf_gnb_pool, &gnb);@- > | typedef struct amf_gnb_s {
ogs_assert(gnb); ogs_lnode_t node; !
memset (gnb, @, sizeof xgnb); ogs_fsm_t sm; /% A state machine */ !
uint32_t gnb_id; /% gNB_ID received from gNB »/ 1
e.gnb = gnb; ogs_sctp_sock_t sctp; /% SCTP socket */ ]
ogs_fsm_in ->sm, ngap_state_initial, ngap_state_final, &e); struct { 3
5_list_add (&self.gnb_list, gnb); bool ng_setup_success; /* gNB NGAP Setup complete successfuly */
o _ist_: -list, ; } state; ]
ogs_info("[Added] Number of oNBs = now bt ogs_pkbuf_t *ng_reset_ack; /* Reset message */ !
ogs_list_count(&self.gnb_list)); 7’
X ogs_list_t ran_ue_list; ¢
return gnb; } amf_gnb_t; ’
N >
s’
\ ngap process Phs
-

void ngap_state_initial(ogs_fsm_t *s, amf_event_t *e)
{

ogs_assert(s);

amf_sm_debug(e) ;

0GS_FSM_TRAN(s, &ngap_state_operational);
T ety
Switch (pdu->present) {
@ case NGAP_NGAP_PDU_PR_initiatingMessage:
initiatingMessage = pdu->choice.initiatingMessage;
ogs_assert(initiatingMessage);

switch (initiatingMessage->procedureCode) {
case NGAP_ProcedureCode_id_NGSetup:

ngap_handle_ng_setup_request(gnb, pdu);

L

ng setup failure -

ogs_assert(0GS_OK ==
ngap_send_ng_setup_failure(gnb, group, cause));

return;/

ng setup sucess

gnb->state.ng_setup_success = true;
ogs_assert(0GS_0K ==
® » ngap_send_ng_setup_response(gnb));

break;

4 NG SETUP s8R &
Figure 4 Schematic of NG SETUP code implementation
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Figure 5 CVE-2022-40890 vulnerability verification

gnb structure

typedef struct amf_gnb_s {

ogs_Lnode_t node;
ogs_fsm_t sm; /% A state machine %/
uint32_t gnb_i /% GNB_ID received from oNB %/
ogs_sctp_sock_t sctp; /% SCTP socket */
struct {
bool ng_setup_success; /* gNB NGAP Setup complete successfuly */
} state;
ogs_pkbuf_t *ng_reset_ack; /+ Reset message */
ogs_List_t ran_ue_list;
} amf_gnb_t;

ran_ue structure

struct rarie_s {

ogs_lnode_t lnode;
uint3z_t index;
/% UE identity %/

#define INVALID_UE_NGAP_ID oxffFfffff /+ Initial value of ran_ue_ngap_id */
uint3z_t ran_ue_ngap_id; /+ eNB-UE-NGAP-ID received from eNB +/
uint64_t amf_ue_ngap_id; /% AMF-UE-NGAP-ID received from AMF x/
uintl6_t gnb_ostream_id; /+ SCTP output stream id for eNB x/
/% UE context +/
bool ue_context_requested;
bool initial_context_setup_request_sent;
bool ue_ambr_sent;

/% NG Holding timer for removing this context /

ogs_timer_t  *t_ng_holding;

uint8_t ue_ctx_rel_action;

bool part_of_ng_reset_requested;
/% Related Context +/

anf_gnb_t *gnb;

anf_ue_t *anf_ue;

i

amf_ue structure

struct afhue_s {
ogs_sbi_object_t sbi;
ogs_fsm_t sm;

/% UE Info */

ogs_guami_t *guami;

uintl6_t gnb_ostream_id;
0gs_5¢s_tai t nr_tai;

ogs_nr_cgi_t  nr_cgi;

ogs_time_t ue_location_timestamp;
ogs_plmn_id_t last_visited_plmn_id;
0gs_nas_ue_usage_setting_t ue_usage_setting;

ogs_list_t sess_list;

Ko AN EReE
Figure 6 Schematic diagram of external entity variables
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