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Abstract: With the rapid development of network technology, the number and variety of malware have been increasing,
posing a significant challenge in the field of network security. However, existing single-feature malware detection meth-
ods have proven inadequate in representing sample information effectively. Moreover, multi-feature detection approaches
also face limitations in feature fusion, resulting in an inability to learn and comprehend the complex relationships within
and between features. These limitations ultimately lead to subpar detection results. To address these issues, a malware de-
tection method called MFAGM was proposed, which focused on multimodal feature fusion. By processing the .asm

and .bytes files of the dataset, three key features belonging to two types (opcode statistics sequences, API sequences, and
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grey-scale image features) were successfully extracted. This comprehensive characterization of sample information

from multiple perspectives aimed to improve detection accuracy. In order to enhance the fusion of these multimodal

features, a feature fusion module called SA-JGmu was designed. This module utilized the self-attention mechanism to

capture internal dependencies between features. It also leveraged the gating mechanism to enhance interactivity among

different features. Additionally, weight-jumping links were introduced to further optimize the representational capabili-

ties of the model. Experimental results on the Microsoft malware classification challenge dataset demonstrate that

MFAGM achieves higher accuracy and F'1 scores compared to other methods in the task of malware detection.

Keywords: malware detection, deep learning, feature fusion, multimodal learning, static analysis
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Figure 4 Process for generating grayscale images
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Figure 6  Architecture of each sub model
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W, N7 DR RO RE ), A
SORE 3 AN TR B 0 R AR R IEBEAT Pf 4, JF
2l SA RPREE—DAREU FURRHIEE R, BEE
5 GMU K #EATRCE I, A SCRRZ kR
ZE#: (JC, jump connection). LILSEIGIGAE, A
A a=0.05 MR AL IR AHFIE, 1-0=0.95
FIRCE 7 B sy GMU HIS D Ay, o IXEERIBETHT
TR TRERAE N GMU PRI & 15 BRI, BE
LA JEARMEAE, AT S 30 B Sy 4 T FH 20 01
BERoR, wa12)~RAH R,

shortcut = Linear(CI, hdim) (12)
shortcut’ = MSA (shortcut) (13)

R, = o -shortcut’ +
(14)
(1 - 0[) ' (zv 'hv +2, 'htl + 2, 'htz)
Hrh, shorteut F/R&EIL LMK CL, 1X—
AR W3l O A E R JZ S, OB B N R AE R 5 3
hdim =256 4E%%[d] . shortcut’ JBLIKIERS 21
KFE, Ry, NE SA-JGmu A4 H o

SA-JGmu ZEFJ WK 8 Fris o

3 LG
3.1 HUE&

A SCSEG A ] Kaggle 32451 MMCC ¥4
BIG2015™, ZHiR 410K 9 PR FIRE K
PR BN, AR RN R OGER T P S
@O R WIS, B bytes S0 @ H
FHRLC g 1 5 RARRS SO, Blasm SCAF, &
] IDA Pro ILZmFEFAE M. 2 AR 2 1%
BN E B ENR 1 R,

3.2 SEWIME

A SCHT R MEZE 2 A Python 3.8.10 A
Pytorch 1.11.0 JF &), K& BA # KM GPU
g sk B ELRE R B Zh i S ALE] . B
f— 47 12 vCPU Intel Xeon Silver 4214R
CPU @ 2.40 GHz, 90.0 GB RAM Al RTX 3080
Ti(12 GB)HIHL#S L.

3.3 LIiE#R

TES AT S, H VR 48 b A HE i 2
(Accuracy). A [F[* (Recall). F&Hfi% (Precision)
M F1 3% (Fl-score). AN TEMNRE L
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Table 1 Types and quantity of malware
A H /A e
Ramnit 1541 LI
Lollipop 2478 IR
Kelihos_ver3 2942 JEI]
Vundo 475 AR
Simda 42 Jall
Tracur 751 AR
Kelihos_verl 398 JEI]
Obfuscator. ACY 1228 TR T A
Gatak 1013 Jall
Accuracy:ﬂ (15)
TP+FP+TN+FN
Recall= (16)
TP+FN
Precision= (17)
TP+FP
Fl-score=2- Precision - Recall (18)

Precision+Recall
3.4 IR
340 TAALTHEARR T RATIL
N T ATV MFAGM A 8, A SO 58

BT TRV . B 2 EESRHMERI RS,
TR RS SRR R TS B Ay 2R N T IIEIX
— i, ASCAEPUACEE 5 (AR AR kAT 15888, JF
I8 82 (LB E RS 7 7 I ZREE A .
TR 5 e R SIS S5 T L SR 2 B

%2 TAESEEEHNRE R

Table 2 Comparison of experimental results
between sub models and complete models

] R F1 il ES EEJEES
API % 97.29% 85.71% 85.14% 86.38%
Opcode %% 98.02% 97.39% 98.08% 96.81%
Image P45 96.50% 93.26% 93.86% 92.76%
M;F,AGy ?g 99.17% 99.03% 99.03% 99.02%
SEAEAETY

LIS ZE R T LB, HAMEA API
FFAIRHIE (AP 2%, RS G1HR-E (Opeode
W25 ) Bl KR S HFIE (Image W2%) {11
TEITE $8 s B3N INA ST 1 1) e B il S A 8
A ST ITVEI & AR ERLE 99% LA b, XERE
AROTEAM e HER 7y S A, i HAEF
BRI OT AR I . SCaeas Fadt— ik
T AR RS S (1) Rt i 455 AP
ERAERS ARG ERE, MFAGM RERE 78 43 F) X sk
AR EAME, AT SIS =1 1) 73 1 e
342 TR

R B IR ARSI R, R
MFAGM 5 SCHRH 598047 1 A, X859
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X3 R EERIES M B E S E R, BN Ak
ik YNER AR

e, MFAGM KM B2 PR A T4
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REAE $2 7 918102 A ML A 2 S
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2531 97EN), MFAGM B B 4 Tl e % &
M ERLER, I I 4 B R B R AR AT A,
TESEI RIS 7 B m M HER R A F1 8. Xk
—IBIOIE T EB R AT S, ZRASRRE
fil A & SA-JGmu A AR A R0
343 HEkEk

N T AEHA ST R A A A 2, A
SCK A LA IR TR Hh B g DL E AT B
2. All RonOEFITAHMEE, 5 APL 7

T3k RHESR R Sk A% F1 5%
LA
Gibert!'® 128x128 Grayscale Image CNN 97.50% 94.00%
Ahmadi®® Haralick features XGBoost 96.90% 92.82%
Ahmadi®®! Local Binary Pattern features XGBoost 97.24% 95.30%
Narayanan''”! PCA features 1-NN 96.60% 91.02%
v
Gibert?" Structural Entropy CNN 98.28% 96.36%
Ahmadi®® Entropy Statistical Measures XGBoost 99.00% 97.66%
BRI 51
McLaughlin®"! Opcode sequence CNN 99.03% 97.43%
Gibert!"! Opcode sequence Hierarchical CNN 99.13% 98.30%
FHTH
Ahmadi®® 1-Gram XGBoost 98.50% 96.78%
Raff??! Bytes sequence MalConv 96.41% 88.94%
Le®! Scaled bytes sequence CNN 96.47% 93.41%
Lel?! Scaled bytes sequence CNN+Unidirectional LSTM 98.00% 95.77%
Let*! Scaled bytes sequence CNN+Bidirectional LSTM 98.14% 96.62%
Gibert?! Bytes sequence gz?xi)srill(lg Autoencoder + Dilated Residual 98.61% 97.19%
Yousefi-Azar®! 1-Gram Autoencoder + XGBoost 93.09% 86.64%
API
Ahmadi® API feature vector (796) XGBoost 98.68% 96.38%
ZRHIE
Mays?®! IMG and Opcode N-Grams Ensemble Learning (CNN and NN) 97.24% 96.18%
HYDRA!7 APIs, Bytes sequence, Opcode sequence Multi-feature fusion Network 98.71% 96.95%
MFAGM API sequence features, opcode statistical Multimodal feature fusion with SA-JGmu Net- 99.17% 99.03%

features, 256 x256 grayscale images
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Figure 9 Comparison of experimental results
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FIRHE (AD BEAERBSTHRAE (0D K% EIGHr
fE (G) HIER /MR (SA). I HEEL (GMU).
BRERERE (JC) MIAREA B (SA-JGmuw).
A H-A. 0. -G, —SA. -GMU F1-JC %
TN DIEAN T 2 B AR B AR, —SA-JGmu
TR B RASCHIRHE R A AL Seat o Wit — b
VE B A SCRFAE R A SR IR G 30 o T RS E0 1 45
B2 3 fior.
£3 HRSIEMER

Table 3 Results of ablation experiment

e TR F1 7341 LR FEIEES
-A 98.94% 98.26% 97.75% 98.82%

-0 97.75% 93.99% 92.69% 96.52%

! 98.85% 97.17% 95.89% 98.87%
—SA 98.71% 96.72% 95.63% 98.45%
—JGmu 98.99% 97.62% 97.64% 97.60%
-JC 99.03% 98.30% 97.69% 98.99%
—SA-JGmu 98.34% 98.08% 98.10% 98.11%
All 99.17% 99.03% 99.03% 99.02%
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