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tion, remote signature confirmation, and electronic signature authentication. However, the signing and verification
processes face challenges related to authenticity, integrity, and more. Instances of unlawful entities intercepting,
copying, and forging signature images using low-cost methods to sign documents with false identities, as well as
tampering with and forging signature files, are common. The application of electronic signature systems also en-
counters obstacles such as high costs, limited deployment, lack of universality, and complexities in real-time and
consistent verification. To address these risks and challenges and ensure reliable verification in personal document
signing processes, a credible method for generating and verifying signature seals that integrate handwriting features
was proposed. This method primarily utilized the facial recognition and identity information matching functions of a
trusted identity authentication platform. It integrated signature handwriting features and uniquely bound them to the
signer's identity for reliable authentication. Accordingly, a signature seal with integrated handwriting features, a ver-
ification link for the signed document, and a digital signature QR code were generated. Analysis indicates that the
signature seal produced by the proposed method not only serves the purpose of identity verification but also enables
the discernment of the authenticity of the signed document. The verification link embedded in the QR code can di-
rectly validate the signer's identity, handwriting, and the authenticity and consistency of the signed document
through online channels, providing a convenient means for the verification of both electronic and paper documents.
The proposed method holds broad application prospects in the fields of electronic document circulation and the veri-
fication of the authenticity of electronic and paper documents.

Keywords: handwriting features, digital signature, signature seal, QR code, trustworthy signature
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Figure 1 Trustworthy signature seal generation and verification scenario
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Figure 2 Signature party identity registration process
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Figure 3  Signature image handwriting feature extraction process
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Figure 5 Signature seal generation process

25 FFEEWE

o A R R SATI  a B  LLY =S AT
B, B FAF IR N2 5 — SR, Wi 6
Jr7m o

1) B0AUE 7 AT 2 7 B B IR, P A
TP DR FAR R T B E R
YERD, IRz 7 624 505 W35 1) URL. $
N FIZ2E S, -

2) AE 7l HTTPS Wil = F 684 Wk
Vi3 1 URL (ARG 5@ 2 %R N
% URL MECEUE T R 3REL S 6 1A S %
B E S, BT A RAE, #FoREREE LR,
TUIE B 25 - B B B, B R T

3) WE A B E R S E, HRE
HEETVRRAE , 3% [R) RS A SREL I B FR i ID —
H RV E, EaFE PRI W E T
E 525 42 N 2838 S8 e R R iZ & 4 AR iR ID T
Xof L 125 44 N I ZE R fE AT Ll s . 25 3@t DT L
BOAE, DUE B 7 RN Y @0 RL s
AT UCEC, TIE B 1225 7 i 25 7 UG L 4,
BFEERY BB B WRKARZ S 0
PRI ID X B [ ZE R EAS S, UAIE B 1% 5 3 b iR
ID Xf R 2548 NARAE T 6 WiENNE B, 252
oA o

4) BOUE AR YE 2SN B bR i ID TGS
O, MBI SMO KRR RS ST T LA 3
Mlidf = SM9(Mhash ’QID’S) °

5) WLk 4EfS R M FITEE SR M)
PIE AN, U5 B 25 ) & 2 = U i v v 28
NG IE RS ZHM T B4 NS5 A
7, ZrEEANNEEE;, SREMR, WEs
- 25 BURHFAE AT X B 2 B 5| R NI RS E
A, FERIZEE SR B ANEANSHE R
TR IGAETT o

6) B iE 7% BT R SO S =T 6 RSO
WERE—H, A —SUNERETFEREEN, &
AN —FUNNIE B 1% % 3 28 3 SO O B e e %
WS & T m s, SO E AL

3 REMSH
25y A N P o R o T T M S PRLS: o



.54 W4 515 B 9 4 2 10 %
Z BB A : Fii
| Vil HURL HTTPS Ky
= RN LS, - g
At [enm ] wewr g
o, |
L] A
RiiF )i %
- o o BTFANEID AT Bk 2R S I %
S RAID S B A =
5
¥
= %
o (R G/ N VA S M, =SMI(M,,.,, 0. S) = %5%
B mﬁ\l
TETDRT LI 4 N8 BB R A2 M IR I 1 SRS 15
e
S SRR X &

Ko %7 st
Figure 6  Signature seal verification process

1) B&EM: Buh#F G4 NG s
B REMKS . A NS BRI S
B M P % BRIl

2) B4 NHEH: 2544 N FR2s 25 A i BE 4t
125 FH M T A A B S B A A 28 B

3) ZFNE: Bili#E i S B4 NET

4) RSB Bk HE RS E
YR 25

5) ZBEURYA L B RS E S
C I

6) XA OB K. A,
T R BR 58 55 R AR A

EEX b 6 Pl B B AR R B0 E I AR
TEMRSE, ASCATR LA W 24,
31 ImEEIM

ARSI IELEE MY B Al A A N RSE AT E A
R — AT “ BB+ ATE S &7 W
HGMEHRRAALS MR TG, DERGOHE
HIREEE AR, DS IRBNAE AR TFB, BA
BB AT AE I X L AE IR, AR S35 2
A ESE SRR T 5E, A 20007 1k Mot i

SREU N UM E (5 B3 T B LM .

I, ARNEME, ZFEEAT EE—IK,
HE S0 E B TS e, BiFN & FE2m
BOAIE 7 R W25 44 N B v I ) k44 25 5 15
B, DR T v A A N g,
TEIRUE W 7= A R R 28 44 N5 B B X
BAFFHIMG: #%4 NEMEE A2 M S
UM TG, W RS B R 4 I
3K, SR R AU o
3.2 IEEAHH

AR ()28 B A O TR AR 2 4 NAE i &
AT, T ZE I NSEEEAT S E, iR
A AR A NTALE s, BE AT LA 1h Mok 35
%4 N & a5 B 44 s, WaT LA &k
B7 1E 25 44 N 2528 S I T PR 2 44 B w32 F T A
RN 2528 5 11 1
33 mEFHE

TEARITIE,, ZFEBNFHES %4 N5
U5 B ME—4h e H 5254 N8 Somghe, Wik
IS 5 MR HE RS 4 N B bR 1R ID T8 A7 X B 1) 2%
FEUGHRHE, FF 55007 BRI 2 7 G REIE 3



ERg R R E BRI Y A5 28 T B SR R RIETT 55

ITUCHE . DR, #HIBHEESEANET, W
TEZE N FFAE DL EC IR R R, P & 22 SR IE 7 R
T 2 7 B BRI AIE R MU 48 T o B et 3 O 1)
el T A VR AE VS L IGAIE , 56 E T 4 nl @
i JE S Y 1R 56 IE 8 R S B EE AR B
PR
34 MITHEREN

AT B R o P e ) Yk o 2 i P
SFEAE, EAMNEPREN 2 a8 ARIE
i 83 1 URL”, @i HTTPS s H ik 53k
ITHRAE, FIAMIERI, JIER URL g %, —
YRS TR 2 i INECTIE 5 3R A BH o 38
N R GME S, BHATIAE, IR RM, W
B gmis N A S A O, A B
AR F — NI 32 7 G A 3Oo0Rs —
YERD IR oy AT, D02 DR 25 5 R UL BT AS 7%
T 11 560 0E 2 U
3.5 MEBIMHEEN

HUEFERARE TR E (%A EFE
BOCRIE B RS BRI AR A SO Bk
OB ORI AT B, fE T 2 2 W B AR AT,
ST 25 7 B B WAIE AR B B UE A 8U5 [ R
BRUEFEBEERENSERNZE Y EE
B, BEE R F RS R OO AR
FTXFb,  SE RS — B R SR
3.6 MMXHERATK

ARCHR PSR Em R T g
S AR5 EG A 46 52 B, A SZ AL I8 UE SO S =X
S INEARIE XA A PR R, DRI 4K 2 4L
TE LN B 58 A 7 B BRI

4 FASKULSTNRERIE

Rl 25 - B TR AR 1) P A 28 5 A ORH 56
WERGRA “ZION BRI R FE” SLil, &
B35 BUGEFRZ AL ] CTID 50T & 24t
MIbRAEILE APT 2101, @it “PUmifs B+ A&7
B4 SOrESS. S iE A Fo e b H B
NG SE R — BT L . 28 % AR 6 IE E ST
Kl 7 Brs e

Bl 7(a) v AT 5 2 B 2 AR U BRI R T 1
T, 2 N g “aa N, i ISR AT

W5 HI . HR R B & 7(b) s f B 4y
VARSI S HE “PUSHE R MABREEAT
S5 B M) Ja B AR S SO B AR
JREE T B &, IF e OIS, 258 S 7(c)
B, BAER 2 B R AR I 5 15, 35 )
WS 7P S, RO R 7(e)
JI (4 S o

(d) Sk T F
7 R A R UE A
Figure 7 The main interface for generating signatures

(e) B RIS

5 4ERiE

AR SO X 2 T AR AR AE T DU AR A T
Bk, B Ay Ja T30 E 4 28 1 R
AL SR T AR A R AR T
AR IAETT i EZITET, XN B4
BrEMFEAE S T O NP E, 4N
A5 A 5 br RS B A SRR 28 4% 5 B
AT R R A, R A R T AR A
K bR PG &P G XX S k17
642 Jr AR Uy i B 4 — R g B — 41, JF



« 56

W2 15 05 E 22 A 2l

510 %

Rz M N7 BT &, Ak
By EE, USEBINZEA NP B SO 2
H o EUER S

B b I FE P B8R T R SR . L 4E
TN B8 BB AN 28 28 SO HEAT H O AR B
258 A T R AR R . eSS RAERY,
JI$ 07 i RE 5 58 i AR 7 B B K AT AR AR S IR
iE, AR HTEE 7 BB B A B 40 2548 5
PRI, RENEAE SO L 1 28 3 U815 B R 4F
IV

EEP S

[1] E&E#E, %K, DS, & EEZEREIRLGEE SERm
w2 5 R AR PET]. TE R IR, 2021, 40(11): 1139-1149.
BAZC,LIU X T, MAY X, et al. Strategic thinking and path selec-
tion of information integration of big data for national security[J].
Journal of the China Society for Scientific and Technical Infor-
mation, 2021, 40(11): 1139-1149.

(2] <=, DB, WENS, S5 REUERAUS R BRSSP ST,
RS RN, 2023, 40(1): 13-22.

JIN B, YANG P, TIAN Z P, et al. Balance and adjustment of ar-
chival data ecologies in big data era[J]. Documentation, Infor-
mation & Knowledge, 2023, 40(1): 13-22.

[3] ZHAO X F. Design of electronic seal system based on
PKI[C]//Proceedings of the 2011 International Conference on
E-Business and E-Government (ICEE). 2011: 1-3.

[4] BIN M, JIAN X. Electronic seal system based on RSA algorithm
and public-key infrastructure[C]//Proceedings of the 2010 Interna-
tional Conference on Networking and Digital Society. 2010:
636-639.

[5] YUY C,HOU T W, CHIANG T C. Dual function seal: visualized
digital signature for electronic medical record systems[J]. Journal
of Medical Systems, 2012, 36(5): 3115-3121.

[6] Biily, b, 400, &5 SRS BT IR AR SE BT AT A
DAL RGN B, 15 B RS TH, 2023(1): 137-139.
ZHONG M, DONG Q, XU X G, et al. Research on the realization
method of trusted electronic proof materials in colleges and univer-
sities—taking electronic transcripts as an example[J]. China CIO
News, 2023(1): 137-139.

[71 Xz, #%F, EXE, & AT TFanR&EEaRE
FETRGRI ST, S50 =R SRR, 2021, 40(11):
272-276.

LIU SY, HUM Q, WANG W J, et al. Design and implementation
of equipment maintenance contract electronic signature system
based on asset platform[J]. Research and Exploration in Laboratory,

2021, 40(11): 272-276.

[8]

[91

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

Wplge . T ) P AL T2 RGUTR(D). 4fH: PR
B, 2020

YANG J L. Development of electronic signature system for se-
cret-related units[D]. Mianyang: Southwest University of Science
and Technology, 2020.

ERTEE, B, Y. REEITES R T ERE SRS TS
SEIR[T]. REAHE, 2021, 49(5): 716-722.

WANG F D, WANG S, WANG F. Design and implementation of
China meteorological administration E-signature cloud service in
nationalization environment[J]. Meteorological Science and Tech-
nology, 2021, 49(5): 716-722.

LIU G Y, LIJ Y. An algorithm of extracting signature and seal of
electric power marketing inspection documents[C]//Proceedings of
the 2022 TEEE 6th Advanced Information Technology, Electronic
and Automation Control Conference (IAEAC). 2022: 967-970.
CHEN Y Y, LIU Y Q, ZHUANG L, et al. Application research of
electronic authorized steganographic seal management and control
platform based on invisible watermark[C]//Proceedings of the 2021
International Conference on Management Science and Software
Engineering (ICMSSE). 2021: 253-256.

LIU X M, TANG X. Image authentication using QR code water-
marking approach based on image segmentation[C]//Proceedings of
the 2020 IEEE 19th International Conference on Trust, Security and
Privacy in Computing and Communications(TrustCom). 2020:
1572-1577.

VINOD B, SENTHIL KUMAR A M. Handwritten signature identi-
fication and fraud detection using deep learning and computer vi-
sion[C]//Proceedings of the 2023 International Conference on Sus-
tainable Computing and Data Communication Systems (ICSCDS).
2023: 196-200.

WOE B, WIRYT, TR, & ETRE SM9 & ARIR
ZEER ()], G AR, 2021, 8(2): 314-329.

LAI J C, HUANG X Y, HE D B, et al. An efficient identity-based
signeryption scheme based on SMI[J]. Journal of Cryptologic Re-
search, 2021, 8(2): 314-329.

WREE, BT, MY, 5. E% SMO B2 s HE SR
FER AW b E AR S B R, 2021, 51(11):
1900-1913.

LAIJ C, HUANG X Y, HE D B, et al. Security analysis of SM9
digital signature and key encapsulation[J]. Scientia Sinica (Infor-
mationis), 2021, 51(11): 1900-1913.

PARVAIZ A, KHALID M A, ZAFAR R, et al. Vision transformers
in medical computer vision—a contemplative retrospection[J]. En-
gineering Applications of Artificial Intelligence, 2023, 122:
106126.

BUAARL, E5E, MhESE, & —Fduil ORB RHIEILRCSIE[T].
JE R Z R K 2E4R, 2021, 47(10): 2149-2154.



1 R R E BRI Y A5 28 T B SR R RIETT +57-

LIAO H Z, WANG L, SUN H W, et al. An improved ORB feature
matching algorithm[J]. Journal of Beijing University of Aeronautics
and Astronautics, 2021, 47(10): 2149-2154.

[18] WANG B Y, ZHANG X H, WANG W B. Feature matching method
based on SURF and fast library for approximate nearest neighbor

search[J]. Integrated Ferroelectrics, 2021, 218(1): 147-154.

[EE R

ZFFT (1974- ) , &, WRFZA, 1t
TR R R, FEM TN
M5 Rg @ s, AL 4.

=i (1999- ), F, Wiflwn A, b
TR A, REFR T
BB 24, B,

ERE (1991- ) , B, ILEMWE AN,
bR B PR BT, B
RINEEW . L e SR BT A,

EESE (1998— ) , B, WHTLHEMA,
b PR R LA, FEF R
MONE B2 A, EiL,

S (2000- O, H, iRMAEEAN, db
TR R AR, FEERFR T
RANTERE. AL 4,



