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Abstract: With the continuous development of the internet, an increasing number of images have been tampered
with on the network, accompanied by a growing range of techniques to cover up tampering traces. However, most
current detection models neglect the impact of image post-processing on tamper detection algorithms, limiting their
real-life applications. To address these issues, a general image tampering location model based on enhanced samples
and the pseudo-twin network was proposed. The pseudo-twin network enabled the model to learn tampering features
in real images. On one hand, by applying convolution constraints, the image content was suppressed, allowing the
model to focus more on residual trace information of tampering. The two-branch structure of the network facilitated
the comprehensive utilization of image feature information. By utilizing enhanced samples, the model could dynam-
ically generate the most crucial pictures for learning tamper types, enabling targeted training of the model. This ap-
proach ensured that the model converged in all directions, ultimately obtaining the global optimal model. The idea of
data enhancement was employed to automatically generate abundant tampered images and corresponding masks, ef-
fectively resolving the limited tampering dataset issue. Extensive experiments were conducted on four datasets,
demonstrating the feasibility and effectiveness of the proposed model in pixel-level tamper detection. Particularly on
the Columbia dataset, the algorithm achieves a 33.5% increase in F'1 score and a 23.3% increase in MCC score.
These results indicate that the proposed model harnesses the advantages of deep learning models and significantly
improves the effectiveness of tamper location detection.
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Figure 1

The overall framework of the pseudo-siamese network image tampering location model based on reinforced samples
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LR

ASORE A TF I B SO A AR 4% 1R 0.8:0.2 (1) L A7)
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A REARE AT 5 A0 PR . S A P 9 A i .
ANET VLA, AT AT DAE— 254 K Ed £ 3k 2 1]
WREHE L MG T BE .

ARSI 2% B B TR 2 N 131074
IR FEF L E 300 4 epoch, % 5 4~ epoch
22 R R % 50%. Batch-size WB N 3, ACHAT
A S2I6 Y (E B NVIDIA GeForce GTX 1080 Ti
GPU L7,

3.2 BAIEFTEIEEF

JPEG JE4f /2 5 W17 Ja A B4 (HA SO
A¥ LRI NG B, X2 N JPEG 4
A G, SR KIE B,
o H R4 52 = R 7o i, mE T
AIRZH, FUTE LR FE ot T 0 & 7 1k
B MEMS B S, 5% FTE R
Lt SRR AR AT IR, SRttt T
P RKANIE I o A SCA B IZAR A (1)1 SR AR /DN,
A EHRETE B/ MU I AT T [FIREIA 2R 4 Al
RS T e AR 45 i A 3T B R RE o) A 3
PSR IE 0 N N 175 NPT 11 i vy [ O P N vk = 1
HWrBOpI 5 5 A B ERAE AR T JPEG R4, HAEEIA
IR R, HYa/h T 5 BB R .
TRUF R A A T DUkl 485 JPEG 46 )5
M REAG,  56 E X 2 5 Ak 2R 4 1 28 R AT LA B AR
JPEG &4, ACHIMRERE BG4 JPEG &
FEFE RS, OB TR . WAL
Je A B B O T R AR 1 R, SRER AR A
e TR 45 5 A R RT AR JPEG JR4E, 1AFIAH
AR, HAi/N T SARE A R AR

®1 MRELTELBEEHERECHR

Table 1 The tampering localization effect of the test
set after post-processing

JE AL IR ERAE R TY CASIA MIiR& F1 18
JPEG 46 (FiEHET 0=80) 0.532
EITR R =2) 0.534
B9 (Filteraegs=(3,3), 2,0) 0.537
BB (HRET=0.7) 0.541
XTELRE SR (B4R T=1.5) 0.535

3.3 EROMh
3.3.1  SRALEEAALE RF G AL B AKOH Gk I

FEAR SC S B8R F I sAG RE A e, 5 b 2
BRI 10 B, SFER BN G
N2 BIEERER GERCERERE N6 (U
Zefng. Bitb. HEE. AR X 4 FE R
#BKH ImageFilter TN ESED « %=
JE R K E N 0.8) ( A (SR T
WEHN 0.7) Xf L EEHG5R MR T E N 1.5)
BiEEETE (BRI E N 3.00 « NTIRAWE
AN [R] J Kb B 25 BT i 2 X 4 AR 1k R R ], A
L AR BRAGRE AR I S A B S A, AT A
WZRae, SEI4E RUNE 2 Fins.

SIS S5 ORI, AT A [R5 A B S H06)
LR BE I REMA /N, AT RE AR U AT 5L
SO TR, 3R PR R BT R X 2 T B AL RE A RS
B, F ) f Ak FER R A 1 LB S I N ASE AL 1)
WL FE . SRAb e AR S A HE S, [
B2 70 R )I| 2RI 5t 1) S0 B0 AT AH N (R 428
WAL, FTIRAR AT LA AN A ) i AL B 1 2
R, X R TR A .

332 BHIBIEERNMEHMSE

MY B8 IE B AR B OB S T AR, IE B
AT ARRA N AR B R AR A, BERE AN
WGBTS, ASCHAT T W FsEss. i
GETHAEH 5 516 REKEE, AFEAE L]
F0 861V L 4 PRI PN CASTA B 48 rh i B e /M
MR 4HN CASIA ¥ b 4id Jm b F ) 5L
MG . ISR I 0 2R R B R AR
b b i R 1 B R SRR CASIA B
MRS, IZR5E)E, 75 CASIA MR Hill it
TR P S8 e U 28R

PR BB EM CASIA BEENAR
7] &7 LSRR F1E SRS ik 3 B
e GEREH, BEE B HIEIRE S AR R,
CASIA MREME R R F1 HEARERE. X
B AR SR (1 B0 4R RE 548 RO T8 A TFFR 2
A, AR MIHNZEER H . 10775 0] LR
K I N AT 3 i B X S0 A 1 e ) RS
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Table 2 The effect of different postprocessing

parameters on model performance in the
reinforcement sample module

JE AP BRAE CASIA iR F1 {8
EHTR (=2)
BEIER (=6)
DHEE (Filteraegs=(3,3),2,0)

itk (Filteraegs=(3,3),16,0)

SF (Filteraegs=(5,5),100,0) 0.542
A5 ET; (Filteraegs=(3,3),1,255)

BUB S (B3R E7=0.8)

BUR B (BHRET7=0.7)

Xt GRS (BRI T=1.5)

BIEEHITE (MRKT=3.0)

B (=4

BIEIER (r=10)

D345 (Filteraegs=(3,3),2,0)

it (Filteraegs=(3,3),16,0)

‘P8 (Filteraegs=(5,5),100,0) 0.532
HH54ET; (Filteraegs=(3,3),1,255)

BUBRE (B 7=0.9)

BB EE (HRET7=0.8)

XL (R T=1.6)

BUEEREE (R T=3.1)

TR (=6)

WIEIER (=12)

D345 (Filteraegs=(3,3),2,0)

it (Filteraegs=(3,3),16,0)

‘T8 (Filteraegs=(5,5),100,0) 0.538
HH542T; (Filteraegs=(3,3),1,255)

BUBRE (BERE =100

BB G (HRET7=0.9)

XL EEHE SR (BRI 1=1.7)

BUEERE (R T=3.2)

333 HEkEk

T U BH SR AL AR AR AN Oy 2 AR I 4% (1 30
P, A CASIA. DSO-1. Columbia iX 3 4
FEMERIR AR AT W ARSI . BRI R AL

AL RE AR ()4 TEE CASIA.DSO-1. Columbia
B e Xt F1ERREmWInE 4 Fix.

# 3 VIZGEFBEHIEIEEM CASIA BIREMNAR &L
IR EE F1 BRI IMER T
Table 3 Evaluation of the impact of different
proportions of the production dataset and CASIA
dataset in the training set on the F1 of the test set

WS H WREEH e iR SE
CASIA: CASIA E{% il E1% CASIA
SRR €S K K F1AH
0.90:0.10 4965 551 0.541
0.85:0.15 4689 827 0.535
0.80:0.20 4413 1103 0.539
0.75:0.25 4137 1379 0.537
0.70:0.30 3861 1655 0.532
0.60:0.40 3309 2207 0.526
0.40:0.60 2206 3310 0.531
0.30:0.70 1654 3862 0.527

F4 FRER. ARSHR. BUERERNERXE
CASIA. DSO-1, Columbia ##&& E3} F1 EAIFNT
Table 4 The influence of the presence or absence of
original graph flow, constrained convolutional flow, and
reinforcement sample modules on F1 scores on CASIA,
DSO-1, and Columbia datasets

2R g4
EBHRW BRI

EAEITE S Jii B F114

0.458
CASIA 0.492

\ 0.542

0.598
DSO-1 0.634

v 0.683

0.846

Columbia 0.894

2 2 2| 2 2|2 2 =2

\ 0.973

SERS R I, LIRS R R SR AR AR AR AT
TE T PR TS 1 B8 LU A S AL RE AR i 1 B 4T
F1 EAS 3] TR KRBT, ~FI3RT T 5.9%. JC
FLAE Columbia F#fi4E L, F1 EHIETF T 12.7%.
N B 3 D R A I 2 R i A A AR AR Bt
RS ZRIGEEN, AL T 2k R m R %
AP RIS SR BE A F1T B . 72
CASIA H#a4E EvFlgs RanEl 8 Frow, 1E
DSO-1 ##4E EiFilss RawE 9 Frow, 1E
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Figure 8 The evaluation results of rate of convergence of model train-
ing on CASIA dataset for the presence or absence of original image flow,
constrained convolution flow and enhanced sample module
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Figure 9 The evaluation results of Rate of convergence of model train-
ing on DSO-1 data set for the presence of original graph flow, con-
strained convolution flow and enhanced sample module
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Figure 10 Whether the original image flow, constrained convolution
flow and enhanced sample module have evaluated the Rate of conver-
gence of model training on the Columbia dataset
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Figure 11 Model training F'1 change of cycle module in backbone
network under different cycle times
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Table 5 The influence of different guidance flow inputs
on test set scores in the reinforcement sample module

E(ERES CASIA F1 {8
SRR A+ 5 BRI T 43 2 0.542
IR+ ACE R TION 43- 28 0.528
SRAREAS-HR SR T 3 56 0.534

34 REBERAM

N T IR T AR (@ A, R BH BT R AR A
TEAS TR B 05 4 B R R a8 3 o A S i 4
NIST16 A1 H il Fs 42 1247 A 7] Lo A 7R 6 5256 o
NIST16 A 564 IEEE, %8 0.8:0.2 [ ELAIR)
S NINGEERMMREE . IIZEER 451 TREIME, Wl
RES 13 EEEG. BTHEEEASHERD,
BT AN E s AT 4 78, BTTH CASIA F1H
11 K5 B AN [ A7) P4 1 0 S 56 e % U B 1 ok s
LA ME AN B I 5. BRI, &Ik
HAmEILA 1503 TREME, AFEAE ELAi) NIST16
I R

Wb I BIE R NIST16 BEE M A
6] 5 EE XA EE F1E A CR VP IR 6 Fr

e AR, BEAHIEAELE & AR,
NIST16 MIREE MG K F1 EHIEARRRRE, X
Y I TR AT A0 AN [F) e 4hs B N 250 — € R sc
RO, AT LAGIE B B S ASE 2 (1 36 FH 12k
%6 MNEEHEHBIBEEMNISTI6 BIBENTE HLL
SR E F1 BB RITAE
Table 6 Evaluation of the impact of different propor-

tions of the production dataset and NIST16 dataset in
the training set on the F1 of the test set

VRS Vg Wk M4
' NIST16: 1 NIST16 H7E B NIST16
ERAEAETES EgHE g F1 14

0.10:0.90 150 1353 0.628
0.20:0.80 300 1203 0.631
0.30:0.70 451 1052 0.625

3.5 1REMEEETAE

KRAE 4 ANBEERAR AR EX AR SR 34T T
IR . 7 ARERALE CASIA. DSO-1.NIST16
A1 Columbia Z#E4E b IV &5 R o Ao RliH 5
T F1{H. MCC. A [HI SRS 34T R M e
(VAR o ASEBE 45 B AT DU 1) B A% A 75 B2 ks
WERL B RN, JEHAE Columbia #i#E4E E
FUAEIRE] T 0.973. 431NN, Columbia Z(HEEEM)
B XIS AT G A, IR &,
XA FITFLIHRER o SO 2 3] o 5K
SRR T BB A0 B B Sar AT 55 PR 2
Z* 7 1EBYFE CASIA. DSO-1. NIST16 FA Columbia #§

e ERITRILE R

Table 7 Evaluation results of the model on the CASIA,
DSO-1, NIST16 and Columbia datasets

EVE/TE S F11{4 MCC A B i %
CASIA 0.542 0.512 0.506 0.584

DSO-1 0.683 0.573 0.678 0.689

NIST16 0.635 0.572 0.639 0.631
Columbia 0.973 0.947 0.957 0.988

3.6 XJEEIRIE

ARTHe TS RN BUAT (WA B AT T L
. Noi™ [ cra2!, sNIs®!. RGB-NPZ!|
Zhao”*' | ManTra® . MVSS-Net?”! | Lul" |
DenFCN!M| Wang®®!, 7E CASIA. Columbia ¥4/
£ EHREAB RS F1EM MCC {8, A TR
REVPAT . 413K 8 ATvR, “—7 SRoRSCHRH AR FE AR
ISEE
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JPEG JE4E 520 . CASIA ¥l fh 4 45 JPEG
R B, B DA AR B 2% .
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ANEEEE AT ZE IR, A ST NI N AR
BRI T EBUR 5 AR NE R, (HaXH
N T AU AR AE B S ARSI 1 R ORE FIAE 3L
SARBLEG ERRE R, K E A I 2 R
AT A oy e Rk, R LM R R BT 5
XAE— B R bR B AT 2.

#*8 EANMEERIEELN A1 EF MCC &

Table 8 F1 and MCC values on two benchmark

datasets
CASIA Columbia
A
F1 {8 MCC J MCC
Noi3# 0.176 0.089 0.448 0.207
CFra2! 0.212 0.162 0.503 0.328
SNISE 0.368 — 0.681 —
RGB-N*! 0.408 0.287 0.697 —
Zhao*¥ 0.423 0.427 0.733 0.714
ManTral®! 0.46 0.45 0.793 0.742
MVSS-Net") 0.452 0.404 0.638 —
Lut™ 0.51 0.49 — —
DenFCNI!! 0.559 0.516 — —
Wang!?®! 0.579 0.518 — —
AR 0.542 0.512 0.973 0.947

%fF Wang 26%7E CASIA _EIEIL, A0
ZARE AR T B R BSEUREAE , 3BT
AN EUG34T DCT 24, 19 2= ifE 5K & IR
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Figure 12 The tamper detection and localization effect of the model
proposed in this article is demonstrated
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