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challenges associated with password management in identity authentication. However, traditional biometric-based
authentication methods often lead to the loss or leakage of users’ biometric data, compromising the reliability of
biometric authentication. In the literature, two primary technical approaches have been proposed to address these
issues. The first approach involves processing the extracted biometric data in a way that the authentication
information used in the final stage or stored in the database does not contain the original biometric data. The second
approach entails writing the biometric data onto a smart card and utilizing the smart card to generate the private key
for public key cryptography. To address the challenge of constructing the private key of a public key cryptosystem
based on fingerprint data without relying on a smart card, a detailed study was conducted on the stable feature points
and stable feature distances of fingerprints. This study involved the extraction and analysis of fingerprint minutiae.
Calculation methods were presented for sets of stable feature points, sets of equidistant stable feature points, sets of
key feature points, and sets of truncated means. Based on the feature distance truncated mean, an original fingerprint
key generation algorithm and key update strategy were proposed. This scheme enables the reconstruction of the
fingerprint key through re-collecting fingerprints, without the need for direct storage of the key. The revocation and
update of the fingerprint key were achieved through a salted hash function, which solved the problem of converting
ambiguous fingerprint data into precise key data. Experiments prove that the probability of successfully

reconstructing the fingerprint key by re-collecting fingerprints ten times is 0.7354, and the probability of

reconstructing the fingerprint key by re-collecting fingerprints sixty times is 98.06%.

Keywords: biometric, fingerprint features points, stable features points, trimmed mean, fingerprint key
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1. Initial set of fingerprint feature points

Feature Set
(185,38,1,2.9951),(193,61,1,3.2016),(142,62,1,2.7619),(75,71,3,2.3109),(141,78,1,5.8737),(161,78,3,2.9258),(110,82,3,2.39...
(183,39,1,3.2082),(135,42,1,2.6732),(68,56,3,2.3219),(136,56,1,5.8114),(154,56 3,2.861),(103,64,3,2.3162),(243,80,3,0.250...
(102,20,3,2.5803),(42,36,3,2.3212),(111,37,1,5.8098),(126,37,3,2.8804),(78,45,3,2.3434),(220,57,3,0.24083),(99,65,1,2.413 ..
(147,21,3,2.5851),(85,39,3,2.2482),(171,39,3,2.8376),(155,40,1,5.9216),(55,42,1,2.2794),(122,46,3,2.3169),(263,60,3,0.255...
(175.41,1,6.2111),(126.45,1,2.6929),(146,59,3,2.8463),(128,60,1,5.7724),(66,62,1,2.2294),(34,67.1,2.2009),(97,68,3,2.263), .
(199,26,1,6.2085),(150,30,1,2.6993),(84,44,3,2.2249),(152,44,1,5.8021),(170,44,3,2 8449),(55,50,1,2.2972),(118,52,3,2.251...
(151,33,1,6.1927),(100,39,1,2.6963),(122,51,3,2.8337),(103,52,1,5.8473),(40,53,1,2.2285),(71,59,3,2.3694),(212,73,3,0.205...
(133,32,1,6.2196),(82,36,1,2.6874),(87.49,1.5.8092),(103,49,3,2.893),(22,52,1,2.2326),(53,58,3,2.3646),(195,70,3,0.22386),(...

Fingerprint 1
Fingerprint 2
Fingerprint 3
Fingerprint 4
Fingerprint 5
Fingerprint 6
Fingerprint 7
Fingerprint 8

2. Selection of n (n = 5)

36715 Rand Generate

3. Fingerprint feature point feature distance set

Feature Distance Set

No.1 62.3618,15.1327,24.4131,37.0135,43.1741,116.0905,72.8011,108.2405,60.5392,96.2081,95.5249,138.0326,148.8388,147.7329,169.5406,174.....
No.2 [67.4685,14.1421,24.4131,38.833,42.2019,117.9534,74.5185,106.4707,59.808,94.541,93.9042,137 9311,147.2005,146.154,168.1339,173.2195_..
No.3 [62.0967,13.9284,24.6982,36.4005,39.4588,118.0042,72.0069,108.6738,59.5063,93.0484,90.3549,138.946,147.7566,144.0868,165.7227,172.9...
No.4 |64.56,20.6155,30,35.3553,45.3982,122.3806,71.8471,112.7697 64.0781,96 4624,96.3328,142.2146,151.2085,149.5627,171.4526,170.6283,20....
No.5 [67.6018,16.0312,24.8395,37.7359,43.0116,116.2454,75.6902,105.1523,60.4401,98.387,95.901,135.8823,148.1114,147.6787,170.8362,179.30...

4.FD:

|B4,75284 16.55889 26.37043 37.06728

426229 118.8081 7344611 108.7208 61.34148 9588116 94.07083 1387098 1488402 1|

| 7234412711 610 914 1515 17 17 20 25 26 27 30 31 |

5. The Original Bio-key BK :

|DDDDD1 11000000100000001100000100000001000000110000000111000010110000011000001010000010010000111000001111000011110001000100010001 DDD’|

6. Salt :

[ 123 | sha2se

7. Hash Value HK :

| 2580A70C455D489D564E0AEEB4FATFO97585B8AF1C01C184AD475A6254FC1501 |

K2 AR ges AN EAE)
Figure 2 Generate fingerprint key (digest value)
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Figure 3 The impact of parameter threshold
A, on the reconstruction rate of the key
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Figure 4 The impact of parameter threshold
Ay on the reconstruction rate of the key
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Figure 5 The impact of parameter threshold
m on the reconstruction rate of the key
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Figure 6 Number and percentage of attempts
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Bz el H9%

IEF 0.980 6 F T A7 Ak o ) E A 2B ROV LA
W 1 PR, ASCH RS AR OTVE R A AR
f] FAR (false acceptance rate ). F{X[] FRR (false
rejection rate) I EHK LKA T mE A (B S5

x1 ETHERENRBPRERG AR
Table 1 Comparisons with other key generation

methods based on storage media

T FAR/FRR SMD  R-New Size
0/26.46%
kg GO0 e e Hashssize
IR E=60)
SCHR[251777 2.58%/7.08% Yes Yes 120~168
SCHR[22] )57 5.33%/4.81% Yes Yes  Hash’s size
SCHR[241 5 0/7.6% Yes — 80
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