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Abstract: With the unprecedented growth in the speed of data generation and circulation in the era of big data, the
emergence of blockchain technology provides a new solution for data authenticity verification. However, with the
increasing demand for data flow between different blockchains, new security issues arise. Cross-chain data
transmission can lead to data leakage, and detecting data leakage caused by illegal access becomes challenging. To

address these problems, a data traceability mechanism based on a consortium chain was proposed. A

Wim HEA: 2022-09-01; fEEIHHER: 2023-03-02

BIE1EE: HHE, caolf302@sina.com

BEEWHE: PRI B AHE[2021]44 5

Foundation Item: Zhongyuan Talent Plan Yu Group Pass [2021] No. 44

SIS B, BRI, Ahegy JET BB SRR BUEIENLHI]. M2 515 8 2, 2023, 9(5): 92-105.
Citation Format: ZHAO S C, CAO L F, DU X H. Data traceability mechanism based on consortium chain[J]. Chinese Journal
of Network and Information Security, 2023, 9(5): 92-105.



55

AT A A BT IR B A O U LA

©03 .

cross-blockchain data traceability model was designed, incorporating private data pipelines to ensure the security of
cross-chain data transmission. User behaviors were recorded through authorization and access logs, ensuring the
traceability of illegal unauthorized access. To improve the efficiency of data traceability and query, an on-chain and
off-chain synchronous storage mechanism was adopted. The state of data flow before each transaction was encrypted
and stored in the database, and its index was stored in the blockchain transaction. This enables a one-to-one
correspondence between on-chain and off-chain data. Additionally, Merkle trees were introduced into the block body
to store block summaries, enhancing the efficiency of block legitimacy verification. Based on the data storage form
and cross-chain data interaction mechanism, a data traceability algorithm was designed. The traceability results were
displayed in the form of an ordered tree. An experimental environment for consortium chain traceability was built
using fabric, targeting the cross-domain data traceability scenario in the e-commerce industry. The GO language was
used to simulate and test the data traceability performance with a large number of blocks and transactions. The

results demonstrate that with the increasing number of blocks and transactions, the proposed data traceability

mechanism maintains satisfactory performance.

Keywords: block chain, data traceability, across chain, consortium chain
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Figure 1 Data traceability structure model based on consortium chain
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Figure 7  Structure of data traceability ordered tree
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1) state<—getLatestTx(D)//E A REHE D 1
RHTRSE B

2) orderedTree<—query from state.Database//3}
WO e A

3) treeRootState=orderedTree.rootState// 3 HY
SR H

4) queue.enqueue(treeRootState)// 1 5 45 H s
REIMABAF

5) while(!queue.isEmpty)

6) temState=queue.dequeue()

7) If temState.newAuthorizeSet#D// {7 {EHi#%
PSS

8) AddnewAuthorizeSet into Authori-
zeSet

9) Set newAuthorizeSet=

10) Endif

11) If temState.newAccessSet#J//A71EHT i
EEERS

12) AddnewAccessSet into AccessSet

13) Set newAccessSet =J

14) Endif

15) If temState.new T XA/ AFAE AL 5

16) Foreach newState in temState.newTX

17) Insert(temState—rightChild, newS-
tate) /KRBT AE S I Frp

18) Set temState.newTX=L

19) End foreach

20) Endif

21) Foreach childState in temState
22) Queue.enqueue(childState)

23) End foreach

24) End while

25) Return orderedTree
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Table 2 Node parameter configuration table

A A Siig 5 A aiE
peer0.orgl 7051 channell
peerl.orgl 7052 channell

orgl peer2.orgl 7053 channell
peer3.orgl 7054 channell
peerd.orgl 7055 channell
peer0.org2 9051 channel2
peerl.org2 9052 channel2

org2 peer2.org2 9053 channel2
peer3.org2 9054 channel2
peer4.org2 9055 channel2
peer0.org3 11051 channell& channel2
peerl.org3 11052 channell& channel2

org3 peer2.org3 11053 channell& channel2
peer3.org3 11054 channell& channel2
peer4.org3 11055 channell& channel2

1F Fabric H1, FEAMEIEES— 2% A X e
BEK A . AR e 7 A 38 18 SO channel1.tx
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Figure 8 Execution result of creating channels diagram
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