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Abstract: As the world embraces the digital economy and enters an information society, data has emerged as a critical
production factor. The collection, processing, and storage of data have become increasingly prevalent. Distributed
storage systems, known for their efficiency, are widely used in various data fields. However, as the scale of data storage
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destruction. These challenges drive the need for innovative advancements in big data distributed storage security
technology and foster the integration of domestic cryptographic technology with computing storage technology. This
work focused on addressing security issues, particularly information leakage, in distributed storage nodes. A dynamic
and reconfigurable encryption storage solution was proposed, which considered the requirements for encryption
performance and flexibility. A high-performance reconfigurable cryptographic module was designed based on the bio
mapping framework. Based on this module, multiple storage pools equipped with different cryptographic algorithms
were constructed to facilitate high-performance encryption and decryption operations on hard disk data. The scheme
also enabled dynamic switching of cryptographic algorithms within the storage pools. A cryptographic protocol with
remote online loading functions for cryptographic algorithms and keys was developed to meet the unified management
and convenient security update requirements of reconfigurable cryptographic modules in various storage nodes.
Furthermore, the scheme implemented fine-grained data encryption protection and logical security isolation functions
based on cryptographic reconstruction technology. Experimental results demonstrate that the performance loss of this
scheme for encryption protection and security isolation of stored data is approximately 10%. It provides a technical
approach for distributed storage systems to meet the cryptographic application technology requirements outlined in
GB/T 39786-2021 “Information Security Technology-Basic Requirements for Cryptography Applications” Level 3 and
above in terms of device and computing security, application and data security.
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Table 1 Comparison of performance of different cryptographic chips

e PR GRtRS) TZ/mm e A Pk B2 /Gbits ! S BE/Gbit-s ! IFErW A8 B2 /Gbit/(s W) !

AR 28 25 9.37 3.50 7.14

CoRA Cryptoratpor!' 45 128 — 6.18 20.72

Virtex-5!'2 65 58.75 — 1.40 42.02
FPGA zedboard!"! — — 0.564 2.18 —
Virtex-7!" — 49.66 — — —

SE BT 45 53 — 0.16 341.94

ASIE SE BT 130 25.60 — 0.04 627.14
GPU Gtx295!7 55 59.6 — 288.96 0.21

Ve SCHR PR UG ERD O AR SR BE AL R AR T “—7 AR



$ 62 W25 55 (5 8 22 gl

H9%

2 S EMMEFERG S RO

2.1 IR

R B SO 4340 AT R A7 i B 1 n
TR AT, ARG ) o A XA R B0
A E AR, E SR 2 P EE R
T P 1A R B ) S SR S AT R A G A
B, ONAF A B SR AL D R A5 RN e A R, AR
FH 5 508 B 3 498 0 ml B A 2 i ASE R i (1t %8 A B U
(22 P E AN TR, e bnitE GB/T 39786—
2021 (FREZEHAR 15 E ARG EM N HFEALZR)
B =G S DA b5t N FH B R AR 1 0 A O A7
RGWER 2R B, (B AR G RiE &
(I P AT B 203, PRUER P S B s 3
R, FEIFEE PR AN R F AR AT 22 4 1)
5 EAHEIE; &5, RAEEEA IR EZH
TEALRANAE i R TR L 1 . AR DL BTt IR
M), AL FZEH TN AT 3

1) AR SCIEFEAE AT IR 55 25 i o FH 7] B 49 %
TR O A7 B AT Il %, b R B2
F P RTCEAIT,  FH P AN 025 R e 2 L4040
FAIRHVEA R ERGE R, HEA EER Pt
ANEZEFR BTSSR <2
B, RSO AN R SBE I 2 A7, s
ME R g8E, J5sanR5 N H RS nRE
ZATR, W LA NN R 22 A B4 i

2) 1 MR 55 2 v 1 RTEE ) R A R T £ 4
AT N AR 15 A 7R B R PR AL A0 o e B P e
SR B BEAVIRE In) R, T AE R 55 2% o () B FH = 34T
DO, a5 BB JZ i 22 ] EE AL A
AT IR, TR AR RCR, S
PR L BRI R o DAL, Ay BN B8 1 =
PEREINE AE4d, DD B AL i FE, AU
iR 55 v SCAF R RPN, W R R R
OB AR A, TR AT EE A B RS Rk B A
il B AR A

3) AT E TR T R I E B, A
i R E B RGBT BT BB, it
X L PR 5 65 B YRS R AE 2 I AL, SR 22 Azt
FEfC B 2 7
22 RLGEWN

AT 73 AT N B A4 R G2 IREE
WE 1 Fros. B2 DR 2SIy
TR, ATEASCIRF SIS E N, AR EAE
I3 A0 RAFE A4 BT Z A TR 9T, 3800 7 Rl
M AFAE RS, 048 ] B 5 R AR A in 2% A7
fihits, P SR ECHE M e D B AR R E R
2R E RS, HELETEHMNEHE R RS Y
7 BB EEH I R, T ] A B AR
WAL SR EAT R — R AT E A .

FRAE DL EJRIRHESE, ASCHE 73 A 2m # A7
it RGZEA WK 2 Fios.

EPEIRL || oz J— J—— Bt
I_____________________________]___________?______________________I
e | BE | T
EHE R '___________I—::::::::_J___________l—:::::::::l____' ik =i
#OE MEAFHEZD (S3/0SS) AR O (NFS/CIFS/FTP)
apsm | |— i A P
g BoEhs || sdRe sl ; AR RS |
F i B i B ' ENCIERS
| wommsen || s I it
! ff AT R
o i R 2 :g DHREAE || BARRE CRAERRAD
N P AL R R
PRI peaiiniia: g R EE )

B A sUna 7768 2R 502

Figure 1 Distributed encrypted storage system hierarchy architecture
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Figure 2 Distributed encrypted storage system architecture
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