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Abstract: To address the challenge of redundancy and conflict detection in the label-based data flow control
mechanism, a label description method based on atomic operations has been proposed. When the label is changed,
there is unavoidable redundancy or conflict between the new label and the existing label. How to carry out
redundancy and conflict detection is an urgent problem in the label-based data flow control mechanism. To address
the above problem, a label description method was proposed based on atomic operation. The object label was
generated by the logical combination of multiple atomic tags, and the atomic tag was used to describe the minimum
security requirement. The above label description method realized the simplicity and richness of label description.
To enhance the detection efficiency and reduce the difficulty of redundancy and conflict detection, a method based
on the correlation of sets in labels was introduced. Moreover, based on the detection results of atomic tags and their
logical relationships, redundancy and conflict detection of object labels was carried out, further improving the
overall detection efficiency. Redundancy and conflict detection of atomic tags was based on the relationships
between the operations contained in different atomic tags. If different atomic tags contained the same operation, the
detection was performed by analyzing the relationship between subject attributes, environmental attributes, and rule
types in the atomic tags. On the other hand, if different atomic tags contained different operations without any
relationship between them, there was no redundancy or conflict. If there was a partial order relationship between the
operations in the atomic tags, the detection was performed by analyzing the partial order relationship of different
operations, and the relationship between subject attribute, environment attribute, and rule types in different atomic
tags. The performance of the redundancy and conflict detection algorithm proposed is analyzed theoretically and
experimentally, and the influence of the number and complexity of atomic tags on the detection performance is
verified through experiments.

Keywords: label, data flow control, atomic tag, set correlation, policy redundancy and conflict detection
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Figure | Label-based data flow scene
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20:001>. tag;, Al tags, HELEIEAMAL, H 7T
SRR AR R tagy o A tags ) BEAT AW, T3
g (g,Ugy) c (g Ug,Ug,) » HFMIZEAIA
I, PRl tags, Xt tag SEETURIET MR, tag;
X T tags ) WA TLARBTCI I, TR/ A F AR
T g Fl g30 47 b, tag, Ml tags #8420 TUARETC IS,
TURHNEN < read,Y,g, Ug,,[10:00,18:00]> . Xf
T tagy M1 tags 1 LR FH 2RI 5 vk 12047 4
3.3 AEHRMENIE FirER TR SHoE N

XA A R AR R FhR 2, R4S
BRI A TR &R, AR FFRZEA
FEAETURF R o W RAFAFAEE T R R,
I 3K AN S5 B3 28 0] REAFAE TU AR B R .
I, FEXT LB A A AR R AR B AT TR H
AT, R BRI EA Y 0% &R AN [F]
TER R PR8I G R THEHNH AR
i J7> 9% 28 B AS B A 1 R AR 28 TU AR 5 b Rk
MT7

T tag; = <opstype,SA,CA>, tag; = <opj,
type;, SA;, CA>H op, < op,, tag 55 tag; Z AT
RGBT 3 FIHN 2 FEAT AT .

BN 3 EMEEME CA=CA;, WIS F 44
JE TR A AR I AT TUR 5 b RA I

D) AR AR AR R A A,
HISA,NSA, =0, tag M tag; TLICRANFHR .

2) MPANE AR AR R R SRR, /)
SA=SA;, UMM type~type;, NI tag, %F T
tag; {7 TUAR HIGH R, JR AR5 tag T tag; 58
AU RN typeAtype;, 4 type=Y H
type=N f, #7125 tag; fll tag; 564258, 4 type=N
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H type=Y v}, tag; il tag; T TLARFAIHR o

3) HMANEF IR E R B ESG NS K
I, BISA, < SA,, WIRFKM type=type;, WIJF
THR%E tag X T tag W TURME TS, LM
MIZEA types#type;, NI type=Y H. type=N I,
JRTHR4E tag: X T tag; TEIURETE 2R, tag X
T tag TIURMEF MR, 4 type=N H. type=Y
I, tag; Fl tag; JCTUARANPPR .

4) HAN R AR AR B AR G AR, R
(SA,NSA ) =SA, #SA, =@ , 1 5L #L U 25 2
type=type;, WIJE T 5% tag; Fl tag; #7 TUR{HC
M, IR type#type;, MY type~Y
H type=N ], tag, fl tag, ToTURAHIB 15,
Y type=N H. type=Y I}, tag; Al tag; JLILRFI
MR,

HIEEYE CA#CA;, NI ET g S
FAE B DLHEAT TCR 5 i AL o LI 2528 )
2, WA IAEE S 1R 1 5% ZR A5 20 PR 55 s M AH [R] 3584
HMUASFER 3 0TI 45 J P AH [R50 23 4 BRI 3
BEATRSI, X T HEE @ AN RS 7y, PN RRAE TG
LR,

FET RN 3 MR 2, ASCEEW TR ERAE
[F) SRS TUAR M RAG I LS, gk 2 s, 55
1 A AR, [RIRE IR AT J& 1 AH [ A1 3R
B J@ PEANF) 73 0] JETTAS I o 25 PR AN R 5 FR 25 (34
Bi @ PEAH A, 2T J5 AR A 8] A R PR AR G AR K
TN 2RI DL K 5 -7 R 48R 18] ) i 7 o5 R EAT T
R MIRAT I s 25 A ST ARSE S R AN
AR iR 1 F5 25 v 1 P 858 & 1 8 B AH SR g il )
W, WMERREEMES AL, BAXHAET
WA RER, BATURMWAMR,: RS EE
PG NS ML KRR, BARTEHAE TR
BELEIER KR, KR T IR 05 A b
PEAH R RMIASAHAS IS JR T 0R 4%, FREEJE A
LR TR EEA TR WA, FREGJ&E 1 AH [F]
[ S PR R4 BN 3 BEAT A

BiE 2 WP ERAER SN TUAR S ph A

W ARBERETIRE tag M tag
Cop; <op,)

i List redundancies A, JR FFRZETIRY)
#; List conflicts A, JiFFREEMHRS|FEK

1) if CA=CA; /7 M2 1 57 85 I P A

2) if SA=SA/PIAFRAE 1 3 A4 JE AR ]

3) if type= type;

NSRRI A, FR4%% tag; HHXT tag; 343 TUAR
Fr2 tag; FHXT tag; 5E A TUAR

4) list_redundancy A, = <tag;, part,
tag;, complete, SA>;

HINRRTYANF, tag; RN ¥, tag; KA N,
FEAMR

5) else if (type;=Y) && (type~=

6) list_conflict B,~= <tag,, com-
plete, tag;,complete,SA>;

/RS JE AR, FAREM NEE R

7) else if SA, cSA,

JANRERIAAE], FR%E tag X T tag #73 TUR
EEMR, tag X T tag, HTURBETIHR

8) if type= type;

9) list redundancy A, = <tag;,
part, tag;, part, SA>;

HINRRTYANF, tag; RALN ¥, tag; KA N,
FEAIR

10) else if (type=Y) && (type/~=

11) list_conflict B,=<tag;,
complete, tag;, part, SA>;

[AEEJE AR, FARE M NS C R

12) else if (SA (1SA))=SA #SA, #Q
IINRERAMFE, F2ITTR

13) if type= type;

14) list redundancy A, = <tag;

part, tag;, part, SA>;

/AN RFKTYAN, tag; KALN Y, tag; KALN N,
SIS

15) if (type~Y) && (type~N)

16) list_conflict B,= <tag;, part,
tag;, part, SA>;

IR @V L & R 2R KRBT 70 A
58 Ja PR [F) B8 3 AUAS [FRB 5 0 90l 3R 4T 1 W

17) elseif CA, cCA;

18) tag; = tagyttagp = <opjtype;, SA;
CA> +<op;, type;, SA;,CA—~CA>;

ARG @ P A K 2R RIRER AR 2537 70
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ETRNAE . B TR AR RO AL 2 11 SRS DU AR 5 o S N 77 7 <29 -

S5 i P A ()50 0 A [R50 23 130 A 7 B
19)  elseif (CA,NCA,)#CA,#CA D

20) tag;= tag;ttag,=<op;,type;,SA;, CA;—
CAlﬂ CAj> + <opj,typej, SAj,CAi N CAj>;
21) tag;= tag;ttag,=<op,type,SA;, CA;—

CANCA>+<op;,type;,SA;,CANCA>;

BB X [R] — 248, AT AT HR%% tags =
<read, N, g1 U g, [8:00,18:00]>F1 tags = <write, Y,
g1, [10:00,20:00]>, H1F read < write . [8:00, 18:00] N
[10:00,20:00] = [10:00,18:00], BI (CA4NCAs5)
#CA, #CA, =D, ¥ tag, fl tags FEATHF ), tage=
tagyttagy, = <read, N, giUg,, [8:00,10:00]> +
<read, N, g; U g, [10:00,18:00]>, tags = tags ;t+tags,
= <write, Y, g1, [10:00,18:00]> + <write, Y, g,
[18:00, 20:00]>. X FRLZJ&E AR tags , 1 tags |
BE—B AW, mTEAEM g < (g Ug,), HM
MIZEA tag, types=N, tags.types=Y, [KIIHHRHEHIN]
3, tagso M T tags ) LITURIHE 730158, tags, X T
tags, LRI MR, IRy T4 )8 M
gio 25 b, tagy M tags RITURMAES 30058, RN
5 9 A<read, N, g, [10:00,18:00]>F1<write,Y,
21, [10:00,18:00]>

BT FR 2 B A RIS A T & A A
[ PR 42 SR o 2 AR R TU AR 5 b R i
TR TR HE R TARE RS R . iR
RIS UL R AR R T FR 25 (112 4R 8 ARSI
FESERR N R, SR AR e 20n] DAAR 4
JR IR BB IR . BB R TR EAR LS
RUE . BIan, 42 AR S5 R 8 SR T AR RS
oe, FRFEg G, HEER R T IREER N
A AR LUy o ST IR 25 )32 4 00 SR AR
AR 224 T SR o AR AT B

4 SHREHH

AT BRI SIS P A 1 BE X LBDFC SR
TLAR 55 S I T R R B AT 20T
4.1 IBeHh

IR SCHRE HH B 5 1 A I 4 ) SR WS PR
FARKREEIR, B GR T E AR HE
B TEX BARKRZE AT TUAR 5 MR I M
BT BAAEFR SR AF R FAR S B ITUR

Lppge, BT R AR RTINS R LR R T hR s
MEHERX R, BEARZERERGHAEILRS
M XA F R T AR EAT RS, M F AR
05 B R, F BEAE R BV E AU R JR T
IS AT AN F R AR PR E R ) w P R &R
g PREEJE M LSRN S Y 2 [B] F O SR gk AT
TUARS M, I BB AR MM I3 45
HeEP ARG T DG R A E R, A R PR T
DHMERE o AR SCHE H ISR BE TUR 5 i A B 247
S5 FIWTER G TR ¢ RIX P 8T 4507 1) JE, ROK
FEAR 1 SR T AR 5 i SRS P AR B

T HR2E 0 SRS T AR 5 i S A W = E (1) e [
THFEAE T T AR 0. R P52 OL,
OL, 73 E ny F my NRFHREZE, E 4T OL,
T OLy s MAFAETUR G MR, 1 %65 H OL, 1
my DT ARZEA OL, HH ) ny AR T FR 2508 A7 AE
TUAREMR . EHEHEAENAZ, OL I n AR
THRZBAE WEER OLy I ny N R FARZE S
EEAEA M R W T R R, AT hR%E
AFETUR G M, &P OL 1 OL, A
FETUREGMR . mEIRITENRZ, OL IR -F5
%5 OL, IR FAREE S A, B A%
LBAMWTRER, T2 OLy HIHI m AN ETFARE
5 OL, 1) my NEFARZE—— TR 04,
AREM Gung) /2 KK o TR A28 ARSI
S BRI 2, BE 1 BBV 2 R TR A
R ER N CNIEZ S VE C VWSS IIE ISP i3
17508, W, AT —IREFARZITiR
SRAM, EHAT 3 IKEGRRSHT. RAE LI
(T, BARKRES OL, Al OL, TUA S5 2kl %
B RIS AT 1.5 my IREE G R R HT
42 ZHHE

FE AR I B T A s AL ) 3 A 25 R A
R RITR R, RERARERIR S, IR
L5 A P 1 BB A BL At SR mE A 5 vk A
SRS Nt — DI E A SR bR 2 1A T
PAS SN 77 Ve R A S, 1 T8 S AR 3
kS ET RN Ui 4] (LBAC, label based
access control) HEEE [ TU AR v S A il M g i2E 47 XF
tesr#r. Hrf, LBAC @it XACML 55 ik i
v 2 ) SR, A Sl I R A ) 7 A I
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HiME o SLIGHT, PHIRFRAERIAAA [F 1) 2 475K,
AR AR R R TR R AR T4
MR EL . A SCAE Windows 10 #:4E R248 BRI C
B 5 g S MRS 79250, LIRS Intel Core
i5-6200U CPU 2.40 GHz, 8 GB RAM. &%) 5l
W FEERE . BA TSR A FHEREIR TR0
RAIPFATIPERE, XA 7 V5 R AT S0AIE o

T T S R R A B R AR A
F P T SR TU AR 5 i S B R (W R o J T A
A A g A R R A B A R, TS
56 LIRS H JE MR T AR RORAR S I R
WA Ao NETXTEL, 7SI RS A B JE R
RMBEA, L B RIE R R PR AL
e b, JRFRRZ A0 Nume 5256 1 A
PR TR T AR R TUR S v A I 7 v 1 e . SE
B0 R HE AR Sk AT SE 8 . S — SRR AE
TRIUEJRFAR IR EAZ AT, WS e R
THREAE I EE R EAN R ENL T, @it
MU R FAR SR, K LBAC [SRES TUAR S o
AT TT VLI B 5 A S 7 kAT X B, 4y
T IR AR R TUAR -5 i A I 7 VM R ) 52
Wi, B T ZHSCERAE R T AR AR e R E T,
0 I R R bR A R I R A B AT, e
I I R R RS R T (M RCR EAT, AT TR
75155 LBAC IS TUAR 5 P IR 7515 (1) 1 R
HATXT LG, AT BT AR 5 A BE R TR 5 i A
VIREREp- AT

SEES 1 M E AR T AR E X TR S
R 35— HLIR R T8 E
=1 A, MR EgEES RS —
FhBAL, R T FRZE S H Num=50. 100, 150.
200 73 7 BEAT W, 40 B s 25 v J A1 ) ) U
RGN R B S o B A SR R T
PR EL Num=50 A, 735X 5445 A=1. 2.
3. 4y SEHATIAR, R B R R PR i
1. 24 3. 40 SRR EME. B A SOl
I3 BT bR 25 Ja 1 S R B TU AR 5 i S AT R 2R
[Pz . Sae2s SR anE 3 FE 4 fis.

SEEG 2 B RER SRS | A, XBIFE T
SEEG 2 R FARSE I ERAEAN ], AR 2 8] A
e 7R FR . eI as R 5 FE 6 .
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Figure 3 The relationship between the redundant conflict detection time
and the number of atomic tags containing same operation
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Figure 4 The relationship between the redundant conflict detection time
and the complexity of atomic tags containing same
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Figure 5 The relationship between the redundant conflict detection time
and the number of atomic tags containing different operations
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Figure 6 The relationship between the redundant conflict detection time
and the complexity of atomic tags containing different operations
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