99 %4 6 1] W2 515 S22 i Vol.9 No.6
2023 £ 12 H Chinese Journal of Network and Information Security December 2023

ETHEHEMARE Q FIMEMNBENNURETINSEEMNRE

B, ABRK, THEX, KEEL
CRE N RARCE 31681 FBBA, HIRF KK 7410000

W OE. MENSEARMPGERRATIZNH, Mm@ H R, BN PSRRI X 45 22
MM EETFBR . R, ERHANLTEENRTTEREEC, B 52BN AN RN 57558 KF 5
Wi, 3 RS A E R PP BOR A AR S ) . 3T LB N D@ NN AR e (1 in) &, R th T 4
TFHEREEAEE Q M %% (DQN, deep Q-learning network) [ H L %4011 5i5iENX (ASAPT,
autonomous security analysis and penetration testing) 18781 . ZAE Y | I SR E P AL AR Y I S 30 o F Ao 7
NSRRI B, SR B BT B AR X 48 HEAT B A, 4% D0 28 v £ 7 1% e IR R S 3 T e P 0l B AR
AT AL U, BER454 CVSS (common vulnerability scoring system) JiFI{E B EFMEXT M) “IRZS—3h
PE7 SREAERE, I DA IR Bl R A FRAS R I BGEAT MRS, H4xTi R BB i 3 1 B i B 0 A )
AR . AR BRI RS AR, BT P R AR S R X B A A MR AT R A, A 4RI
RE T A AR R4 HAR B B2, DUE T /5 i8I gk TERBNYIZRR B, (2T DQN MR E ik
S BEBIE A s R SGE AR EAT S, A AW SR T T Q R, WE S
TG BRI IR RERY], ASAPT BIRTERILER 12 IR MR AR FTIE 84%, WS, JFH.
FETE KRR IR, AT AL R Q % I A AP HE R, Bel A SERR IS @& SR 4h4e =
KHIR: HENMEEN: o BEhREL WE Q oI Mg

PESES: TP393

EFRERE: A

DOI: 10.11959/j.issn.2096—109x.2023091

Autonomous security analysis and penetration testing model based
on attack graph and deep Q-learning network

FAN Cheng, HU Guogqing, DING Taojie, ZHANG Zhanhua
The 31681 Unit of PLA, Tianshui 741000, China

Abstract: With the continuous development and widespread application of network technology, network security
issues have become increasingly prominent. Penetration testing has emerged as an important method for assessing

and enhancing network security. However, traditional manual penetration testing methods suffer from inefficiency,

W EER: 2023-06-12; fEEIEH]: 2023-10-28

BIE1EE: 5, fancheng 2019@163.com
HEWH: EX BRI EHSE(61902426)

Foundation Item: The National Natural Science Foundation of China(61902426)

SImtE: Bk, WIEIR, TN, % T EHERRE Q % M1 A shib 24 52 EN B ]. MA&5E R
AR, 2023, 9(6): 166-175.

Citation Format: FAN C, HU G Q, DING T J, et al. Autonomous security analysis and penetration testing model based on at-
tack graph and deep Q-learning network[J]. Chinese Journal of Network and Information Security, 2023, 9(6): 166-175.



6 W

BEREE: T B EANRIE Q £ 2 M ) H B Ak 2 42 B 595 P U Y

* 167 ¢

human error, and tester skills, leading to high uncertainty and poor evaluation results. To address these challenges,
an autonomous security analysis and penetration testing framework called ASAPT was proposed, based on attack
graphs and deep Q-learning networks (DQN). The ASAPT framework was consisted of two main components:
training data construction and model training. In the training data construction phase, attack graphs were utilized to
model the threats in the target network by representing vulnerabilities and possible attacker attack paths as nodes and
edges. By integrating the common vulnerability scoring system (CVSS) vulnerability database, a “state-action”
transition matrix was constructed, which depicted the attacker’s behavior and transition probabilities in different
states. This matrix comprehensively captured the attacker’s capabilities and network security status. To reduce
computational complexity, a depth-first search (DFS) algorithm was innovatively applied to simplify the transition
matrix, identifying and preserving all attack paths that lead to the final goal for subsequent model training. In the
model training phase, a deep reinforcement learning algorithm based on DQN was employed to determine the
optimal attack path during penetration testing. The algorithm interacted continuously with the environment, updating
the Q-value function to progressively optimize the selection of attack paths. Simulation results demonstrate that
ASAPT achieves an accuracy of 84% in identifying the optimal path and exhibits fast convergence speed. Compared

to traditional Q-learning, ASAPT demonstrates superior adaptability in dealing with large-scale network

environments, which could provide guidance for practical penetration testing.

Keywor ds: autonomous penetration testing, reinforcement learning, attack graph, deep Q-learning network
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Table 1 Target network configuration information
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Table 2 Target network vulnerability information

TR TAR IR JRIZRA iS5 e
CVE-2021-42013 RIGHAT 9.8 root
CVE-2019-12815 A EY 9.3 user

M1 FIZK 2 ATRLE H, W3R B3R A
Wi ILE 2 M, Web R4 % BB AN
“CVE-2021-42013” Wi, %I e s fd Xy
HE AR R RS H S, B FEHUTAR
e SRS 2B AR IR “CVE-2019-12815”
BRI, %W S ProFTPD BEHuAR e, REME{E 14
HFATEN S, GRS BlEE . TAER AL
R AT ] B ARSI L, AAEAE v R IR T

(2) YIGE AR

¥ b DIRR AR AR H AR N 28RBS (14 $h 45
R B AE B ESMIN MulVAL, AR szi iy 5ot
R EE AL, a6 Frse

6 SEE s ) M ]
Figure 6  Attack graph of test environment
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Table 3 Description of the attack graph
nodes information

P W RE SR
1 execCode(workStation, root), OR, 0
2 RULE 4(Trojan horse installation), AND, 0
3 accessFile(workStation, write, ‘/export’), OR, 0
4 RULE10(NFS shell), AND, 0
5 nfsExportInfo (workStation, ‘/export’, write,fileServer),

LEAF, 1
6 hacl(fileServer, workStation, nfsProtocl, nfsPort), LEAF, 1
7 execCode(fileServer, user), OR, 0
8 RULE3(remote exploit of a client program), AND, 0

vulExists(fileServer, ‘\CVE-2019-12815’, ftp, remote-Exploit,
privEscalation), LEAF, 1

10 networkServicelnfo(fileserver, http, tcp ,80, root), LEAF, 1
11 netAccess(fileServer, tcp ,80), OR 0

12 RULE7(multi-hop access), AND, 1

13 hacl(webServer, fileServer, tcp, 80), LEAF, 1

14 execCode(webServer, root), OR, 0

15 RULE2(remote exploit of a server program), AND, 0

vulExists(webServer, ‘CVE-2021-42013", remote-Exploit,
privEscalation), LEAF, 1

17 networkServicelnfo(webServer, httpd, tcp ,80),LEAF, 1

18 netAccess(webServer, tcp. 80), OR, 0

19 RULEG6(direct network access), AND, 0

20 hacl(internet, webServer, tcp, 80), LEAF, 1

21 attackerLocated(internet), LEAF, 1

22 RULE15(NFSshell), AND, 0

23 nfsExportInfo(fileServer, */export’, write, webServer), LEAF, 1

24 hacl(webServer, fileServer, nfsProtocl, nfsPort), LEAF, 1
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Figure 10 The convergence time of ASAPT framework obtained by
variation of discount y and batch size
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