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processes are relatively slow, which hampers their application in scenarios requiring high real-time performance,
especially for embedded devices. To address this issue, a high-performance and secure optical fiber communication
system was designed based on the FPGA platform and the SM4 algorithm. The FPGA was used to implement the
MAC layer interface for SM4 algorithm encryption and decryption, as well as data transmission. Besides, an
optimization scheme for the hardware implementation architecture of the SM4 algorithm was proposed. The critical
path was shortened by employing a pipeline method, thereby improving the system clock frequency. Additionally,
parallel processing of S-box transformation was accelerated to enable efficient data replacement. To reduce data
reading delays, a dual-cache processing method was combined to facilitate easier processing of cache data and
significantly reduce packet loss rates. This scheme greatly enhanced system data throughput. Experimental results
demonstrate that compared to similar designs, the throughput of the SM4 algorithm encryption and decryption
module in this scheme reaches up to 25.6 Gbit/s, with minimal differences in resource consumption. Due to
limitations imposed by the 10-gigabit SFP+ optical module, the throughput of the entire optical fiber communication
system reaches 9.4 Gbit/s. For 128-bit data, the average encryption speed is 0.47 ps/bit and the average decryption

speed is 0.28 ps/bit, which can be applied to a variety of secure communication scenarios in the internet of things.

Keywords: optical fiber communication, FPGA, data encryption, SM4, pipeline
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