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Therefore, it is crucial to research detection methods for forged faces. Face tampering and forgery can occur
through various means and tools, leaving different levels of forgery traces during the tampering process. These
traces can be partly reflected in the image noise. From the perspective of image noise, the noise components
reflecting tampering traces of forged faces were extracted through a noise removal module. Furthermore, noise
attention was generated to guide the backbone network in the detection of forged faces. The training of the noise
removal module was supervised using SRM filters. In order to strengthen the guidance of the noise removal
module, the noise obtained by the noise removal module was added back to the real face image, forming a pair of
supervised training samples in a self-supervised manner. The experimental results illustrate that the noise features
obtained by the noise removal module have a good degree of discrimination. Experiments were also conducted on
several public datasets, and the proposed method achieves an accuracy of 98.32% on the Celeb-DF dataset,

92.61% on the DFDC dataset, and more than 94% on the FaceForensics++ dataset, thus proving the effectiveness

H9%

of the proposed method.
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Figure 1 The proposed noise-attention-based forgery face detection framework
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Figure 2 Comparison of features between fake and real faces
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Table 6 Detection results of the proposed method on
different datasets

BEE S ACC FPR FNR
Deepfake 98.47 % 1.73 % 1.33%
Face2Face 98.33% 2.81% 0.52 %
FaceShifter 98.25 % 233 % 1.17 %

NeuralTextures 92.93% 9.55% 5.07 %
Celeb-DF 98.32 % 0.36 % 4.10 %
DFDC 92.61% 7.95 % 729 %
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Table 7 Comparison results of computational
overhead of different methods
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F3-Net 41.63 MB 16.91GB 97.52%
A0 9.72 MB 5.08GB 98.47%
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