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Abstract: Reversible Data Hiding in Encrypted Images (RDHEI) combines image encryption and reversible data
hiding to improve the security and information transmission efficiency for the network transmission of images. In
RDHEI, the conventional bit-by-bit encryption destroys the spatial correlation in an original image and has side

effects on the preservation of embedding spaces. An approach for RHDEI was proposed, which utilized additive
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homomorphic encryption and a multi-MSB (Most Significant Bit) embedding strategy to create room within the

encryption process. The original image was divided into non-overlapped blocks, and each block was subjected to the

same key for additive homomorphic encryption. This helped transfer the pixel correlation within an original block to

the encrypted image block as much as possible. To enhance security, the encrypted image was further subjected to an

Arnold transformation on a block-by-block basis. The decision of whether data will be embedded in a block and the

embedding capacity were determined by the pixel differences within the block and the predicted values. When a

block was selected for embedding, a small number of LSBs (Least Significant Bits) were used to store the prediction

differences, ensuring reversibility. The redundant multi-MSBs were embedded with secret information by bit

replacement. For the possible errors caused by multi-MSBs prediction, an embedding position selection strategy was

designed by vacating MSBs in terms of the values of prediction errors, then more MSBs were reserved for those pixels

with less prediction errors. During decryption, the secret information can be accurately extracted from the multiple

MSBs of the pixels in a block, and the image content can be losslessly recovered using the number of embedded

multi-MSBs, predicted values, and prediction differences. Experimental results on the BOWS-2 image dataset

demonstrate that the average embedding capacity is improved to 2.58 bit/pixel, surpassing existing methods.
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MR i aa i
(2x2) (4x4) (8x8)
Lena 74455 7.999 2 7.998 2 7.997 1
Baboon  7.3579 7.999 3 7.999 1 7.998 7
Man 71926 7.999 0 7.998 2 7.996 9
Airplane  6.7025 7.999 1 7.998 2 7.992 8
Lake 7.484 5 7.999 1 7.998 5 7.997 9
Peppers 75715 7.999 3 7.998 7 7.997 4
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Figure 6 Pixel distribution histogram of test images before and after encryption
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Figure 7 Three forms of Lena and Peppers
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Table 2 Embedding capacity and embedding
rate of different large and small blocks

2%x2 4x4 8x8

W
g AN AR WA AR RA AR/
Zhbit  (bitpixel )  ZHE/bit (bitpixel ) Z¥E/bit (bit-pixel )
393
Lena 372793 1.42 547606  2.09 78 1.50
Baboon 62 348 0.24 115555 044 38589  0.15
215
Man 335091 1282 425940  1.62 023 0.82
. 494
Airplane 486 397 1.86 640 252 2.44 505 1.89
245
Lake 227330  0.87 368548  1.40 379 0.94
340
Peppers 327 585 1.25 515 602 1.97 781 1.30

e I TR RS R AL

(2,ux,uy + 01)(20'xy +c,)
(12 + 1 + ¢ + 11 +¢,)
Hrr, x5y ZoRMmkER, X E AT B Z K
SWEG L 5EEEEG T, Hr g 58 x 1Y
i, w8 YHPPME, 1R x W72, 12y i)

SSIM(x, y) =

(23)
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R IR, AT LA 70 B 0. 2 SSIM )
EBRGE 1, FoRmsk KGR B, infiE
ST 1, WHERI MK ER e R fEASC,
B A B ER S IR GG R Z F] Y SSIM B #%1E
T 1. AREMEEBRAFEHN, Tk ENE
BEFEHEG A SSIM {H 1, TEHEA—
Ffo 3 3~ 5 AR EBRAEAF TP
LR, AN 0 s 4 i B A A B
PSNR 5 SSIM {8, LK R I 2 4 5 ik
NEYPIN, e BEMEUG &R PSNR 5 SSIM
fH. MIEE 3. K4 FIK S5 /R, 7GRN,
A s s A B A R Ik BV Rt &
/5 ﬁﬂﬁ%ﬁ%*ﬁﬁﬂﬁkﬁ%MEﬁT
Wx?ﬁ%j(d\a?“ﬁ, B S R N 5 58 4
VEOM%STUEﬁ,é¥ﬂk¢ﬁ8X8
m, BREEEMMERREN. Ko, WHAEE Lena
HEEEM R EMR PSNR EH &S 71 dB. Kk, K
BREA, BBMREFER.

=3 MiREGREREEMN PSNR 5 SSIM(2 x 2)
Table 3 PSNR and SSIM for direct reconstruction of

test images(2 x 2)
BEEEM  HEEN B4AEN

PR

AR PSNR/dB SSIM PSNR/dB SSIM
Lena 66.85 0.999 9 © 1
Baboon 60.28 0.999 9 0 1
Man 65.21 0.999 9 0 1
Airplane 66.16 0.999 9 0 1
Lake 63.84 0.999 9 © 1
Peppers 66.89 0.999 9 e 1

I TR IR AE.

F4 MAEBREEEMN PSNR 5 SSIM(4 x 4)
Tab4 PSNR and SSIM for direct reconstruction of
test images(4 x 4)

bl ERERE HIREM wEeml EemEd
S PSNR/dB SSIM PSNR/dB_ SSIM
Lena 68.16 0.999 9 0 1
Baboon 64.21 0.999 9 0 1
Man 66.54 0.999 9 0 1
Airplane 67.99 0.999 9 o0 1
Lake 66.14 0.999 9 0 1
Peppers 68.40 0.9999 0 1

s TR IR AE.

#=5 MXEBREZEEM PSNR 5 SSIM(8 x 8)
Tab 5 PSNR and SSIM for direct reconstruction of test

images(8 x 8)
Lena 71.89 0.999 9 0 1
Baboon 69.41 0.999 9 0 1
Man 70.38 0.999 9 0 1
Airplane 72.13 0.9999 0 1
Lake 70.68 0.999 9 0 1
Peppers 71.66 0.9999 ] 1
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K775 Puteaux 25, Liu 2627 Qin 2512
% Wang 25207 135470 b . Puteaux 25
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I FH v b AR 5 AR AT L AR B AL F 48 e ik g =t
AT, HE BN E T LA N E 5 g5 &
AT T BN, HART Liu 2050, 1
RANEIRTF T 0.28 bit/pixel. Wang 252075 L) 7
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Table 6 Information embedding rate
& BB /(bitpixel )
G
Puteaux Z'*777%(RRBE)  Liu %57 %:(VRBE) Qin %770 VRBE)  Wang %177 9:(VRBE) iR
Lena 0.987 1.6052 1.8413 1.6947 2.0889
Peppers 0.9929 1.6347 1.8191 1.5844 1.9669
Boat 0.9913 1.5584 1.9121 1.6733 1.9793
Lake 0.9914 1.405 1.4725 1.2802 1.4059
Barbara 0.9859 12165 12753 12714 1.5447
Avg 0.987 1.484 1.664 1.5008 1.7971
BOWS-2 0.99 1.68 2.06 222 2.58

T RS A

ACAE BOWS-2 BT 3R N #53 2.58 bit/pixel,
FHEG B3R STk AN T, F KA ST R
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Figure 8 ER on 500 images randomly selected from BOWS-2 database
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Figure 9 Direct reconstruction performance comparisons
with the methods
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