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of the economy. Digital image watermarking technology plays a crucial role in the field of financial information
security, and the anti-screen watermarking algorithm has become a new research focus of digital image
watermarking technology. The common way to achieve an invisible watermark in existing watermarking schemes is
to modify the carrier image, which is not suitable for all types of images. To solve this problem, an end-to-end robust
watermarking scheme based on deep learning was proposed. The algorithm achieved both visual quality and
robustness of the watermark image. A random binary string served as the input of the encoder network in the
proposed end-to-end network architecture. The encoder can generate the watermark information overlay, which can
be attached to any carrier image after training. The ability to resist screen shooting noise was learned by the model
through mathematical methods incorporated in the network to simulate the distortion generated during screen
shooting. The visual quality of the watermark image was further improved by adding the image JND loss based on
just perceptible difference. Moreover, an embedding hyperparameter was introduced in the training phase to balance
the visual quality and robustness of the watermarked image adaptively. A watermark model suitable for different
scenarios can be obtained by changing the size of the embedding hyperparameter. The visual quality and robustness
performance of the proposed scheme and the current state-of-the-art algorithms were evaluated to verify the
effectiveness of the proposed scheme. The results show that the watermark image generated by the proposed scheme
has better visual quality and can accurately restore the embedded watermark information in robustness experiments
under different distances, angles, lighting conditions, display devices, and shooting devices.

Keywords: deep learning, robust watermarking, screen-shooting, visual quality, just noticeable difference
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Figure 1  Application procedure of screen-shooting watermarking
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Figure 2 The proposed end-to-end framework of screen-shooting resistant image watermarking
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Figure 3 The architecture of watermarking encoder
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Figure 6 The architecture of watermarking decoder
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Table 1 Average PSNR, SSIM and LPIPS of
watermarked images

HE PSNR/dB SSIM LPIPS
StegaStamp!'®! 27.24 0.902 6 0.0511
AT a =1.5) 28.64 0.967 2 0.009 9
ARLFE( o =1.6) 30.56 0.968 0 0.009 3
RILFE(a =1.7) 31.76 0.9740 0.007 5

MEHFATLLE H, A Ca=1.5)
StegaStamp, PSNR H*F#{E$E S 1 1.4 dB, SSIM
(K FHAME R T 0.064 6, LPIPS [P IME FEAL T
0.041 2, HHULRI WL, ASCHEVEAR R g A 1 KED
EURIAL & B 8 FIH T R DL &% 4 Fhys:
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Figure 8 Comparisons of visual quality for watermarked images
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Table 2 Extraction accuracy with different digital noise

attacks
ARSI
Bk A Bk
gl ‘92
4/5 97.15% 96.12%
3/4 97.15% 95.15%
" 3/5 97.18% 97.09%
R
12 97.00% 94.17%
CHRTRCER)D
2/5 96.70% 94.17%
1/4 96.42% 93.20%
1/5 95.55% 89.47%
13 97.03% 96.12%
— 15 96.54% 96.12%
= A
17 95.18% 92.23%
CrfTZ RN
19 93.05% 80.58%
21 90.96% 67.96%
40 96.30% 90.29%
50 96.63% 94.17%
JPEG JE4i 60 96.75% 96.12%
CRERFF KD 70 96.69% 96.12%
80 96.91% 95.15%
90 96.88% 97.09%
20 x 20 97.09% 97.09%
40 x 40 96.94% 94.17%
ek 60 x 60 97.21% 98.06%
G ETIX IR 80 x 80 96.91% 97.09%
100 x 100 96.18% 97.09%
120 x 120 94.45% 93.20%
10 pt 95.93% 90.29%
- 20 pt 95.27% 87.38%
pYARZ 9
o 30 pt 95.33% 90.29%
CHE 6 %8 %)
40 pt 94.66% 89.32%

50 pt 94.57% 82.52%
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Figure 9 Screen-shooting experimental environment
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Figure 10  Screen shooting images at different shooting distances
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Table 3 Extraction accuracy with different
shooting distances

Pv gy

&
HAHEIE BY/cm
StegaStamp!'*! RHEE
20 83.33% 100.00%
35 100.00% 100.00%
55 100.00% 100.00%
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Table 4 Extraction accuracy with different shooting angles

& & & & & & &
Eigkzwii)i 3
Kang 2569 Pramila 2! Nakamura 23" StegaStamp!'®) AR

+45° 58.89% 55.28% 83.69% 99.22% 100.00% 97.19% 100.00%
+30° 72.17% 57.00% 86.81% 99.22% 100.00% 97.19% 100.00%
+15° 80.47% 54.88% 77.73% 99.48% 100.00% 97.19% 100.00%

0° 67.50% 55.95% 84.56% 99.74% 100.00% 96.56% 100.00%
-15° 74.31% 64.03% 86.13% 99.74% 100.00% 98.13% 100.00%
-30° 73.52% 63.48% 83.69% 99.74% 100.00% 98.13% 100.00%
—45° 80.08% 71.39% 84.17% 98.69% 100.00% 97.19% 100.00%
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Figure 11  Screen-shooting images at different shooting angles
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Figure 12 Screen shooting images at different illumination
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Table 5 Extraction accuracy with different illumination

& & &
't R lux
StegaStamp!'®! ACE:
50 100.00% 100.00% 98.75%  100.00%
150 99.74% 100.00% 96.56%  100.00%
500 99.74% 100.00% 98.75%  100.00%

%6 TREIRE FHIRIUEHE

Table 6 Extraction accuracy with different devices

B e £ &,
iPhone XS 96.56% 100%

EEEE S & Xiaomi 11 97.44% 100%
HUAWEI P40 Pro+ 98.18% 100%

MacBook Pro 2019 96.56% 100%

Bk Dell G15 5511 98.18% 100%
AOC 12490PXZ 98.32% 100%

ENGIEEE 35 & RiUR =8 S M P N E{EEF
IR 2R 70 He 3 AN el K74 B35 R e 4m 5 R B
i, BRSPS, oS, ik rE
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fiiH MacBook Pro fEN &R, 47l H

iPhone XS. Xiaomi 11 1 Huawei P40 Pro+7£ 150 lux
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Figure 13 Screen-shooting images at different shooting devices
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