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Abstract: Oblivious transfer protocol, an important technology in secure multi-party computation, is the research

hotspot on network and information security. Based on the bilinear pairs and the difficult problems on elliptic curves,

an efficient 1-out-of-N oblivious transfer protocol in the semi-honest model and in the standard malicious model

were proposed respectively. The protocol in semi-honest model was designed. It only needed two rounds of

interaction. The receiver needed two times of bilinear pair arithmetic and one time of multi point arithmetic, and the

sender needed n times of multi point arithmetic and n times of modular exponentiation. The security of the protocol

was based on the discrete logarithm problem on elliptic curves. A zero-knowledge proof protocol and the oblivious

transfer protocol in the standard malicious model were proposed respectively. The oblivious transfer protocol only

needed four rounds of interaction. The receiver needed three times of bilinear pair arithmetic and three times of

multi point arithmetic, and the sender needed n+1 times of multi point arithmetic and n+1 times of modular

exponentiation. Besides, it can resist malicious behaviors of the party. The results show that the average running

time of the protocol in the semi-honest model and in the standard malicious model were 0.787 9 s and 1.205 6 s

respectively, which can further demonstrate the efficiency of the protocol.

Keywords: oblivious transfer, fully simulation, bilinear pairing, zero-knowledge proof, secure multi-party computation
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