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Abstract: In recent years, network traffic increases exponentially with the iteration of devices, while more and more
attacks are launched against various applications. It is significant to identify and classify attacks at the traffic level.
At the same time, with the explosion of Internet of Things (IoT) devices in recent years, attacks on IoT devices are
also increasing, causing more and more damages. IoT intrusion detection is able to distinguish attack traffic from
such a large volume of traffic, secure IoT devices at the traffic level, and stop the attack activity. In view of low

detection accuracy of various attacks and sample imbalance at present, a random forest based intrusion detection
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method (Resample-RF) was proposed, which consisted of three specific methods: optimal sample selection

algorithm, feature merging algorithm based on information entropy, and multi-classification greedy

transformation algorithm. Aiming at the problem of unbalanced samples in the IoT environment, an optimal

sample selection algorithm was proposed to increase the weight of small samples. Aiming at the low efficiency

problem of random forest feature splitting, a feature merging method based on information entropy was proposed

to improve the running efficiency. Aiming at the low accuracy problem of random forest multi-classification, a

multi-classification greedy transformation method was proposed to further improve the accuracy. The method was

evaluated on two public datasets. F1 reaches 0.99 on I0T-23 dataset and 1.0 on Kaggle dataset, both of which

have good performance. The experimental results show that the proposed model can effectively identify the attack

traffic from the massive traffic, better prevent the attack of hackers on the application, protect the IoT devices,

and thus protect the related users.

Keywords: traffic analysis, 10T, intrusion detection, random forest, unbalanced sample

0 5l

UTEEAE, W2 AT AR TG AN AT kb ) —
oy, MR MIEEAT AR Z, BT
B AT AAWIGE 2, K& A Ao i i 0K
AT AR R M. 25810 IDS. TIPS, Bl ki, &
BRI SR HE T RS DU (1 8 45 AN R R B FR ZEN
NHERIN, AR Bt AR, A RAAEH
Mo PRI, JETHLAS S S 1 o IR A 7 VR IR
T R S T A )

TEMIZE R IR G IR —E sy, 44
KEB I & IR R, BT DU AP 2E 43 28 i)
e BT, ASCEAR MY M A, TR
R B0/ INFEAR IR EUREAS B AR AN~ F A 5580 1 R

HRERI MBI, FE T FR 4% R I %
VRFETR I iy, AR SCR AR T S A L ) T i
B, SHREATRAESRIL, B X (AR R
TEEAT B 4E, TEARPURAS B RTHE T PR 4E
B, RIT PSR R RHE ks AN )E, BB E
W FEARAN T A, Wit T A FEREAR T
BEMLARMALRY, 48t T5 Bl R E A T
X, N KEEBURFESET B, Rk iz
TR ®a, Wit T 2R REnE B0
KB RZ A Ko s . &SR
UE, ASCRTI 7 A B AUR, ARG
K1 e B 1) 1(a) Btk i BB L AR PR 7R
(FI AL TR Y

FHECAE G 28 s NARRTI, 0EEM (ToT) A
R EE BT —M, XA — PR B 7 0

AL L. ToT ER%E £ L DoS. Botnet
RE, BT B EST, ILEVISRE AN
ARSI R R B HIRHIE . ToT B P AL B
J7 % LL HTTP. MQTT. CoAP thil 3, #ifk
SN E D VCE AT M. Kk, ToT ANARAS I FE &t
XX JURR RS R 53 AR AR . AR 5 R X R A
T R ERAAAEAPE R, e
K, FEIAER AN XTI e, AW
T FE R NIARM (RF, random forest) B A%
6 A ——Resample-RF : £ 5%F 7 it EAFEA A
SPA6T 17 8 DL R AR AT K 0 3k 248 ] iR P et B L
WAL, XD BTN R, 7R
EIEARE; SRS TRMERFFRER 2 5
KoL, H—BEm TR,

1 HXIE

B N TR RS K, ML I e N RA
kR 2 N, HHR S A AR R R
A SRR R 228 X 2 S Y, B R > R B B AL
PRARUIRR T f5 5 P (KRR, ) PR AR TR 4 ) v 56
A, RIS FRCRFUESRE . 2% i
P2 R JE T o 2 W 2% 1) 22 43 20718,

TENZAT ISR O 1 2 = H IR By
P ARERECHR L TR SVM S il 5
%, BRI AL SVM 502Kk, Wang
SR S TR 2 2% N AR A AR R, SR
e T N T 28 ) 25 RN BEDR 5 2R 1) FC-ANN
Tk, ZITIERE IR mAR RS B, 7E CUP99 #i#iE 4k
EIEFN0.99 FIHERTZ o bR SRR 3T LSTM



s 132 W 2% 545 B 2 ARk

H9%

BOERIBEBL
e zeek T H AR
FERHAFAE T HARAFE VRS EAFAE
SFEAS
L e
FRHAE ST
EZiEN
ki)

(a) BEfRAL AR

S

(b) 43 FAERIIR /3 4 B AR

[ Rl PR 34 Sl

Figure 1  Overall structure of detection method
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