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Abstract: As one of the most widely utilized censorship circumvention systems, Tor faces serious Sybil attacks in
bridge distribution. Censors with rich network and human resources usually deploy a large number of Sybils, which
disguise themselves as normal nodes to obtain bridges information and block them. In the process, due to the

different identities, purposes and intentions of Sybils and normal nodes, individual or group behavior differences
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occur in network activities, called as node behavior characteristics. To handle the Sybil attacks threat, a Sybil
detection mechanism integrating physical-social attributes was proposed based on the analysis of node behavior
characteristics. The physical-social attributes evaluation methods were designed. The credit value of nodes
objectively reflecting the operation status of bridges on the nodes and the suspicion index of nodes reflecting the
blocking status of bridges, were utilized to evaluate the physical attributes of nodes. The social attributes of nodes
were evaluated by the social similarity, which described the static attribute labels of nodes and their social trust
characterizing the dynamic interaction behaviors of nodes. Furthermore, integrating the physical-social attributes,
the credibility of nodes were defined as the possibility of the current node being a Sybil, which was exploited as a
guidance on inferring the true identifies of nodes, so as to achieve accurate detection on Sybils. The detection
performance of the proposed mechanism based on the constructed Tor network operation status simulator and the
Microblog PCU dataset were simulated. The results show that the proposed mechanism can effectively improve the

true positive rate on Sybils, and decrease the false positive rate. It also has stronger resistance on the deceptive

H9%

behavior of censors, and still performs well in the absence of node social attributes.
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Figure | Basic components and communication flow for Tor
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Figure 2 Tor bridge distribution system model
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Figure 6 ROC curves of the proposed mechanism under
different weight coefficient setting strategies
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Figure 7 Impact of predicted Sybil ratio on detection performance
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