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position in both military and civilian scenarios. The entity authentication and key negotiation mechanism can
prevent the malicious entities from joining the integrated network to steal users’ privacy, and guarantee network
information security. In view of the characteristics of the high satellite-ground transmission delays, exposed links,
limited processing capability and dynamic topology of the integrated network, a lightweight authentication scheme
between satellites and ground suitable for double-layer satellite network was proposed to achieve a secure satellite
networking architecture with session keys to protect data transmission. The scheme was based on symmetric
cryptographic system, using lightweight cryptographic algorithms and introducing group key and hierarchical
management mechanisms. The proposed scheme included three parts: inter-satellite authentication for geostationary
earth orbit satellites, layer and inter-satellite authentication for same low earth orbit, and inter-satellite authentication
for adjacent low earth orbit satellites. The group key and hierarchical management mechanism improved the
efficiency of inter-group information transfer, reduced the authentication pressure on the ground control center, and
enhanced the authentication security strength by realizing double verification in the three-entities authentication
protocol. Different from the previous single scene authentication, the proposed authentication protocol took the form
of multiplexing authentication parameters, which can realize the authentication requirements of dual scenes in one
process. The results of Scyther, a protocol formal security simulation tool, show that the proposed scheme achieves

secure access authentication. Compared with existing protocols, the proposed scheme improves authentication

security and reduces communication and computational overhead.

Keywords: satellite communications, double-layer satellite network, authentication, symmetric encryption
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Figure 1  Satellite system model

Mo 2§ 0 (TCC, telluric control cen-
ter), fEfifm Pl LEWUERT R 21 S0 Bit=
Y., PIESHEEE, ERETEEVER
ERY . R EE Al iE %, SR E s AR
(=] DA IE FE 7 PR A 56

LA, fERMVGELRES, SERMGAEL:
EAS RS, AR R M2 TE AR . ML A IE G
FIAEN N 7E R EAEE R, A Re LA
WIEFT @ K &y P %, SUIESHEE R,

FeRANIEAR R, 2R A7t B IR i 8, SEk
PR AR [B] A E M L RIS 56 o

R TR, ERERSIEEH, ERHER
EAS B A IE W) S AL PR A 6 o
12 it R

BEXT XU T W 2% (3 e /7 oK, AR SOl
BAFHEUT 4 Dilfe: EMp B, @R R
AR TEIERT Be s 2 R) AT [F) A TE (IR 22 Ta]AGIE
B B UL SAH AR A TE AR A T AERY B, FEACIA
AR 2 .

UNTRERS

s
:

JZ B RIS
TRHTLR FITAGE

HHAR LIS fIRHL
TR FAE

)= J
K2 BAERTE
Figure 2 Overall certification process

R AR T T A TCC e L2
WM, T TR SRR TE R AAE D)
W HUESH . BHSHEE, DT RSk
WIE. B 2E% 8, REBEZE. K, &
HMUELEAM TCC MEE— K% H, (LR S
EHEmP LRSS S,
L EAEE TCC MM E—XKIH%H, s
BYH TCC HT KL ZaHEm I LE R
B AURERAE, KSR, B K5 E5
TAE, F-BEHTAES TCC ERmiL TLEEH
WIE R, HAREHL TR SR E TR
B TR GIE o 3 T R 2 TR GIE R R e U
r L TR A I R B RS S AR TR A KA
LR, R TR R M BB K S =




©22- W2 55 (5 B 22 Al

H9%

R L TR 3 R (R AN R B T TR
EHHAT SO AE . o, EVGEE T mH 1
SRR T2 A S S A A A E AR A
2 SR R B R MR GETES,
RS 5 T T NI B o S 1) J2 TR 4 0 %5 AR
BB O ATE A R (1] 218 %80, Bl DR
(17 5 A3 VUE A4 LRI 1] 2 138 2 6 ) e 5 21 e 1)
mL PRSI A FEAA S, R R EEUE AR
DR R R e RS, AH AT ILTE ) I
BUTE, fE] AR & TR 5E A AR L
B R TRIE

2 G

21 DEFEM

TERS DR, % TR BH hirRE
SATE K HE . SH0E Lk 1 PR,

x1 BHEX
Table 1 Parameter definition
SHATR TE X
MsgKey,, HEE
MainKey,, , / MainKey ,, TiIL A
Keer ! Kig 1 Ky 1 K SAEH A
SSID TEMT SRR
Tog I} )38
AK T B R ¥ £4F 7 51
MAC VH S IAETS
RES UNTELGINEL
AV WAIE 7] &
Token WIE A
Enc, () BT HH K o EEs
KDF() BT o K e R
Decy () TR K MRsiEs
A MERSE SANR 2N ATk
5 AN SR A= B bR 4
L@l For w5
L TR L TRRERER

Bl 3 AN R E MR, B Rm .

1) TR [ R S i

2) VM R AL R S S R AR A TR B A
WD, SRJEIREU [AIBR T, AR MHEFAH m
Al ER TCC 5mil R G, 1+ % H

MainKey, ., =KDF(m,ID,,T)) . m3l LE G, 5%
T L, 7] 3% 4] MainKey ,, = KDF(m,ID ,,1D,,T,)

3) VEMHEH (D, MainKey, ,,MsgKey ) «
(ID,,MainKey , ,MsgKey ) 77 5 A XF B ) = 5
PRI DA, JFAER MY N A H
(ID,,MainKey,. ,,MsgKey,,) « (ID,,MainKey ,,)
MF S INE. MsgKey,, K78 TCC 5l LE
HEME] AURE B, MsgKey ,, Fon i IRPLILERE T
SEERHEEN.

G, TENHS TCC

D MR
2) H5%ID, MainKey,,
3) JE M 2 3) JE M
=ID\ MainKey. MsgKey IDv MainKey- Msgl(ey=

E3 iR MR
Figure 3 Registration process of GEO
22 ST EEHFNEEHAEY

N T RS A R AR MRS, RO

i PR R ES TCC 58 BUR HE, AR

TR T e TR R R T UGN T K
2. WA MER . HE, REITINIEER S,
I B bR R B bR, AT R S
BERAE; IR, TCC HEEF R K =24,
BIREN DE SN, BRRIE, BRLEE
() Ry A A S T H A A 8 H b A AR,
H bs B RIUR (B 2 5% 80, IR e RN A R
BERETT PR, B, RETT 56RO R A
E, RIS (RAUEM RAE 4 H bs A, 56 BUR [H]
XUAAUE AN GBI o AR5 43 il %k B2 s DA IR AT
TR B AL RIGIEEAT A28
221 HIE ERWIANE

BT TR AR I SRR I R, i
AR PR U 58 . RIAT 58 BSOS m1 DA IE () 22 4= 75
R, HIE I A e G 1 A SeRg s B GIERE
FE e 25 [ 2 3 AR 20T, Al A R
IR E 4 Fs.

1) "mAEE G, ARBENE -, FRIU )
Tyac » A H B IE RS MAC = f;(MainKey,,,
muhﬂ%:ﬁ%%MEmFﬁXM&
f,(MainKey,_,,ID,,r) « B H & & % 9
K, ,=KDFMainKey  ,,ID,,T,,..);: X5, 1if#

sec 4




%1 WHEE. BhE XU TR I 4 0 L R R (3] AKA PR © 23

W\ IE [ 8 AV = XRES|K,, | Token , J& v,
Token = r[MAC ; #J7, WK A8 T,,, » [ TCC
ﬁ%mﬁlﬁXTokenHEncMngey LD, Tyuc T o

G, TCC

AR B T REALEL

MAC=fl(MainKeysecA,lDA, TacsT)

XRES=f,(MainKey,..,,ID,.r)

K...~KDF(MainKey., ID T iac)

AV=XRES||K,, A||T0ken 1) RiEiEk

Token=rMAC Token|[Encye, (ID . Tyac. Ty )
IAEH OB BB PE T
I IEXMAC=MAC
HRRES. K,
2) KIERES

BHERES=XRES - )

4 LR R HIAER R
Figure 4 Satellite-to-ground certification process of GEO

2) TCC FRAAIE A O B USRI ()i 3R, SRE &
A5 SRS A8 e, R ID, ALK
T WAaKME, FEHLET,, -T, <AT,, CHHl

msg msg msg

WA T, , BB AE AT, Do 240 255 1FI,

W5 B s Hdl 0. Bdu O 4 ID, AR

PEERE. mRRERIEAEL, HENIEE

G

B

MAC=f\(MainKey..,,ID,, Tyic.r)
XRES=f,(MainKey,,.ID,.7)
Ko K 1 Token—i||MAC
%’JEHKHTIEHEET

1) SAE R Token|[Ene(ID, SSTD . Ty, To)

WIEZ b B, K 3 = 8% 41
MainKey,, ,,» FHMAUEIFIHEEHFRI © T s
T XMAC = f,(MainKey,,. ,,ID’,,T'\jac»7") » BUE
XMAC=MAC &AL, MR, TCC 58k
R TR G, BB A

b5, $2I8A4E R XRES ALK, , FO 5 0 5
i{H RES FlEM 2 TE % K, » ¥ RES Ki&%
HTEG, .

3) FHLTE G, %IF RES = XRES /& 75 %7
MR, Wl LR G, 5 TCC KM A
WEMSTEEADE. s, &3 IEG, 5 TCC
KHSIEEHA K, A EHEE %4
222 FHIIE R Hfe B AAGE

RSB A R M R, 7R B
EINEEREMWIEZ 5, HAmEEFRET
TR B AR [RGE . S FE A5 B EE )
mEVER, — kS T RN S LR TTEE
5 TCCMEHIE, 55— J7 it 4 A8 BAR
A] 58 AR R (B RT A6 4 NUGIE, Wil 5 B .
NTETRR, B Ei LR G BT % eR A
HAERE, SR Gy AN AL,

TCC

Ty)\ﬁ*@?ﬁﬁ{ﬁﬁ%ﬁﬁ T e
K iEMAC=XMA

ERERES, K.,
INEH L2 BRK

- DB
Enc(K

JNIRES

AB> HXR}- S

BV BTk
EHEK
é‘EﬁECMAC Enc(R,RES)
3) kit
N CMAC

R HIIE XRES=RES
A4 RES,=/(K ,.ID,.R)

4) Bk
RES,

A I IEXRES,=RES,

Bl s TR A HORUR AR R

Figure 5 Satellite-to-ground and inter-satellites certification process of GEO

1) =R G, ERBENLE -, SR ]
Tyne» HEHMAC = f,(MainKey,, ., 1D, Tyuc7)
XRES = f,(MainKey,,,ID,,r) « /& Hb 2> 1 % 5

K., = KDF(MainKey__,,ID,,T,,.) 1 & [f] £ if
EHK ,, =KDF(K__,,ID,) « 5, {EAGINIE R &2
AV =XRES|K,, ;| K ;5| Token , Token =r|MAC.




o4 I 515 .5 A 2 A

H9%

LR G, JIEINIETE K Token|[Ency ., |
(ID,,SSID,.T,...T,.) % TCC. SSID, Jyeiih T

B G BARR, T, NI

2) TCC i I 5., #IWT ID, . SSID , /2
BER T, RTWET,, -T, < AT, . Bt
OARYE ID, B GG . 75 PERAEM A
WEZ ks B0, 5 %4 MainKey_ , » ERITH S
I UE Y XMAC = f,(MainKey, . ,,ID,, T, .r) » %
IE XMAC=MAC &5 L. WAL, 5
i RES = f,(MainKey,,_,,ID,,r) F1 2 #1215 % 4H
K, , = KDF(MainKey,_,,ID,,T. ), FifiJ5¥ RES
A E L

WIE O AR 4 SSID, 248 H A T2 1) & 4
ID, FIEMSAGEH K, A TR R 2%
K, =KDF(K,_,,ID,) , #INE RS Ik
BHIERTE AV =Enc, (K 5. Txees)|RES » 4
AV' RIEGHHIEEG, .

3) BMIVTPREG, FIH K, SR T F
W7 7595 2 Toppes — Ty << AT s SRJF > LT
G, EIREEHIE R, 115 Cypc =Ency (R,RES)

$ C,p o FOEATEER G, .

1) PAEFEREnc(ID,SSID, T,,.,.)

4) VPR G, MM K, i #4535 R MIRES ,
BOAIF XRES=RES &5, MR IGTER ), =il
PR G, R s LR G, 1 TCC B MAE. 24
J&, HRES, =£,(K ,,ID,, R KIELFHI PG, .

5 mMIEG WHWERFE, HHE
XRES, = f,(K 44,1D,;,R) - @154 XRES, =RES, ,
mEL R G e LR Gy I AE, B
PRI IE IS A 1 7 56 o
2.3 RiEFEHERE I E BN ERYL

SERC R TR B R [RIWGIEfS , TCC FIH]
WIE FE P L ) R o1 5 8, 2t s
PEESERATEMNERENEE, G EHMTE
RS0 1ID, « KL% HH MainKey ,, DA AHFZH
A MsgKey, » FH5 05 BT B 4315 BT 91 3E
EEIA AR D EN SO, e, =
TR AR T AT 2 R A R P A T
EEEFRINT .

o, RLEE LFHELESSEEG, 5%
BUZFAAIE: ok, sl E G, 70 KA
M RS B R FERRM R L B)S
L AL, A AR B 52 B R FUE AR LA TR IA
ik, WAEWE 6 s, BiEILE G, 5T

12 HIAE

O T,

TAE H Ly B TE Y S BT

AR TRV T BB B
MAC=f,(MainKey , .ID,Tyjzc.7)
XRES=f(MainKey .ID_r)
AK=KDF(MainKey,.r) !
K ~KDF(MainKey D, 7, #AK) !
AV=XRES||K || Token

Token=r|MAC|| Tyac ® AK

! B 2) Kk i£Token
| B R
| BHIEXMAC=MAC
AERRES, SEEEHIK, 3) KILRES N
o BERESSXRES ]
1) BREAV ERAV REIAE |
REN BT i
| o D RECu RIK, , A Cunc
| ARK, ’ :
' BIEMAC=XMAC :
! 6) RiLNERES l
VRIEMERES oy e |
HRES=HXRES |

K6 2 im0 RBLE AL A LR
Figure 6 Layer and inter-orbital certification phases of LEO



1 RS, RS U TR R4 S R 18] AKA RS © 25

B L BAERRRNAE, SRS EIK,
ORI

1) R TEE LRI (A8 T, » [P R
G, R IEAE W R Encyy,, (ID,,SSID.T,.)
SSID, ARE TR L, () HbRiR.

2) mPLEE G, M MsgKey,, fift % INIETE
K, FIWrID, . SSID, &AM, HT,, -T, <
AT, » f&i% 1D, 5 P2 G, KB .

o b O MR EE ID, EBUR ER AW G, 5 L
K, REWR, AR B0, S
%% MainKey ,, , A BENLE . SRR A] R
Tync » “E L MAC = f,(MainKey ,,,ID,, T xc»7) ~
XRES = f,(MainKey ,,,ID,,r) « B [A1 8 {73 5 51
AK = KDF(MainKey ,.,7) ~ JZ [ $t % % #
K ,, = KDF(MainKey ,,,ID,,T,,,. ® AK) - %A )5,
HIFBGNIE# AV = XRES||K | Token , HHi,
Token = r|[MAC|T,,,. ® AK . F#L DR G, Kik
Token IR L,

3) K& A L )\ Token HHEHL r , 115 AK ,
BGAE R B Type =Ty < AType « ANHE, &
1EIE ;s &M, oF 5B B 5 E i XMAC =
fi(MainKey ,.,ID,,T;,,.,7) » ik XMAC = MAC
ST o A BCIACTIE WE BB RES = f,(MainKey
ID,,r) « JZIA] 3k % $ K, = KDF(MainKey ,,,
ID,, T, ®AK), K RES KIXAHHNLEG,.

4) FH AR G, W®IF RES=XRES , &Ik, &
MR G, ML TR L2 EAIETE .

MW SSID, , IR G, B HRNS L & 35
BID, AR K, BRI AR Typs » ZE AR
R TE L, HUYIHI AL N HXRES = KDF(K
XRES) . ¥R [MIL %P K, =KDF(K ,,,ID)) ,
& MOAE 7] & AV’ =Enc, (K, HXRES, T,
MAC), AV’ BIERRLLEL, .

5) IRMERE L, MK, ERE] Ty -
Ty < ATes » FIWOR T2 Tiees — 1) < AT e
AR, RLEE L MRS EY K, Ak
Curc =Enc, (MAC), 2RJEHE Cypo KIELRIL L

& Lo

(6) RFL TP A LR Cy i TEIRARF 7
EAERIRPUR RSB K, o BRI K, R
Cync» WRIRZESRFIMAC = Cy» MSERNT
R EE L FAE, FVOMLEE L L i1
SER Y K, o B, TH3EFRI% Enc, (RES) %
RAERL, .

7) R E L R % 43 B RES , IFHE
HRES =KDF, (RES), I HRES=HXRES, i\

ERT . WAESI G, (R PR L SETEEG,
MH K, %A B RG24, [RTE
L~ LT K AT EP R RPUE R T2 R
15 24
2.4 HESPHERE D ZEEINEME

N R R TR BRI R G, A SRR
R TR S AT BIALREYE Bl 2 R, AT BLE
I AT A AR FUTE AR B TR 1) AE DL 3T 22 4 1)
WG . BT AN [E A PUIE AT AE H R — A B
A EPUE R, A AR B AR A AR
W8 BT E 58 B T VUUE 1R s 00 T 58 okl
WIES Z R .

w7 fos, BRIKIEER L L 4 5lET
LR G, . G,, ERMH TR EEIZER
IR R T8 SR S A I E R B e . IR
R AR LREWIEERG R TR G, thE
PR A A SR PE IR PR R 215 % 2R
Ja, mV LR Gl e DR R B R K da
HMTPREG,, MmTEG, B ZREERERAT
BL; &b MRUPEL. LETEIWTPEG,E
FS IR 21 2 AR S8 U BLIE . APERANT

1) R L3RI (A8 T, » [ TR
G, KIZIE S R Ency., (ID,,SSID,,T,,) »
SSID, MKHL TR L, ) 3 bRk,

2) IR G, A MsgKey,, fift % IAIETH
R, FIWTID, . SSID, R EH M, T, & 5L
T — T <AT,, . WHLEEG,HHEID,, NEH
ORFCEHHEMRERHK, , RERE
SSID, AT M ID, , AR R TR AL 2
K, = KDFK,.,ID,.T, ). &5, ML PEG, 3K
BT, FIFHEILEG, . G, MaiEs

msg’



©26- W2% 55 (5 B 22 gl B4
L, L G, G,
I IEHAT e 1) YIEH3REne(ID,SSID, 7,,,,)
SR AT
ERIEEHGIK,
—— » ki TR, ,

Enc(K,J|SSIDJI7,.,.)

Enc(K |ISSID|T,,.)

B eI VBT etk

HIK,, HWMAC. XRES

4) K% Token ﬁ#ﬁiToken
s
BiF XMAC=MAC
AR RES 5) 3%RES
K FRES=XRES

7 HHABHUE R TR FIESR
Figure 7 Adjacent orbital certification phases of LE

P K, K Enc, (K,,SSID,.T, ) & i 45 B B
EG,.

3) MR G, R, HIT,,, FIRHH SR
Vo SRV, SREUNTAIER T, . » PR AIR R K
LR RHL A L, JOEH B Ency (K,,SSID,, T, ) o

4) PR L s e, I T, &
T —T) < AT, - FF&E2ME, HR4ESSID, $
BRI ID, o EH O A B ALEL -, AR R
MAC = f,(K,,ID,,r) « XRES= f,(K,,ID,,r), &
JEpk Token = r[MAC, #RJ5 k3% Token 45 L, .

Sy WHEMEHMU LR L. [ EEEH
K, =KDF(K ,.,ID,.T, ) » fR ¥ HIH Token o
K r b 5 XMAC= £,(K,,ID,,r) , 301
XMAC=MAC f& %5 . WIS, M5
H RES= f£,(K,,ID,,7) »

6) DELIMFERESHTEL , TELRIE
XRES=RES /&5 AL o 45 B 58 AR T2 [H]
(R AH LA E AN 25 AP

Fh, RSB EE R PRI DR s TR —
AN EEYE, A AR E () i s A
%1 K, [|SSID,|| Ty « WIS, L AL, VTR 2206
P K, R IEE S 2 a1k

3 REMSH

3.1 FERRUREMSTT

(1) XA AR

DA TR R MR B TR e, i LR
G, 5 TCC 11 X [ & fy % iF 4 7 @ i

XMAC=MAC . XRES=RES 5¢&, AR H A
KIASL %5 MainKey, , A BeAE A RE, ELINHA]
BN BEATLECH TR 00 26 A1 A i 52 BORUA] B 47 A
iE, K AT AR Oh s s ee Bt . M P A G,
IR Cuac K3 B W) 2 105 25 400 2% 1)
RES=XRES ¥ iF sl L2 G, 150y, RAHE
K, W EEABAEBMNFSE Cuac; FREFLTEG,
IS IIE RES, =XRES, R4 56 18 5 XU #1145 48 [
FAH K, 5RO B AIE -

(2) PrEmBS

SR FAETH 2 BRI T TRDBR I 5 v SR AL 2
FEBd . DL PR 2 AR AE A, &
MR G, ANIEERFEIN T, » TCC T LALLLE
KIS R, HATm. R G, G, %
IS TCC PRI TR S5 T es ~ Tnc A5
HERBIEE BN .

(3) Pt DoS Hil;

i A R IEVAETE SR TSN T, RARAIEVH 2
B, ELHE SRUGIE R T2 B 4 — e
P MsgKey , INE, (45 F LK T2 50 A REw
W 2% P9 ) PR SRAS,  BEATOAUE ) TR AT DU I
P PR A BRARVE ISR, LAEHT DoS Hiifi o

(4) BRI

DA T B AR R AE ], s AE
OAELTEE G, W% K., = KDF(MainKey,, ,,
ID,,Tyuc) T ILEEEHE HEMR, BT T
R H it LRI TR 5T LR G, fsil
TEG, M EHEY K, =KDF(K,_,.ID,), G,

secB?

R A B Y], G WA K,



14

HOFEAE . RhE RUZ TR 4 1) R AL ] AKA P <27

B, BFUNEHK,  ,~ K, EHEFRDN, Frils
RSB 8 2 A2 AN [F] ) 35 5
32 ERAUZREMSH

ASAE R XA B T H Scyther KAfj E A
RN T IS 22 4 1), Seyther & 7E 5825 5500
AR (RIERAETG 3 AiE s %58, & 0WJeE
PFEGH RN BIRTHE T, #7084
f4)5 B 1. H. . Scyther 3T Dolev-Yao/ 5 % 4= A 7Y
AAEEIRAS S RIE, &R T il 28 =5 n
HHEHZ S5 MERD B Scyther ff H
SPDL FrfEWMIHIAE & A, %S5
RIS BB s £, MEEA [ B SOF AR
MRy aEEME, BIEAE S 2 S]
EHMEEEZ, RERIEHERD, RhE—EE
B BRI B R fhiE . B E . A
& Bt . Ha R R 2 s B e p ]
e, WRAAELGE, W RLS BT R AR 57
1 I Scyther /7 HA 45 R “ characterize” 3
NHERTIEYE, RIZ2 4 &% Reachable f4GIESE
J, T “verify ” R0 22 4 @ 1 IR E, bR “ok”
KR GAJBYEN L

AU S M R TR R RN [RAE
JZ R AN R TE AR TR (RIE . AT TE (R T
S EAUEPM, Scyther N B A RE, BT
“hashfunction” 7€ X, & Wil M AL NATIH
HUCOR A2 2 JEPEIGAIE . %% P Scyther B1IEZE R
el 8 fizs.

B Uk 25 B s E SR A B B A i 7R 1
O, THERE A AL, WL Ty BNV
PE, SERCEHPIR ;TN RIS B LA 1
REAT AU E i s WGE SR S AT 5N,
A LLSE OB R AIE o 8 ISR B 38 0iE i 41 H 1
Scyther %4z #23K, HHAE Scyther T HATMIET
RARIUEFI LG, w2 sl e 4@ it A
FXURWIE ZHM R PUERSGE ISP .
4 MREDHT

G AT SRR AT DU Sk B A AR
I BGRR R RTAT o AT EGE 73 C A AR
P UCEAT b, Horb, SCER[12]48 H A H %
SEESCIL T BT AR A AR, SCHER[24] 5%

TXIRRE AR, e E . AR S
TR AAEFRD PR s ] A A E,  SCHR[27]
5T ECDSA SZIL 7 B UEAE . HE5)30
SCHR[241F H T IAE R 56 T 3L 2 2 8 (1 el
BRI S = WA . AR
H P A B AR R, BTSSR A
HURDER [RIAAAIE S 2 [A)AD R U P TR (AR
AN BFRAT — RIS, AT BLSE BOR AS 8] 542 (A 7
SNE, 5B SR CE A E, Fr
PATE X b 3ok A2 o i 7R B 4% 58 BN RV BT 75 2
IS L s AT E I .
4.1 BIEFHH

e LENIESREF, 154 752 TR W&
b T AR 55 X 5% ) i3k AT B B % e, AR b
2 il B P o O R B AR Y, A R SR
Bt . T kA, ZERFER 3
FOANUE 5, O T 3 M7 B0 6 B B 500 1R 5
STFEE, KRR . 2 8B AR 1A SE
AE A EUX o S P E ST sk 2 36 2
IR o

RIS AES-128 M2 AR5, Rk
BT BRI AR 1 AHKE N 3 072 bit. FA
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%, RHA SM3-256 ARk, 43l HE 5 E HukE K
FE AT 128 bit A5 128 bit 5 MAC Al RES 18
YR BB 2 KDF K SM3-HMAC-256 5k
HEHE K FE AT 128 bit NEH KN s EykeR
i ERE K A 128 bit (Y SM4 k. © X
MBI E R 128 bit, JPH*5 . AMF SR 1)K
79 48 bit, WAL, S driREKE D 32 bite &
25 3 HNHIH T & PR T T

NTEEMHE R LR, B9 LETE
PR B AR 2 S sE IS Ol AR A
9 FraR, SCHR[12,27]%& H A AP 5 4
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Seyther results : verify % Scyther results : verify =
Claim Status Comments Claim Status Comments
R [ cenen S EF Wiz [eEds DoubleGeo |  DoubleGeo,l  Secret Tmsg ok No attacks within bounds.
geo2tcc|3  Secret Tmac Ok Verified No attacks. g
DoubleGeo,12 Secret Tmac ok No attacks within bounds.
geoZtccl4  Secretk(R.)) Ok Verified No attacks.
DoubleGeo,l3  Alive Ok Verified No attacks.
geotecl5  Alive Ok Verified No attacks.
DoubleGeo,l4  Weakagree Ok No attacks within bounds.
geo2tcc,l6  Weakagree Ok Verified No attacks.
geodtcc|7  CommitRTmsgTmac Ok  Verified No attacks. ARl amEa BRI it kel o
geo2tcc,l8  Niagree Ok Verified No attacks. DoubleGeo,R2  Secret Tmac ok No attacks within bounds.
geo2tcc,|9  Nisynch Ok Verified No attacks. DoubleGeo,R3  Secret Thxres Ok No attacks within bounds.
R geoltccR2  Secret Tmsg Ok Verfied No attacks. DoubleGeoR4  Alive ok No attacks within bounds.
geo2tcc,R3  Secret Tmac Ok Verified No attacks.
DoubleGeo,R5  Weakagree ok No attacks within bounds.
geo2tccRA  Secretk(R.)) Ok Verified No attacks.
S DoubleGeo,S1  Secret Tmsq ok No attacks within bounds.
geo2tcc RS Alive Ok Verified No attacks.
DoubleGeo,52  Secret Tmac Ok No attacks within bounds.
geoZtcc,R6  Weakagree Ok Verified No attacks.
geo2tccR7  Commit | Tmsg,Tmac ~ Ok  Verified No attacks. DoubleGeoS3  Secret Thures Ok No attacks within bounds.
geo2tccR8  Niagree Ok Verified No attacks. DoubleGeo,54  Alive ok Verified Mo attacks.
geo2tecR9  Nisynch Ok Verified  No attacks. DoubleGeo,55  Weakagree Ok Verified Mo attacks
el | Done.
(a) R T A S HAE verify 3K (b) LR R MR ARAIE verify J113
Scyther results : verify x Scyther results : verify x
Claim Status Comments =
Claim Status Comments
Doubleleol | Doubleleolll SecretTmsg Ok Verified Noattacks.
o S ol s e Doubleleo2 | DoubleLeo2,ll  Secret Tmsg ok No attacks within bounds.
Doubleleol,I3  Alive Ok Verified No attacks. S Doubleleo2S1  Secret Tmsg Ok Verified No attacks.
CibHeel Welmps D W s DoubleLeo2,52  Secret T1 Ok Verffied No attacks.
S Doubleleol,S1 SecretTmsg Ok Verified Noattacks.
B Doubleleo2B1 Secret Tmsg ok No attacks within bounds.
Doubleleol, 52 SecretTmac Ok Verified No attacks.
Doubleleol,S3  SecretThxres Ok  Verified Noattacks. DoubleLeo2B2  Secret TL Ok No attacks within bounds.
J  Doubleleol )1 SecretTmac Ok No attacks within bounds. DoubleLeo2,B3  Secret T2 ok e et i e,
Doubleleol,)2  Secret Thxres Ok No attacks within bounds.
J  Doubleleo2,J1  Secret Tmsg ok No attacks within bounds.
Doubleleol,)3  Alive Ok Verified Noattacks.
DoubleLeali4| Weakagree T3 T (hEns DoubleLeo2,J2  Secret T2 ok No attacks within bounds.
[Done. Done.
(c) JZ AN FIHUEACHL TR [BAIE verify I3 (d) FHARBLIERPL AR ERAE verify 113
8 MY Scyther BIF4E H
Figure 8 Protocol Scyther verification results
Y sl
®2 BT
Table 2 Overhead of each protocol
i (ER PRI it P JT- 4 byte TR us
SCHER[12] 2N 144N (4T, +3T,;,)- N=4.1552x10° - N
UHR[24]-1 2N 88N (4T, +8T,)- N =0.0157932x10° - N
SCHR[24]-2 2N 128N (4T, +1T,,, +2T,,)- N =8.4735-N
SCHR[25] 3N 2N (4T, + 6T,y +1T,,,)- N = 0.0143832x10° - N
CHR[26] 5N 164N (4T, + 6T, +3T,,) - N = 0.01714986 x10° - N
CHR[27] N 120N (T, +1T,, +1T,.) N =1.7x10* - N
Pl 1 2N 64N (4T, + 2T, +1T,,,)- N=9.4632- N
Y 2 4N/2 144N /2 (6T, + 4T, +3T,,,)- N /2=8.846145-N
P 3 6N /2 164N /2 (4T, + T +37,,,)- N /2=9.22068- N
il 4 5N 12N (4T, + 2T +2T,,,) - N =0.01093386x 10° - N

VE: SCHR[24]-1: SCHR[241 - IEXU 36T Tt

SRR SCHR[24]-2:  SCERI24] T AIEXUS 1E ATAE 3 =07 Bl T AAUEE A%
W1, EHOAE; WX 2. RPTEEMAE AL, P 3. A FEPUEAE TR DAL P 4 ARSHUERIL T EAGE.
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Figure 9 Bandwidth overhead
4.2 ITEIE
INUEEFE FH SR S e Bla B 0K
MG HIEHE T, « BRIEH T, « NFRIfEEIE
BT, BHRAERET,, , Hh, REURZE
T BT S AR, DR AR T SR A 2 X
PIREMIZE . RS CER[28]H IR IR 5L,
B ERGZ H T E IR R 3 . B 10 %%
VO EFFERT L. TR RN LA
WE A BRI R B I 5 B2, ASCS G
THEHEOTHR12,2 718 B SN . AHEESCHiR[24-26]
PRI, ASCHREE 3 PO SIS,
T SCHR2418E H AL
R3 EHEEMTEITY

Table 3 Computational cost of cryptographic
calculations

HIEH TR ] /us
T 0.53x 10°
Tan 0.73x 10°
T, 0.44x 10°
T, 1.21
Ty 1.05
Tor 1.23

LRERNA, R4 GH TS MIEREXSEL, AT
PUA Y, ASCH I PR BCR AT SN T ST,
H5 H A bSO EAE 3 58 LT AN Horb, i
TAHARBIE RPN T2 (IS T R %
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Figure 10 Computation overhead Comparison
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Table 4 Performance comparison of each protocol

Pl (ERZIE| LI THEIT
ICHR[12] L H H
SCHR[24] -1 L L M
SCHR[24] -2 L H L
ICHR[25] M L M
JCHK[26] H H M
CHR[27] L M H
B 1 L L L
B 2 L L L
B 3 M L L
B 4 H M L
e LISJFHAG: HARIF4 M M sJTe .
5 LZRIE

ARSCRR I R AR R A R TR R 44
B, p A 1 R R RN [BAE . SR ]
WIE, R P22 ENES S, AR R
PR 5 R MM ) A X IR SR 2
EoN B

ANTE - DAAE R S0 i — R H M 5 A E
P, ARYE 5G AKA P AR 55 W 28 M O
X F P BEAT IR B 3 B IR R LR, AR SCHR HE XU
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