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size of 32 bits was researched, and good choices of parameters were given. Firstly, using the idea of affine

equivalence class proposed by Kolbl et al. in CRYPTO2015, these parameters can be divided into 509 classes. And
240 classes which satisfied ged(a —b,2) =1 were mainly researched. Then a SAT/SMT model was built to help

searching differential characteristics for each equivalent class. From these models, the optimal differential

characteristics of SIMON-like was obtained. Using these input differences of optimal differential characteristics, the

neural distinguishers were trained for the representative of each equivalence class, and the accuracy of the

distinguishers was saved. It was found that 20 optimal parameters given by Kolbl et al. cannot make the neural

distinguishers the lowest accuracy. On the contrary, there were 4 parameters, whose accuracy exceeds 80%.

Furthermore, the 4 parameters were bad while facing neural distinguishers. Finally, comprehensively considering the

choice of Kolbl et al. and the accuracy of different neural distinguishers, three good parameters, namely

(6,11,1),(1,8,3), and (6,7,5) were given.
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Figure 1  Encryption process of SIMON algorithm

a1 &7 Anbit FHKLKEES. I
LAFIEseZ, MtelZ, , (F1355 i bit # Wit 2

T(F o)) = Foy ey (T(3)) (1)

WA 1, AU ELKG SIMON32 HIfiE A1
P B H (1,8,2) 25 (3,8,6) » X B AE RS
VEBEAT AR RLIC VRS, I MBI AL S B0
PR R SV N 15 B ) 85 SCAE % R — A B 1
BUFRAET . B TR AL 24 (1,8,2) F
(3,8,6) , INFFEHEHA—AHIA. HEE K
M1E T, HEA A S (a,b,c) FTEHN
(a,,b,,¢,) » WFR (a,,b,,¢,) 5 (a,,b,,¢,) &M, LK
(a,D,,¢,) & (ay,by,¢,) « BRI, TEARENLS
oyl A 1 S E, R R TANEM R,
IF H A T T A — A K AR ST

XT3 2K B A 32 bit ) SIMON-like 5%, J&n]
DIFFE] 509 MNEEAR S, k2 U RS S 5T
PRI C x16 =1920 NE/D F 509 /.
RIS, %geda—b,2)#10, F,,  BIZSEERR
SR, Hk, WK E N 32 bit 1
SIMON-like &%, (EAFHF LG FE A S HH 55
W2 E R 509 SRR E] 240 4, HHIX 240 NEE
MBMRETCIEASHES LMy « BT
WF7E 341K A 32 bit (1) SIMON-like 5032, KA
SRR B HON (a,b,¢) « SPHKTEHN 32 bit
ff) SIMON-like 5iZ&icfE SIMON-(a,b,c),
(a,b,c) ey -
1.4 FHEMEXSE

Gohrl LKt 3% St K 8 404 o 48 I 4% ()1 25
Hidw, B % 2 #0242 X 2% (ResNets, residual neural
network) USRIl kA B T IS SPECK32/64 [IF14:
W 2% X o> 48 o A — AN A F— X B X
(P°,P") , fifi FHBEAL S AN B An a0 Sydxd Feik 47
INELRE(C°,CYy o BT (P, PY RS A

XA, FE ORI Y L

I, PPOP =A
Y =1 2
(coC') {0’ HoAh @)
LR (C,C) Bk —ARER, ¥, 914

FEASS L (bREE o [RIINS S X B SN A
O P B LA R o FEREAT R I 2% 1)1 ZR 2
T A SCE e B R W IR IR R S AR SR 15
CARIE I ZREEAN ISR S, I 5 1L 3 B I A ph 42 A
ZERHHEAT NGRS 5 I 2058 HR XA 22 0 45 1) #E 1
L 50%, I ZR58 B 12 R 46w i
D<oy SCAE A DY BE N LR o BRI IZ I 2R 52 HE I
PRLE P BRI 28 X045, T A BERR 1%
MM IX D aRMAZE D . EHREENE, /£
WS RAEET, T8 0 5N 1 IIREAR
AR ROZ A 2, DU 2R R 28 T] LUK P S84
P AT IERIN A 2] o A NERS SR A I A
JEMZE LR X 7 25 RIAERA R I, HARSIRRI M2
W28 [X 73 S e A e, 1] AR SRR I SR
3 5 Oy B HL AR DX, AT (X B U
RORMSE B P AT S PR R B I RCR
o M, B8 bR E SR I 2 AR



<158« W2 55 (5 B 22 Al

FHEE I 265 X 73 2 I AE R R i, H AR BRI 24
PEERA -

Gohr #EHEZ 73 N (0x40,0x0) 1 g 48 7 %
X7 RN ZE 5, IR SR (0x40,0x0) 1E
i N 7253 58 RN (0x40,0x0) RERS DL s iR AL 46 5
RO E R E 5. (HREREIIXFE AN ZE
S WHMERT . Kk, Benamira 26U e T
Gohr [ 28 WX 25 [X 73 25 B 7E S 2, FEXT X 4y
AP (P R R R AT TR AL, RN
Pl 228 ) 245 X 4 AN AR 360 T %5 S0 1 2 4 4y
A, AR T RIEEE R AEI B =5 =
o)A FE T, AT HAEH nr — 1 R B nr — 2 %0
1) B £ 2% 42 10 4 N 22 90 VB R mr B0 40 8 I 4% [X
RN ZE ) o 1T Benamira 2114516, A
L AEH SIMON-(a,b,c) 11 7 $65 8 ¥ i 24>
AR 5 N2 7 I 45 SIMON- (a,b,c) [ 9 4
W25 X o 2%, FEXRTIX 20 2% 1 B 2 b 4T LB
CAHIE FUAE I8 H 5 2 50035 UGS 4 28 P 245 X 47 485 1)
AL

27" a =1, wt(y) = 0mod2

2 BEABUSHREMSH

ATIRYE Kolbl 5542 H 1994 % SIMON-like &
R EENBREN T, MR T ARSMRNAE
JLI 7 505 8 H i E AR, IRRIX B S B
BN Z S E N M X 4 BN Z 2
Gk 9 AP ML IX 4y ds, IEPEIH AP UHER R IR 1)
PR 25 [X 53 28 VB N IZARTR JL AP 2 N 25 [X 4y
#s USRS AR TR TC I 28 X 2 [X 732 1Y)
HERRZE,  MHER 2 00 M B VT A IS AR A1 S 400 2%
AR e Ak R
2.1 MEMEXDI/ERR

Kolbl 2545ty 74 SIMON- (a,b,¢) 1 F,,,
BRI AN, e 1.

T 1Y 4F,, ()=S0 ®Sx,
Hrrged(a-b,n) =1, n AEE, Ha>b. 2 atj
B F,,, MNNS50Sk
WME Pa— pf) N

Pla— B)= o vi(varibits@doublebis) oy 21y @ varibits = 0, (}/ @S5 ()/)) ® doublebits = 0 3)

0, HAth

HAr, varibits=S“(ar) v S’ (), doublebits = S”(a) ®
S@)®S* " (a), y=B®S(a)-

2008 F, K TR R T SAT/SMT Kfi
2% 73-solver®”, R BEAN AT ATH B — b Ar i
(R B 5 R AR, ATl 45 e AR R I
LR FA T RS L AR AR B UE . BT
Z3-solver (MR, MRAEER 1, AT
H a1 2 SIMON-like % 4 #4152 /) SAT/SMT #i
A, HFIH Z3-solver X} SIMON- (a,b,c) 1 7 %5
8 MR ERATHHT TR, IR X SR
B AR BN %2 2y, 2r Blid 8 INPUT], ) AN
INPUT, , ., » JFEUIISEE 1 PR,

B3R 1 3REL SIMON-(a,b,c) K25 ik
BEINESY

MiIN Round

Mt INPUT.O"

1) INPUTS™ «{ }:

(ab,
2) P<«0;

3) X {x,%, Xggunan ) 3

4) Y <Y Yrowant)

5) C,«{};

6) forpe[l,---,32]do

7) M =Model ,(X,Y,277,C,,C,);
8) if M.check() ==sat then

9) B =P

10) break ;

11)  endif

12) end for

13) M =Model_,(X,Y,2"" . C,,C,);
14) while M .check() ==sat do

15)  X,Y < M result() ;

16)  INPUTR™™ « INPUT "™ U{(x,,7,)} :

(a,b,c) (a,b,c)



2 M

AN BT AR M4 X 7) 45 1 SIMON-like 505 S 2 &LV A +159 ¢

17) C,=C,Ufx, #x |ie[l,--,Round +1]} U
(v, #y,|ie[l,,Round +1]} ;
18) M =Model ,(X,Y,2% C,,C,,C,);

19) end while
20) return INPUT™

(a,b,c)

HE 1 INE ST B AR50 4L Round, iy 1%
R THREZIBAENTMANZESWES
INPUTS™ o FERVE 1 (58 3)M1 4B b, e dd
RENBBETENAERE, X RREBETE
fiz 16 bit KRS, ¥ ARGRMKAL 16 bit RS, Hrh
x AR i BN ZE I 16 bit,  y AR
BN ZE ARAT 16 bito AR3E SIMON-like 9%
Hrde sk, BENMNKTE Vi =% Al X =1
Fpo(x), HArie[l,---,Round], FRULFELIHR %
PR C RLR A . 97 827 B AR B AR R 22
B, SEMMRTMEMAORE, B27=

Round
[1 PG>y ®x.,), FRILELAHRKM A C, 24

WA
B 1SS 6)~12): L € RAHFM S C,
LR SN SAT/SMT BEAY M, 34347005
BRI EZE BRI IRE P, -
BIERE 13)~19)Pdid ik R 7 3R Y
AR T MBREE RN EN RS HIE 1
M5 13). 18) B [l e AL A 3y 275, Jl I
Z3-solver $#ZAFMR M AL X F1Y (EUE,
RN X = {005, Xgueis ) Y = {0 s,
Veowaer } o SEITEO X FNY B AT EE BT A0
ENMBET —. BIE 1 I 16D IR AT EAE
(1) B R 22 7 B AR VAN 257
NTRBEZ WERAEE R, TEHCDK
B X RY HUEHERR, B4 x £ lie [L-
Round +11} Ml {y, # y, |i €[l,---,Round +1]} , FRitt
RLVR KA R C, RL %A B RARIIEEAT,
C, FIEEA WY K. it C . C, FC,RAM%
PEATEE SRR T M, AW M-SR AR 58 B
XA N B R A AR N ZE T A R
4INPUT,,, , =INPUT/,  UINPUT,  , fii

(a,b,c)
Al INPUT,, ., 5 #0222, A STl 2k

SIMON- (a,b,c) B 9 ¥ 28X 7345, FFREL
SIMON- (a, b, c) TEAN A5 ZE 53 T B AR 22 X 4% [X
o MOLHER R, BAKIRAR NSNS 2 s

B3% 2 3HL SIMON- (a,b,¢) HIFHZ M 41X
g3 MLAER R

ifan INPUT,, ,

W L.,

D Ly <1

2) for ipeINPUT,,  do

3) T = Generate(ip,107) ;

4) V = Generate(ip,10°) ;

5) Test=Generate(ip,10°) ;

6) Net=Train(7,V) ;

7) Acc,,, =Net(Test) ;

8) L(a,b,(:) <« L(u,b,c) Il (Net, Accy,,) s

9) end for;
10) return L, ,
L 2 F, ARG AN

SIMON- (a,b,c) ] 7 %5 8 ¥ fERAL KA
#2495 INPUT,, ., » it DI 2800 N\ 22 70 M 3 1)
B A U5 Rk 2% X g A% K HUE R R
Liypey o 55 2 BIEE 3)20 Plip 9B SO fH A
ZE5Y FEAL T 55 10° AN BEALE B AE Al 5% 10° A %5 3C
XF, W IR LB SO IARZE N 1o X THRZER 0
IFEAREE, & BEHLAE R 5= 10° /> 16 bit (1%L,
WX 5% 10° A BE AL EAE Sy B SR 22 43 94
5x10° ANBEHLEE B A2 B 5 x 10° B8 SCHHE R
N0 IREAREE . XRG04, LA
VE RN Z M N ZRETFARIC AN T -

FREH, Sk 2 [ER M 5B AERL T 100 A4
BSCHE NI IEE AR, o A ARid o VRl
Test o 5% 2 5 6)B LI 2 BT A4 I 4%
SERIXTYIGREE T RIGIELE V AT %%, ISR
I 25~ Adam, 13 FH 451 25 B 2508 MSE(mean
squared error), fHZEMLERIZHUIER 3 s, 1t
IR IR 4 Fron. 5k 2 0958 7)1 B4
Test P55 6)25 1 CLI 2k 58 BRI 40 28 4 26 (1) HEAfG
K, FEE )R A N 4 e HLHER R ARATFAE
L(a,b,c) EP"



+ 160 * W 2% 545 B 2 ARk

(None 16 4)

/ (None, 64

T\
(None,64)
——

)

I(None 16,32) 9

(None 4,16) (None 16,32) (None, 630 132)

(a) ﬁ})\ﬁ'

(None 1)
i

1PN <
(None,64) I
—-

i
Il

(None 4,16) .~ (None 16,32)
(None,16,32) (None, 16,32
S (Noele®)” Nonel652)  (Nowles)
(b) AR
(None,512) (None 64) (None,64)
——
4
I iy
(None,16,32)
—
(None,64) (None 64) (None 64)
(OF i1it=

K2 Mgy

Figure 2 Network architecture
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Table 5 Equivalent class partitioning
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(6,11,1),(2,9,3),(6,15,5),(5,10,1),(8,15,9),(2,9,1),(0,7,1),(1,8,3),(10,13,1),(9,10,5),(4,9,3),(8,9,2),(8,15,3),(5,12,2),

(2,13,1),(6,7,5),(2,13,5),(2,11,7),(4,9,2),(3,12,1),(9,14,1),(0,11,1),(9,10,1),(4,11,2),(13,14,5),(10,11,3),(1,10,4),

(1,2,9),(6,9,1),(6,13,1),(7,12,2),(11,14,1),(3,6,1),(5,8,1),(8,11,1),(4,15,5),(0,5,1),(3,14,1),(14,15,3),(7.8,1),(2,5,D),
(6,11,4),(2,9,4),(12,13,2),(12,15,2),(1,2,3),(1,14,5),(1,4,2),(6,13,2),(3,4,1),(5,12,3),(3,4,2),(3,10,2),(7,12,1),

(1,10,2),(3,6,4),(6,11,2),(2,5,4),(6,9,2),(3,14,10),(6,7,2),(3,6,2), (3,14,4),(2,5,10),(1,6,2),(5,10,2),(7,10,2),
(13,14,1),(10,11,2),(5,6,2)
(4,7,1),(6,7,4),(10,13,2),(10,15,2),(4,5,3), (8,13,1),(1,2,4),(7.8,3), 8,15,2),(7,8,2),(0,3,2),(3.8,2), (0,13,1),(0,7,2),

(8,11,2),(4,11,3),(9,12,7),(1L,12,5),(5,14,7),(3,10,4)

(4,15,1),(11,12,3),(8,9,4),(8,11,4),(1,8,4),(4,9,1),(12,15,1),(9,12,1),(6,9,4),(3,8,1),(8,9,3),(3,10,1),(3,8,4),(7,14,2),
(1,8,9),(10,11,6),(0,3,4),(6,7,10),(1,6,4),(0,3,1),(10,15,6),(2,15,5),(2,7,4),(0,1,4),(5,14,2),(3,14,2),(2,3,1),(1,14,2),
(14,15,2),(0,9,1),(8,9,1),(6,13,4),(2,9,8),(7,10,4),(1,10,0),(1,2,8),(5,6,4),(8,13,2),(7,14,9),(2,5,0),(5,8,2),(2,3,4)

(1,4,8),(4,7,0),(4,5,8),(0,1,2),(3,4,0),(6,15,1),(11,14,5),(4,7,8),(3,4.8),(4,5,0),(14,15,1),(9,14,7),(1,4,0),(10,15,1),

(13,14,3),(2,15,1),(2,7,8),(1,6,0),(5,6,8),(2,3,0)
(1,6,8),(5,6,0),(2,3,8),(2,7,0),(1,6,6),(2,7,2),(5,6,6),(2,3,2),(2,7,7),(1,6,1),(1,14,1),(2,3,3),(2,9,2),(1,10,10),(4,7,7
(2,5,2),(1,12,1),1,2,2),(1,4,1),(4,5,5),(2,9,9),(1,10,1),(2,5,5),(1,2,1),(3,12,4),(1,8,0),(1,12,4),(12,15,4),(12,13,4),

(8,15,1),(8,9,0),(0,1,8),(7,8,9),(0,15,1),(1,10,8),(2,9,0),(2,5,8),(1,2,0),(4,7,4),(4,5,4),(1,4,4),(3,4,4),(1,8,1),(8,9,9).

(0,1,1),(L,8,8),(8,9,8),(0,1,0)
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7E CRYPTO2015 1, Kolbl 251045 1 T 2% &
E R RER T 20 NRAERTEAR AL S
Mo (0,1,2)7(0,1,3)(0,5,10). (0,5,15). (0,7,14):(0,
13,7)4(0,13,10)(1,2,3)~ (1,8,3)(1,12, 7):(3,4,5)\3,
8,14)s  (4,5,3):(5,10,15) (5,12,3):(6,7,5):(6,11, 1),
(7,8,5) (7,12,1). (8,13,2).

THEIX 20 MEAFE A SEAEAR SRS
KREIL, H (0,1,2)=(0,1,2)<(0,510) <
(0,7,14) = (0,13,10) » (0,1L1) & (0,1,3) < (0.5,
15)<(0,13,7) »  (1,2,3) < (1,2,3) < (5,10,15) ,
(5,123) = (3,45 < (1L12,7) < (5.12,3) . (4.5.3)
©(45.3), (6,75 <(6,7.5, (1,83)<(183)
©(7.8,5), (5.8,2) = (3.8,14), (6,1L1) < (6,1L,1)
(7,12,) < (7,12,1) , (8,13,2) <= (8,13,2) . Jirft,
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HAE M 2% X 5y 48 L IHERI % 5 Kolbl 4
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FIER R, PG A 2 41(0,5,1) FEA 2 &
FEMEFE.

<6 Kolbl 9y 20 M REBRHASEXIS
Table 6 Kaolbl's 20 optimal parameters partitioning

IS4 HEff% i I 2.5
0.1,2) 0.816 2 D
0,1,3) 0.560 9 A
(1,2,3) 0.5779 A
(3.4,5) 0.5829 A
(0,5,10) 0.816 2 D
(0,5,15) 0.560 9 A
(4,5,3) 0.607 0 B
(0,7,14) 0.816 2 D
(6,7,5) 0.559 4 A
(1,8,3) 0.5545 A
(3,8,14) 0.797 78 C
(7,8,5) 0.554 5 A
(5,10,15) 0.5779 A
(6,11,1) 0.5470 A
1,12,7) 0.5829 A
(5,12,3) 0.5829 A
(7,12,1) 0.587 4 A
(0,13,10) 0.816 2 D
(0,13,7) 0.560 9 A
(8,13,2) 0.795 1 C
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