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deeper program paths. However, the mutation operation in fuzzing is blind and tends to make the generated test cas-

es execute the same program path. Consequently, traditional fuzzing tests have problems such as low efficiency, high

randomness of inputs generation and limited pertinence of the program structure. To address these problems, a direc-

tional fuzzing based on deep reinforcement learning was proposed, which used deep reinforcement learning net-

works with information obtained by staking program to guide the selection of the inputs. Besides, it enabled fast ap-

proximation and inspection of the program paths that may exist vulnerabilities. The experimental results showed that

the proposed approach had better performance than the popular fuzzing tools such as AFL and AFLGO in terms of

vulnerability detection and recurrence on the LAVA-M dataset and real applications like LibPNG and Binutils.

Therefore, the approach can provide support for further vulnerability mining and security research.
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Figure 1 The work process of AFL
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Figure 2 Working process of reinforcement learning
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Table 2 Vulnerabilities for crash reproduction

5 CVE w5 TR 27
LibPNG CVE-2011-2501 ZZ P IX I
LibPNG CVE-2011-3328 BN %
Binutil! CVE-2016-4487 TREN
Binutils CVE-2016-4488 THEN
Binutils CVE-2016-4489 THEN
Binutils CVE-2016-4491 Bl
Binutils CVE-2016-4492 kAT R
Binutils CVE-2016-6131 Bl

Table 1 Experiment results on the LAVA-M dataset
Wk g TR BB PRI PEReiE
AFL 3 68 130 3.89
who AFLGO 4 30 629 1.75
ESC@IE S 6 17 542 —
AFL 5 3957 4.74
base64  AFLGO 5 1571 1.88
AITT R 5 834 —
AFL 1 67152 1.79
md5sum  AFLGO 4 42 969 1.15
AITTH 5 37578 —
AFL 5 50183 2.87
uniq AFLGO 7 17 466 1.22
AITTH 7 14323 —
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Table 3 Experiment results on the crash reproduction

CVE AFL AFLGO  AXH%E  PH
CVE-2016-4487  830(2.36)  512(1.46) 351 0.0215 6
CVE-2016-4488 1671(3.47)  901(1.87) 482 0.0180 4
CVE-2016-4489 1328(3.49)  667(1.76) 380 0.0190 6
CVE-2016-4491 31760(2.99) 27983(2.63) 10633  0.0002 8
CVE-2016-4492  948(2.46)  640(1.66) 385 0.0280 4
CVE-2016-6131 33895(3.45) 21280(2.17) 9821 0.0009 8
CVE-2011-2501 2 162(4.55)  672(1.41) 475 0.0270 4
CVE-2011-3328 12736(6.77)  3165(1.68) 1880 0.012

M LibPNG F1 Binutils X LU 45 5 ohar DL
EH), £ LR LRSI b, RO ERIR
PUBLLT, B AFL B0 H bR TR 038 B2 P33t 7
3.69 fi5, FHEL AFLGO W4T+ T 1.83 fi5. XK
AT e HA TSR I FE R AR, AR
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