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Abstract: Taint analysis is a popular software analysis method, which has been widely used in the field of
information security. Most of the existing binary program dynamic taint analysis frameworks use instruction-level
instrumentation analysis methods, which usually generate huge performance overhead and reduce the program

execution efficiency by several times or even dozens of times. This limits taint analysis technology’s wide usage in
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complex malicious samples and commercial software analysis. An optimization method of taint analysis based on
function summary was proposed, to improve the efficiency of taint analysis, reduce the performance loss caused by
instruction-level instrumentation analysis, and make taint analysis to be more widely used in software analysis. The
taint analysis method based on function summary used function taint propagation rules instead of instruction taint
propagation rules to reduce the number of data stream propagation analysis and effectively improve the efficiency of
taint analysis. For function summary, the definition of function summary was proposed. And the summary
generation algorithms of different function structures were studied. Inside the function, a path-sensitive analysis
method was designed for acyclic structures. For cyclic structures, a finite iteration method was designed. Moreover,
the two analysis methods were combined to solve the function summary generation of mixed structure functions.
Based on this research, a general taint analysis framework called FSTaint was designed and implemented, consisting
of a function summary generation module, a data flow recording module, and a taint analysis module. The efficiency
of FSTaint was evaluated in the analysis of real APT malicious samples, where the taint analysis efficiency of

FSTaint was found to be 7.75 times that of libdft, and the analysis efficiency was higher. In terms of accuracy,

H9%

FSTaint has more accurate and complete propagation rules than libdft.

Keywords: function summary, taint analysis, data flow analysis, FSTaint
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int func(int a, int b)
{
int t;
t=a+b;
t=t*t
return t;

}
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Figure | Function example
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Table 1 func’s func input and output taint relationship
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int func(int a, int b)

{

S)

int result = 0;

®

if(a*a + b*b > 3*a*b)

@

result = a;

else

®

result = b;

@

return result;

-
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Figure 2 Function code example
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a*atb*b>3*a*b
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result=a result=b

B4:
return result
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Figure 3 CFG for code in figure 2
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1) global MinBBSet = {}

2) function DIVIDE MP (mp,bbl)

3)for inmpdo

4) if mp[p][bbl]==1 then

5) sub_mp0.add(mp[p])

6) else

7) sub_mpl.add(mp[p])
8) endif

9) end for

10) return sub_mpO,sub _mpl
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11) end function
12) function FIND MINBB IN_ONE_MP (mp)

13)  iflen(mp)=<:1 then

14) return

15) end if

16) B= MAX(calc_dp(mp))

17)  MinBBSet.add(B)

18)  sub, ,sub, ,=DIVIDE_MP(mp,B)

19)  FIND MINBB IN TWO MPS(sub_mpl,
sub_mpl)

sub,,,

20) end function

21) function FIND MINBB IN TWO MPS
(sub_mp0,sub_mp1)

22) if len(sub_mp0) <X llen(sub_mpl) <1
then

23) FIND MINBB IN ONE MP(sub_mp0)

24) FIND MINBB IN ONE MP(sub mpl)

25) return

26) endif

27)  B=MAX(calc_dp(sub,)calc_dp(sub_mpl))

28)  MinBBSet.add(B)

29)  sub_mp00,sub_mp01=DIVIDE MP(sub
mp0,B)

30) sub mp10,sub mp11=DIVIDE MP(sub
mp1,B)

31)  FIND MINBB IN TWO MPS(sub_mp00,
sub_mp01)

32) FIND MINBB_IN_ TWO MPS(sub_
mp10,sub_ mp11)

33) end function

34) FIND MINBB IN ONE MP(MP)

35) for BinMinBBSet do

36) MPS.add(MP[B])

37) end for
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Figure 4 Schematic diagram of acyclic structure flow chart
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1) OUT[entry]={}

2) for bbl in BBL List do

3) OUT|[bbl]={}

4) Add bbl to Worklist;

5) end for

6) while Worklist is not empty do

7) Get B from Worklist

8) old out=OUT [ B]

9) IN [B] =UP, predecessor of B OouT [P ]

10)  OUT[B]=gen, U(IN[B]-kill,)

11) if OUT[B]#old out then

12) Add all successors of B to
Worklist

13) endif

14) end while
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void EncryptTEA (unsigned int *v0, unsigned int *v1, unsigned
int* key)
{

unsigned int y = *v0;

unsigned int z = *v1;

unsigned int sum = 0;

unsigned int delta = 0x9¢3779b9;

for (inti=0;1i<32;i++)

{
sum += delta;
y +=((z << 4) + key[0]) * (z + sum) " ((z>>5) +
key[1]);
z+=((y <<4) + key[2]) * (y + sum) " ((y >>5) +
key[3]);
}
*v0=y;
*vl=z,

T

y=*v0
z=*v1
sum=0 Bl
delta=0x9¢3779b9
=0
Y
sum+=delta
y+=((z<<4)+key[0])"(z+sum) "((z>>5)+key[1]) B2
z+=((y<4)tkey[2]y (y+sum) ((y>>5)+key[3])

it+ B3
Y
*v0=y
*vl=z B4
#HR

K7 TEA SRR
Figure 7 The process of TEA algorithm
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Figure 6 The source code of TEA algorithm (x, {})Ejz(xa UE
i LETDN farth
BI OUT(entry): {} {0z, {*v1})
B2 OUT(B1) UOUT(B3): (y,{*v0}), (z,{*vl}) (v,{*v0, *vl key[0].key[1]}), (z,{*vO0, *v1, key[0],key[1] key[2],key[3]}),
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OUT(B3): (v,{*v0,*v1 key[0].key[1]}), (v, {*v0,*vL key[0Lkey[1]}), (z.{*v0,*v1 key[0].key[1].key[2].key[3]}),
B4
(z,{*v0,*v1 key[0].key[1],key[2].key[3]}) (*v0,{*v0,*v1 key[0],key[1]}), (*v1,{*v0,*v1 key[0].key[1],key[2].key[3]})
-t LITPN it
B2 OUT(B1)UOUT(B3): (y,{*v0,*v1,key[0].key[1]}), (v, {*v0,*v1 key[0].key[1],key[2].key[3]}),
(z,{*v0,*v1 key[0].key[1],key[2].key[3]}) (z,{*v0,*v1 key[0].key[1],key[2].key[3]}),
oy TB (004 Lkey[OLkey[ 1 key[2Lkey[31))
B3 (v, {*v0,*vLkey[0].key[1].key[2].key[3]}) o #ul ’ ’ ’ ’
0,*v1,key[0].key[1],key[2],key[3
(2,{*v0,%v1 key[0],key[1].key[2].key[3]}) (0 vLkey[Obkeyl T keyl2key BT},
(y,{*v0,*v1 key[0].key[1].key[2].key[3]}),
OUT(B3): (z,{*v0,*v1.key[0] key[1].key[2]. key[3]})
B4 (v,{*v0,*v1,key[0].key[1].key[2],key[3]}) * o) *
(z.;*VO.*VI,key[O],key[l],kcy[Z],keyD}}) (V0,{"0,*vLkey[O] key[ 1 ].key[2] key[31})
(*v1,{*v0,*v1 key[0],key[1],key[2].key[3]})
H=h A i
OUT(B1) UOUT(B3): *v0,*v1 key[0],key[1].key[2],key[3
B (5,00 #v 1 key[OLkey[1 Lkey (2] key 311) (%, {*v0,*v1 key[0] ,key[1].key[2] key[3]})
(z,4*v0,*v1 key[0],key[1].key[2].key[3]}) (z,{*v0,*v1 key[0],key[ 1] key[2] key[3]})

(s AEFARFRAVGERS AR T LG4 7 34

8 TEA HEREUHR T Ml 72

Figure 8 Function summary generation process of TEA algorithm
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}
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Figure 9 Result of the function summary of TEA algorithm

T4
x=p+1
y=q+2
m=k
y=q-1
A
v
x=4 _
=5 — x=m-3
=p

Bl 10 “id” i mm iR pl
Figure 10 Example of an over-taint flow chart

DR, A PRAEAR R4 B AL RO VEAFTE LA R A
B O BEABUR, fFE—E M5 g g i
@ HEeACERHHREL “H 557 BIEHL, X T strepy
XFH N KA RE “85 7 MENL, BT
P FETCIEIS, e TCVE A& b kAR L
23 REEMRBIHEERSGE

eV T AR, A T E— SRR EERIE S
MTREEE, FEERTHG ST RO, AR SCH B AR Uk
NS PRIEMRMEE A X T ARG S50, KA
AR RURIG M Tk XTI GRS 4y, KA
IER AT T

TEIR AR B A RO R, Hoe, 18
SRR (CFG) HIARERRE H A IR RS
W ARG RIG, B & MEH LRI R
ST XSG SRR EER /AT B 2 B A 105 1
FERRIERE, WHEPR SR ENE 2 TR T
e, A FEPUTERE N IR,

W 11 fos, P ARy,
N{BBL 0, BBL 1, BBL 2}ZHSfARIEIREER, 5
—#B4rN{BBL 3, BBL 4, BBL 5}ZH k753145
. %6, 2> HlitHE {BBL 0,BBL 1}, {BBL 0,BBL
2} IR IRAEAT IS 1035 AR IRIE DL AR5, Aol

W KA PAT FERRAS, E N {BBL_3, BBL 4,
BBL S} MR HIEATIRAR, 20 Bl A AR (1)
15 R B DU E i 15 AL R 2

piB

BBL_0

| BBL 1 ‘ ‘ BBL 2 ‘

BBL 3

BBL_4

B RS S B

Figure 11 Example of a hybrid structure flow chart

Xof T FE bR H N B[R I A7 AE 2 AR S5 A 1
THOL, EERU, PN R I 08 24 25 4
i 12 BRURE 3 MR, RINIR. MHEE
MR . XfTIX 3 MG LR, BTA RS
ERA RS T — DR L, AT RLRX 3
FRPEIR G B AE — A RIIE A HEAT AL 3 . 7E R
ot BRBNX 3 MR AT LA —
FEALRBEAT T

2
@

(a) Atk

2
OC

(c) HHi&

(D

(b) ¥z
CRVERTEN LIPS

Figure 12 The relationship between circle structures
3 FSTaint j5 2 3 HERE TS LI
3.1 RGEMFZIT
ASCHR R EREE,  HAE R AR ILAE T

A AAEAN 7 M OB b b, R30S A
KA MR LTI RAEIE R R, ERREINE



© 124 ¢ W 2% 545 B 2 ARk

H9%

A Rt FE T AT I G R B R 3 BT R BR B
TEA R 3 AN FBOPER,  JU I R O A R
R SPATAHRE AR, 7FERZ IR 4.

BRI BUH B (P RCR AR AR I — IR B BT,
ZUHEAEA b REEHER 2 R fE RAAILE 3
AT B, B IRPATERES, s
ZERECE 2 UGR A, T R B AR 2 A
HW, Wratr—MErn, TEH T RE
2 VBRI A3 T, IXFF SR BOM B 24 2 I
B, XN T AR, RS AR P A,
IXRE AT UG 2 2 A

N R RKIERBRE R RN, IR
RO HTEG BARADAT P B R AT R, A%
THIESEIL T — R T R H0 B T [ % = AR AT
NS HTHITS B M HESE FSTaint. 7€ FSTaint o7,
B B0 A3 AT BRI B A i SRR T R AT
AR T IR AURT = R R AU 1 S 43 X 58
BRI R A Es, A TES AT IR EAR
T — R PAT 2SR F, BEATAR IR “ R 4007
X e T RS, SRESTKE APLA
F 22 RV R o0 R TR 5K, AT SE IS T
(1) API JCEE, SEHLO M ARS HAT A $2 X . FSTaint
RARNEZL N 13 Fiom o

15 UL B

PR B S AT B HURIRIC TAEL

N =17 I OO e e .
RS ey | LA g [

13 FSTaint B {RHELE
Figure 13 FSTaint overall framework
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Figure 14 Function summary generating module
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Table 5 Samples used in experiment
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5 0ba6bb2ad05d86207b5303657e3f6874 39 7525bc47e2828464ce07fa8a0db6844f 73 clab32afb0e2d7b7blcad3fb831e9373
6 133a159¢86ff48¢59¢79¢67a3b740cl e 40  76f099ad94acf28d3eb1341804855824 74 ¢3dd32551450e15¢7e81bb523dba7124
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10 2366918da9a484735¢c3a9808296aab8 44 7b6ca860c3e6bdc75b0be26db70a603a 78 cfb08ee3399604d37470797d49c01£72
11 23ae20329174d44ebc8dbfa9891c6260 45  7b973145f7e1b59330ca4dd1f86b3d55 79 d31e57fcb728a4f36e21764b164a9%e57
12 23e27e5482e3f55b828dab885569033 46 8674e3c77e8051cfdf1c4d321a7188bf 80  d3e2c0943952285ce359fcbf28472491
13 2798b66475c¢f0794e9b868d656defca7 47 89081f2e14€9266de8c042629b764926 81  d4c93b85ffe88ddd552860b148831026
14 28c61235946£d694d2634c7a2f24c1ba 48 8b6d824619¢993f74973eedfaf18be78 82 d5e45a9db7£739979105¢000d042f1fe
15 31¢81459¢10d3f001d2ccef830239¢16 49 8e3e4b006af3c1835ef3b7b4ded3flde 83 d61f883a59c3e0729a3ecf78b70044cf
16 36524c90calfac2102e7653dfadb3 1b2 50  8e744f7b07484afcf87c454c6292¢944 84 d661dc2ad44bd056{7ca292727007693
17 36d99c1b915544c1bc9110b22e884ach 51 8fS54cf08ced5a8dSeb31d05dbababs61 85 dc5695024cd23c90883db145¢b236490
18 39c361abb74{9a338ea42a083e6c7df8 52 90508ff4d2fc7bc968636c716d84e6b4 86  de82407423aadb8009¢378e406515¢92
19 3adelf3f7elbaab8b02f3a8ee20f98c9 53 9070f7100fa2f41c2c0757b34e0a401c 87  e598898f04596623ebe5bfod168611d4
20 3a8d74bc002¢1acac49a64£3f77aacOb 54 914151fa49be06ab570bb0db77ce6960 88  €5db592704f30d42537b1257¢79f223
21 40528e368d323db0ac5c3f5el efe4889 55 92274d90c221b0aad3821816026a4781 89  e6348eeSbeb9c581eeceafde076¢5d631
22 40e6981961e¢b796728a57ddf8152b9a 56 9227678b90869c5a67a05defcaf21dfb 90  ea726d3e8f6516807366584f3c5bSe2a
23 4489d5077c5d2396e3a94d652adaelca 57 947892152b8419a2dfe498be5063c1da 91  eac0e57a22936d4c777aal21£799fee6
24 4585b2f7¢7909bcb12528a0b383133d2 58 96173948b1886ebc95689c02d2cf264 92 eb0fd733a3f3ec67cce7f09f1c5f6428
25 460cebaad5f98070a3bSabf7f578645a 59 961cef5861317dd9966dc3f6eb5387d8 93 eflb7fd90b274d872ee15a312ca35193
26 48971e0e71300c99bb585d328b08bc88 | 60  97aaf130cfa251e5207ea74b2558293d 94 f0la9a2dle31332ed36¢c1a4d2839f412
27 49b1ca0752d166¢2cc5e04cbab8b71ee 61  97e49353a25¢3f1d81a6139735697940 95  f172ad4e906d97ed8f071896fc6789dc
28 56450799fe4ed44d7c5aff84d173760e8 62 98a073¢1e545075220030995cc07745a 96 267e9b788eb1{fa509d0d88e0cOcece
29 595e43cdf0edcaa3 1525d7aad87b7bed 63 991{fdbf860756a4589164de26dd7ccf 97  2b63405dba8c2c1867234f1172bb34d
30 5a4d42¢7cf6b6f188821a854£1829df3 64 9a8f39ebec580aas6d6ddafs804eact1 98  faca496¢c34cdc5ad01badcdebbd4a87e
31 603935efa89d93ea39b4bdd4as2ec529 65  9d1a09bb98bflee31£390b60bO0cf724d 99 fc9e7dcl3ceTedc590efTdfcel2fe017
32 60ddb540dalaefeclel4f12578eafda8 66 9d3c177cbd83d31e61fb12£6a40c295f | 100  fcd912fd7ed80e2cdf905873c6¢ceddad
33 61e3571b8d9b2e9ccfadc3dde10fbbel 67 9¢0529¢264c8a908a8¢79450fcbff047
34 626270d5bf16eb2c4dda2d9f6e0c4efd 68 9f022df0bcfded9377bafddal fbe7b8c
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Figure 22 Comparison of the ratio of analysis time to program execution time
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