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Abstract: Software diversity is an effective defense against code-reuse attacks, but most existing software
diversification technologies are based on source code. Obtaining program source code may be difficult, while binary
files are challenging to disassemble accurately and distinguish between code pointers and data constants. This makes
binary file diversification difficult to generate high levels of randomization entropy, and easily compromised by

attackers. To overcome these challenges, a binary file oriented software diversification method was proposed based
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on static binary rewriting technology, namely instruction offset randomization. This method inserted NOP
instructions of varying byte lengths before program instructions with a certain probability, reducing the number of
unintended gadgets in the program and randomly offsetting the original instruction address. This disrupts the
program’s original memory layout and increases the cost of code-reuse attacks. At the same time, an optimization
strategy based on hot code was designed for this method. The execution times of basic blocks in binary files were
obtained by dynamic pile insertion, so as to adjust the NOP instruction insertion probability in each basic block. The
higher the execution frequency, the fewer NOP instructions were inserted into the basic block, which can ensure
lower performance overhead and produce higher randomization entropy. In the experimental part, the SPEC
benchmark program was used to test the optimized method from the aspects of performance overhead, gadget
survival rate and file size. The results show that a 15% insertion probability achieves the best effect, with an average
gadget survival rate of less than 1.49%, increasing attackers’ difficulty in reusing the same gadget attack chain.

Furthermore, only a 4.1% operation overhead and 7.7% space overhead are added, maintaining high levels of

security.

Keywords: software diversity, binary rewriting, NOP insertion, code-reuse attack
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403.gcc 142130  0.11% 0.09% 0.08% 0.09% 0.08%
433.milc 4557  1.79% 1.84% 1.87% 1.58% 1.53%
444 namd 7331  095% 0.88% 0.81% 0.89% 0.74%
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