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Progressive active inference method of protocol state machine
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Abstract: Protocol state machine active inference is a technique that relies on active automata learning. However,
the abstraction of the alphabet and the construction of the mapper present critical challenges. Due to the diversity of
messages of the same type, the response types of the same type are different, causing the method of regarding the
message types as the alphabet will result in the loss of states or state transitions. To address the issue, message types
were refined into subtypes according to the different responses and a progressive active inference method was
proposed. The proposed method extracted the state fields from the existing protocol data to construct the initial
alphabet and the mapper, and obtained the initial state machine based on active automata learning. It then mutated
the existing messages to explore the response sequences, which were inconsistent with the current state machine.

The mutated message was regarded as a protocol subtype and added to the alphabet, and a new state machine was
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inferred progressively based on the new alphabet. In order to reduce the interactions, a pre-response query algorithm

was proposed based on prefix matching for the caching mechanism in the active automata learning. The ProLearner

tool was utilized to evaluate the proposed method in the context of the SMTP and RSTP protocols. It is verified that

the pre-response query method can effectively reduce the number of actual interactions, with an average reduction

rate of about 10%.
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Figure I The flow chart of protocol state machine active inference
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Figure 2 The flow chart of the progressive learning method on protocol state machine active inference

2.1 WEES

W2 ST TSR A N IR R e 1 7 B
FRIRPIMSCERY,  [R— A B B B AT )
a0, HSHARSRAR R SRR TS E
N NI B S s VR SR SIS UA [ SRy SVETERS RS
BRIy, IR E, W70 AT AR ) £
FEA I BCIRASHL, 10 Wang £ 5E SO A
FARSHUE IR I AT A, (H 50 N & 43 31
Sun ZFEh &M T EIKH, i AN HERCIR
BRI BAT R, (EMER R AR K& 1 E 2 5

THEHES R L.

AR ST FEE T h 2 2] (0 B AR B AT
3, YOI R, Sl AT B
NN RBF A, MR SERRT,  RTRET A
RSN RS B O B s L, andi N5 H
¥ B 4 iy -i5,0-0,-053 ] BE X RO OA
{(£,0),(i1,0,),(i3,6),(i5,03)} » Herfr e ETHA
SR BT, A SCRR8] AR S
IEEVESRIEAGIE R, KRR B ——X)
AL R e S Y IR ax NSt & T Al



- 86 W2 55 (5 B 22 Al

M2 5 e Fomo

TESCHEA b, R P B AT K d
SR EBEMPN T . BT w=w v, w,vel ,
H X R 7 7R B0 2 L, (w) =AW V),
Mwhw J&TR—KF5, HERALUFIES
i R EE 5 we 5LL RTSP A6, A T#Rik
fEAZERM P RER R A, BRI EUE R
() 2 B4 F2 %1 43 %) 4 (D,S,P,Q,T;200,200,200,200,
200)5(D,S,P,Q;200,200,200,200), | H {4 B4 55—
ARSI T AT 51 8(D,S,P,Q,T;200,200,200,
200,200)5(D,S,P,T;200,200,200,200), M| TN E
TN BT I E AT P
PEREE AUPFAREE 3 40 b TR 08 B0 AL 21 A 24 A 1)
.
2.2 MGISREEIE

RT3 B S Sk R U SR S ST R R
ANEHATIE S, T B IEAE 5 5] I R 7 AR
HUCE B E R, UM 8 T E E 3t
Hi AL 3

T4 1 OGE VIR R PSR, Rtk &
BT AUE N, B GBI ] &7 5 A A 2 L
SRANTE R R T X 4 45U B B 0 11 B S
AR, TR SERR LI FE AP AR P30 B
AT TR A AL FIRE 2 A E

ERERENZE, hilhdE S — 520
R B bR R 20, 75 H U R an A
R I By, T R E R CA P BGE R
M2 SERFN RS TICE BB W PPIRAS, il
B SRR, Fang 28 B4 67 BLIN R

D) 75 KR ZHEEBASETNAE, @F
prsrisidinp

2) i ID: SiEMME—FRR, — BA R
ID 18, JE8Ea2 B H 9 B i A .

3) IRV 505 PG B 2 s TR B AT
B63IE

4) PRG-I FH PR R A BE LA Pk
%, R RGO AR PR A B B, SR AN
1Ef, Sk,

FEH GBI R 7 B s e, Seal T
J7 5 1 1D 3R, Bh BB E 75 2 1 Wil 1
SMTHEATRIEE, W SMTP A B, RTSP

W BT S A 1E ID T
2.3 AnERENFES

O HIEH A SR OO TR, FRR T
BFRIUEATER, 2FBTFRRIEEEL,
11 SE B AR 2 2R B IR U RS R Bl
BIPIRAS . BRI, AR SCR A X 3 3 % ST 15K
W&, W 2 fs, ARG RS R IR 125
BFF, KRN TN GETRPRESHL, AWK
SR 7 A SR e s R —8, B4
—HUR RN T8 o B — AN KRB TR
B, IINFRER I e 48, [R5 R 4 E
AREHL. L RTSP Ao, it )ik #8 vh i) 1
RAMF B IE 1 Fon, 23 3L 3-8 1
I BCIRESHL, BPEE—FrBE RTSP RAESHLUWIE 3 A
N N O HEE G A AT R TR, SRHUR
WoON f o R % g ol N D-S-S-P-T 5
200-200-200-200-200, THRASHLT R 1% H 7518
200-200-Closed, P A—2, I ER LA
KT AEIE 7 RE 75, BRI 1 2
BAUR, ¥ RTEERABUR S, SEEREHL, &
T HAPIRSHURSE & X 1 KRREERFRA,

Fz 1 HHEIIREPNF RS

Table 1 The alphabet and mapper of the progressive
learning process

BBt FhER P 2

Describe01 DESCRIBE XX aacAudioTest
i Setup01 SETUP XX aacAudioTest/track1
BB Play01 PLAY XX aacAudioTest
TeardownO1 TEARDOWN XX aacAudioTest
Describe02 DESCRIBE XX matroskaFileTest
Setup02 SETUP XX matroskaFileTest/track 1
é,h:& Setup02 SETUP XX matroskaFileTest/track2 session
Play02 PLAY XX matroskaFileTest
Teardown02 TEARDOWN XX matroskaFileTest
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