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intrusion detection in industrial internet, an industrial internet intrusion detection method based on light gradient
boosting machine optimization was proposed. To address the problem of low detection accuracy caused by
difficult-to-classify samples in industrial internet business data, the original loss function of the light gradient
boosting machine as a focal loss function was improved. This function can dynamically adjust the loss value and
weight of different types of data samples during the training process, reducing the weight of easy-to-classify samples
to improve detection accuracy for difficult-to-classify samples. Then a fruit fly optimization algorithm was used to
select the optimal parameter combination of the model for the problem that the light gradient boosting machine has
many parameters and has great influence on the detection accuracy, detection time and fitting degree of the model.
Finally, the optimal parameter combination of the model was obtained and verified on the gas pipeline dataset
provided by Mississippi State University, then the effectiveness of the proposed mode was further verified on the
water dataset. The experimental results show that the proposed method achieves higher detection accuracy and lower
detection time than the comparison model. The detection accuracy of the proposed method on the gas pipeline dataset is
at least 3.14% higher than that of the comparison model. The detection time is 0.35s and 19.53s lower than that of the
random forest and support vector machine in the comparison model, and 0.06s and 0.02s higher than that of the decision
tree and extreme gradient boosting machine, respectively. The proposed method also achieved good detection results on
the water dataset. Therefore, the proposed method can effectively identify attack data samples in industrial internet
business data and improve the practicality and efficiency of intrusion detection in the industrial internet.

Keywords: industrial Internet, intrusion detection, light gradient boosting machine, focal loss, fruit fly optimization

algorithm

0 5|5

bEE Tl Ak 515 BALER BERL & LR+ 55
S, DLACR e SO0 HT R 5 R 15 2h 2
51, AR AL Tl S A8t 1) Tl B 45 3 T
Pl ke . Tk BB TEHES L Gor AL
P28 AL AR BT S0E 2R AR 2 BRI
ol Azl 5 A = AU R, K ol &
QS HEMNG G, HNRERME T E 2B
FIRTRE, Tl B2 20005 B et i
U1, 2017 £E(#) “WannaCry” #1205 8 54, 2021
1) DarkSide 812 A4k ) 2 00 € 10 Bk A

N T AR T B Y B TN 1 22 4 KU, N
R RGP A T — Bl A BT R AR,
SR b X [ 5% (1738 AT R A FEICHE 22 #eAT EAT R
M, — BORAE W ST N E R &R I R BGE I,
N R — AR 2 3 ) 2 A B R

UL, HLEEE S HORTE HARE & b F,
BG4 BICTRT B AR i = A5 2012 N A%
22 WH N T HEBEM AR . Seth
U0 3o BE AL AR RN 25 B4 20 BT F 2 R A R 3
BV D B R R B, AR A (1 TR BN 4

I e B O SR T L B BEAT A, S
T TR AR AT S 4, H 5 AT R IR 45
I 25 5 O B BF L, AT s Me AR AR Py e U v 1
. Liang S H T —Fh 2 RHE R AR AL BIAL 1Y
Tl BRI NAR RSN 7325, %75 5 R] AR ot s
DUZH AR FI B, RN T 283 A HE R PEAS
(1) A, (H LRI . A R SCEPUR R G
5T AT RAIEE £5, IR CNN-BILSTM
F1%) it G5 A5 25 DA IS [) 60 25 ] 79 A 48 2 4 1) 4 R
fiE, ZJEiEEd 2 ki B U R AE AT Rl
T AR B PP LE N SR RAR R T s % E
(HERf 2 Eis 99.21%, (R AN [B] AH 0 T % 4t
PLES 2 S BRI AR K . F A 4 R lies
A 5] AT S50 B2 P A 7 THD X g e SRV R 4T 0K
BE, IR O R B R SR T SRR A B AR A
ST, DRI S AE i % . HIZ R0k
R AT HAR I, SCRE R EHLEVE BEUR
FER ORI B Rt I U ML 2 o (AT
B, HET2A58% 04, AR TERE
R, REARAEZ K L,

4T B 2 R R R R R T ML
(LightGBM, light gradient boosting machine) 7E



Vag- I 1515 5 A 2 A

H9%

Z PRI LRSS, ARz 2R A
Sk, (HEEAEH LightGBM S AF7EU1 T in) @,
O HAFFEME T REARREAIT B 5 i ] T )11
LRI IEFHAEFEA, DL o ks D AE A
R, HIESERR TAEF LR L. @ LightGBM S:%{
X%, (A S A0 B B R 1 B A B
W o DU, ASCER R B AR AR R R B
LightGBM [ (AR eR %L, IR F Rt A 5%
(FOA, fruit fly optimization algorithm) X 2433t
LightGBM AR THIZH SR, feth BT RER
FEFEFHRUOCAI) T RN AR A F5 72

1 T EEMN RN AREY

RSO H ) T ELIPRN AR ARSI g v i etk
LightGBM JEA 1945 2 ¥ Focal Loss B>,
SCE S PRI AR 8 B AR A TR 3 00 X 4 S0 5 4
FREAR P RAEIAT A FIRREE 2, Hop 5028
FEARIR R AR E TR, T HE e o A
(AT IIHERA 2, JEMH FOA % dudt 5 1 LightGBM
HATESHORSE, P P A I A P
g NRATIAR P ARNESL A 1 fs.

(Iﬂﬁﬁ@ﬁﬁ%

w0
R
VY| E—AkaeE
s
S
0% T B0%
S —Lt— L —L— 3
' w%%‘ Mﬁ%‘ 1
D L g:
BN ey ey el a
““““ ol [ T pm—— !
| [RmERSE AR || | i
JERTALHEIT S E0RE | | TR
BihssgE gy | ] !
N | s

______________________________________________________

B ARSI i R HE S

Figure 1 Technical framework of the intrusion detection model
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Table 2 Data type and data distribution of natural gas
pipeline dataset and water dataset

Bl ok
KRR kK
Normal NRGEET 61156 172 415
NMRI [HE = RPN 2763 9187
CMRI R AN i 15 466 12 460
MSCI WRURA S IEATTE 782 1833
MPCI LS R NI 7637 3725
MFCI TR R AT 573 1320
DoS a4 IR 55 Bt 1837 1237
Recon it Kk 6 805 34002
Mt — 97019 236 179

RPN R EEBEN E AR E R,
R T G Gt R A BB ORI RRAE “ A 4L
EEUNIRIE, AN RFIETC R, S AR
BRI R, RAREE DLAM IR AE 1R AT 5 K fe Iy
H— b2, A E0,1], H—finX(12)
JI7s o

P (12)
X

max  Fmin
Hrr, x . NIEERHEBIERE AR E: x,,, NIE
U EBIEREAIMA:  x AT BT R IR
TEEHRFEAR; X AE— LS5 PRFE SR A
2.3 I IERR

Tl B IR 2 A AU U0 K 2 AE A B o
HAFHING, AT A2 7028 M REIEA T
B 0T o« ARSCLAZE P 5 IUERR ( ACC ).
i (ENR D). 3iFE (FPR ). FIENIFNE
B, SEOGHH 25 R TRIE R 03 3 PR

£3 SRBER

Table 3 Confusion matrix

YA
TRV P
EH Yok
1B TN FP
TRME
Yy FN TP

ACC + FNR - FPR Al F1 f52 353 anat(13)~
K167

n

2. (TP, +TN,)

ACC=—— (13)

number
1< FN.

FNR=-) ——1 14
n;TPI.+FNi (14
1< FP,

FPR=—>» ———— 15
n;FPi+TNi (15)

1 (2TP)

Fl==Y

n ‘= (2TP+FP+FN)

KA, number RARFEARLEL nRRINEL
24 RESHGE

B, B LightGBM JEAG 45 2% o £ i sty
Focal Loss F&%1, % Focal Loss PR H AN EE 2
By Ma iU, Hrb, RERH, BUERH 2, H
T AR5 0 RFEARTIBLE, FKNERF T o BUE
N 0.5, RAJLIEFAFEARR TR, )5, (EH
FOA Xt J5 ) Light GBM AT S8 Mk, k4%
WIS EH A, BT ROC 2k n] LR 47 M fif v 4
P AT B PR 18, PR ROC Hi 2
THE CAUC) 1ERZEUA 3 B pR AL
FOA ARSI FE W&l 6 Frow

(16)

99.005% ¢
99.000%
98.995% ¢
98.990%

98.985% ¢

T8 B PR R A

98.980%

98.975%

0 10 20 30 40 50
HEREEEL
K6 FOA Mt i

Figure 6 Iterative convergence process of FOA
LightGBM HIZ gk £45 Rk 4 s,
2.5 RASEEHIRE LIEBERES T
N T BAEASC TR T IE A S, TERARS
EEEAR AR AR HT ST 2 7 N L sk
5, I VR VE FERE AT AL R T 2k 4y S R



©52- W2 55 (5 B 22 Al

H9%

RHSK, JREGR) LightGBM Al s STtk anfd 7
Fimo BRATARGRFRZEITONZE T, FFFIEEARZE
MESEEA. BT LightGBM 8%, JEHS
FO R P REFE AR, AN 40L& A4
T, XHELEE LightGBM #4722 H0% B Al Hak 5]
BUFRE . HA, learning rate W E N 0.1;
max_depth % & ¥ 23; num_leaves /|» - 2(mx-derth),
HAEBEE N 93; num class {RRIRZAS), KE
A 8; metric BEE N multiclass fCER £ 432K, HAE
SR IER A

= 4 LightGBM HUSHIAIFLER
Table 4 Parameters selection results for LightGBM

e ZHIE
learning_rate 0.197
num_leaves 42
max_depth 54
bagging_fraction 0.305
reg_alpha 0.588
reg_lambda 0.175

Normal 17970 1 292 9 54 0 3 0
NMRI} 536 287 0 0 0O O o0 0
CMRI} 75 0 4521 0 0 O 0 0
% MSCI} 11 0 0 227 0 0O o0 0
B MPCI} 39 0 0 0 228 0 0 0
mr
“MECI} 0 0 0 0 10 163 0 0
DoSL 10 0 0 0 0 0 549 0
Recon| ¢ 0 0 0 0 0 0 2061
T E 2 3 9 9 %2 %
s z O = = = ~
TR H

7 JRHAH) LightGBM A& 45 ST 44k,
Figure 7 Visualization of the original LightGBM detection results
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Table 5 Performance comparison of before and after optimization LightGBM model on gas pipeline dataset model
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NMRI 98.15% 65.12% 0 51.66% 99.60% 12.02% 0.05% 92.64%
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MSCI 99.93% 4.62% 0.03% 95.78% 99.93% 4.62% 0.03% 95.78%
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Recon 100% 0 0 100% 100% 0 0 100%
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Table 6 Comparison of detection results of intrusion
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Table 7 Multi-class detection results of water dataset

B R RS SiES Fl1
Normal 96.60% 3.94% 191%  97.63%
NMRI 99.78% 4.16% 0.05%  97.17%
CMRI 96.68% 7.74% 3.06%  74.52%
MSCI 99.94% 5.68% 001%  96.25%
MPCI 99.95% 1.24% 0.02%  98.62%
MFCI 100% 0 0 100%

DoS 99.99% 0 0 99.85%
Recon 100% 0 0 100%

NT BB IUEARSCATR R E R, X
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Table 8 Comparison of detection results of intrusion
detection models for water dataset
it wE JERE RmRE F1 R /s
DT 90.74%  26.15%  4.26%  73.42% 0.01
RF 90.75%  25.96%  4.26%  73.55% 0.72
SVM  90.44% 33.40% 4.41%  68.22% 160.77
XGBoost  90.75%  25.92%  426%  73.56% 0.07
ASCHER 96.48%  2.84%  0.63%  95.50% 0.17
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