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algorithms have good anti-quantum computing security. In particular, the lattice-based cryptography is expected to
become the main technology of the next generation public key cryptosystem. However, post-quantum encryption
algorithms have the disadvantages of large amount of computation and high storage space. The communication
efficiency of IoT will be affected if post-quantum encryption algorithms are directly applied to the lightweight
device under IoT environment. In order to better guarantee the communication security and improve the
commutation efficiency of IoT, Sym-BRLWE (symmetrical binary RLWE) encryption scheme was proposed.
Sym-BRLWE was improved from the existing post-quantum encryption scheme based on BRLWE (binary ring-
learning with errors) problem. Specifically, Sym-BRLWE encryption algorithm met the efficiency requirements of
IoT via improving the random number selection on the discrete uniform distribution and the calculation of the
polynomial multiplication. Sym-BRLWE encryption algorithm achieved high efficiency and high security via adding
encryption security precautions, then it is more suitable for IoT lightweight devices. From the security analysis, the
proposed Sym-BRLWE encryption scheme had high security. It could theoretically resist lattice attacks, timing
attacks, simple power analysis (SPA) and differential power analysis (DPA). From simulation experiments, which
were carried out in a binary computing environment simulating an 8-bit micro-device, the proposed Sym-BRLWE
encryption scheme has high efficiency and small key size in encryption and decryption. It could reduce the total
encryption time by 30% to 40% when compared with other BRLWE-based encryption schemes with the parameter
selection of the 140 bit quantum security level.

Keywords: post-quantum cryptography, internet of things, public key encryption, lattice-based encryption system,
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Table 3 Parameters and security level of RBLWE

Tina 75 % LAY bit n q
RBLWE-I 84/73 256 256
RBLWE-II 190/140 512 256
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Table 4 Time consumption of each
encryption algorithm

IS ERELL ?TIEIE{THT? Hﬂ'}%?ms Hﬁfﬂfms
R-BinLWE-1  SCHR[13] 21.54 57.525 41.94
R-BinLWE-II ~ SCHR[13] 78455 144.18 69.705
B-RLWE-I SCHR[14] 50.275 92.365 92.765
B-RLWE-TI CHR[14]  201.315  379.715 181.745
InvRBLWE-T  SCHk[16] 59.8 112735 112.065
InvRBLWE-II  SCH#k[16]  237.86 446.9 218.275
Sym-BRLWE-T A CH% 47.89 84.795 71.65

Sym-BRLWE-II ~ ASCHEE  148.655  263.005 122.74
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Table 5 Data size of each encryption algorithm

] A BR

LS ESEL j(iéffyte ji/j‘\/tffyte ﬁ?\/fyte
R-BinLWE-I SCHR[13] 511 2051.82 2740.15

R-BinLWE -1 3C#k[13] 1023 4111.325 3652.6
B-RLWE-I SCHR[14] 127 2051.97 2740.98
B-RLWE-II SCHR[14] 255 411085 3655005
InvRBLWE-I  SCHR[16] 127 205146  2739.625
InvRBLWE-IT  SZHik[16] 255 411091  3655.685
Sym-BRLWE-T ~ AH % 127 2053.495  2740.245
Sym-BRLWE-IT A SCHI% 255 4112455 3656.85
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Figure 1 Comparison of the total encryption time of each algorithm
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