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chitecture and it is difficult to apply to heterogeneous redundant system architectures such as multi variant systems.
Manadhatad et al. proposed a method to measure the attack surface in a dissimilar redundancy system. However, the
voting granularity and voting method of the system architecture adopted by Manadhatad are different from those of
the multi-variant system, which cannot accurately measure the attack surface of the multi variant system. Therefore,
based on the traditional attack surface model, combined with the characteristics of heterogeneous redundant archi-
tecture of multi variant systems, the traditional attack surface model was extended and the attack surface model of
multivariant systems was constructed. The attack surface of the multi variant system was represented in a formal
way, and the traditional attack surface model was improved according to the voting mechanism of the multi variant
system at the exit point of the system, so that it can explain the phenomenon that the attack surface of the multi var-
iant system shrinks. Through this modeling method, the change of the attack surface of the multi variant system
adopting the multi variant architecture can be explained in the running process. Then, two groups of software sys-
tems with multi variant execution architecture were used as analyzing examples. The attack surface of the software
systems with the same functions as those without multi variant architecture were compared and analyzed in two sit-
uations of being attacked and not being attacked, reflecting the changes of the multi variant system in the attack sur-
face. Combining the attack surface theory and the characteristics of the multi variant execution system, an attack
surface modeling method for the multi variant execution system was proposed. At present, the changes of the attack

surface of the multi variant execution system can be qualitatively analyzed. In-depth research in the quantitative

%8E

analysis of the attack surface of the multi variant execution system will be continually conducted.

Keywords: multi-variant execution, attack surface, attack surface metric, network security
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Figure 1  Architecture model of typical multi-variant execution
software system
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Figure 2 Architecture of dissimilar redundant information system
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Table 1 The first group of system call of software
system not attacked
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Table 2 The second group of system call of software
system not attacked
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1 Brk Brk Brk
2 Mmap Mmap Mmap
3 Access Access Access
4 Open Open Open
5 Fstat Fstat Fstat
6 Mmap Mmap Mmap
7 Close Close Close
8 Open Open Open
9 Fstat Fstat Fstat
10 Mmap Mmap Mmap
11 Close Close Close
12 Open Open Open
13 Read Read Read
14 Fstat Fstat Fstat
15 Mmap Mmap Mmap
16 Mprotect Mprotect Mprotect
17 Write Write Write
18 Exit Exit Exit
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Table 3 The first group of system call of software
system attacked
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1 Brk Brk Brk
2 Mmap Mmap Mmap
3 Access Access Access
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5 Fstat Fstat Fstat
6 Mmap Mmap Mmap
7 Close Close Close
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12 Write
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Table 4 The second group of system call of
software system attacked
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6 Mmap Mmap Mmap
7 Close Close Close
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9 Fstat Fstat Fstat
10 Mmap Mmap Mmap
11 Close Close Close
12 Open Open Open
13 Read
14 Write
15 Mmap
16 Write
17 Write
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