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Abstract: With the popularization of IoT devices, more and more valuable data is generated. Analyzing and mining
big data based on [oT devices has become a hot topic in the academic and industrial circles in recent years. However,
due to the lack of necessary detection and protection methods, many [oT devices have serious information security
risks. In particular, device hard-coded information is closely related to system encryption and decryption, identity
authentication and other functions, which can provide confidentiality protection for core data. Once this information
is exploited by malicious attackers, serious consequences such as sensitive information leakage, backdoor attacks,
and unauthorized logins will occur. In response to this problem, a multi-type character recognition and positioning
scheme was designed and a hard-coded vulnerability detection method in executable files was proposed based on the
study of the characteristics of hard-coded vulnerabilities in IoT devices. The proposed method extracted the
firmware of [oT devices and filtered all executable files as the source to be analyzed. Then, a solution to identify and
locate three types of hard-coded characters was provided. Further, the reachability of the function, where the
hard-coded character was located, was analyzed according to the function call relationship. Meanwhile, the
instruction heterogeneity was mitigated by an intermediate representation (IR) model. The character and parameter
hard-coded values was obtained through a data flow analysis approach. A symbolic execution method was devised to
determine the trigger conditions of the hard-coded vulnerabilities, and then the vulnerability detection result was
output. On the one hand, the proposed method introduced the method of symbolic execution based on the use of the
intermediate representation model, which eliminated the dependency of instruction architecture and reduces the false
positive rate of vulnerabilities; On the other hand, this method can integrate characters, files, and cryptographic
implementation to realize the different characteristics of three types of hard-coded characters, which increased the
coverage of vulnerability detection and improves the versatility of the detection method. The experimental results
show that the proposed method can effectively detect three types of hard-coded vulnerabilities of characters, files
and cryptographic implementation in various IoT devices, and has good detection accuracy, which can provide
certain guidance for the deployment of subsequent security protection technologies.

Keywords: big data, IoT security, hard coding, vulnerability detection
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Figure 4 Determination of parameter hard coded character value
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Figure 5 Hard coded vulnerability trigger conditions
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Figure 6 Firmware pretreatment results of each vendors
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Table 2 Hard-coded vulnerability detection results of
each vendors
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ML TP Hohk. BEFSHLRE. WPS PIN 3. 7= 5 7
e R A,

(D JaIKH

£ TP-Link ff] TL-AP450C 5443k &4, 55
% getDefaultWebCtrlUser() (DS UIE 7 Fras)
AT uclited AT AT SCHFEH, Rl 5 Web Ctrl BZ
AR B H P admin/admin.

l.void getDefaultWebCtrlUser (char *param_ lghar *
param_2){

2.strcpy (param_1,g default login name);
//g_default login name = admin

w

.strcpy (param_2,g_default_ login_pwd);
//g_default_login pwd= admin
.returny }

=

7R3 getDefaultWebCtrlUser() {115

Figure 7 Function getDefaultWebCtrlUser() pseudo code

£ TP-Link [¥] TL-TPC20 $54% 3k [E 1, ATk,
AT cet HEREY hitp_digest auth_check() (fhfYX
a8 Ara) [FE X 1%k Request 3K
HATHCE , JF7E HTTP Header 1% B Authorization
{5 % Digest Bk AE. A H %R E P A7 e —
A RE g ) BR L B P admin/zMiVw8KwO0
oxKXLO0, %4645 F 2 XF CVE-2018-11482 FI#h
78, AL NSRRI Z A3 K. 5
B 78 K websys.lua SCHEANE], AR SCHRE IS
G AT AT SO, B H 2 A g A 2 SR
Digest /7 AT B SR M BIATAZ KK P o RIS 7E
% bR B A H 5 — N B 4 A E T opaque =
64943214654649846565646421 .

(2) WPS PIN 14

WPS PIN i33d 5 i 8 2% 2Hpk, Hii e
BIVYJE = — BRI AL RN, B B R U
fE o XF & A [ 3 AT 0 b, R D S Bk
CVE-2016-10179" T i [ 45 v A0 o

D-Link ) DWR-932B % Hi #& [E 4 5 1

WPS IjRg, 1E 0] P47 X appmgr 11 2R %L
wifi_get default wps_pin() (PHfCELUIEE 9 FraR)
K H A 2 S WPS PIN fE 28296607
4.3.2 ShERTLAFT] A

AN SCAE I FH 25 A6 L4 B B ST A
AR BRSO R SO

l.undefined4http_digest_auth_check(int param 1{

D e

3.FUN_00431b98 ("admin", austackl24) ;

4.ivarll = FUN_004a7e20 (auStackl24,"zMiVw8KwOox
KXLO" 0xf) ;

6.http_get_ request_header (param 1,"Authorization);

7.ivVard = http_get request_header (param 1,"Author
ization");

8 .FUN_004a85d0 (* (undefined4 *) (param_ 1+ 0x24),
"WWW-Authenticate:Digest realma\"$s\",algorithm=
\"MD5\", gopaA"auth\", noncex"%s\" ,opaque\"%s\"%s
\r\n", "TP-Link IP-Camera", local 260"649432146546
49846565646421,"pcVar20) ;

B8 BR%L http digest auth check()fhftiY
Figure 8 Function http_digest_auth_check() pseudo code

l.void wifi_get_default_wps_pin(char *param 1) {

2.ivarl = access("/config/default/factory.ini" 0);

3.if (ivarl == 0) {

4.qcfg_file gets (¢DAT_000672cc,"enrollee_pin","
28296607", &local_1c,9,"/config/default/factory.
ini");

5.if ((char)local_lc != '\0') goto LAB 0001fb38; }

.qcfg_file gets (&DAT_000672cc,"enrollee_pin","

28296607", &local_1c,9,"/etc/qrcfg/wifi.ini");
7.strcpy (param 1, (char *)&local_lc);

o

e

.return; }

K9 BR%L wifi_get default wps_pin()Ph (8%

Figure 9 Function wifi_get default_wps_pin() pseudo code

(1) #HXHEH

£ 360 [i% d1 A% [ 1A Tib H 36 R ERR R L
4 libcloudquery.so 1] createPostHeader() B /71
Xt 4% /app/devices/bin/rsa_public_key.pem FJ %
BISCIESI A, i 10 s

[FIFEHE, 7E cgitest.cgi SCAFHT, sub_45EB04()

i =

GopoaoReEERR2918
2000000000002918 loc_2918:
BeE0RREEREER2918 11 $al, @
200000800000291C move ta@, %s4
B000000000002920 la
feppeeRReeeR2924 jalr

000EEEEARARA2930 begz  $v@, loc 2DCC
0000EEEARARA2934 move  $s4, v

$t9, rsa_public_encrypt_Json

$t9 ; rsa_public_encrypt_Json

0000000000002928 addiu  $al, aAppDevicesBinR # "/app/devices/bin/rsa_public_key.pem”
|eepeeeea000292C 1w $gp, @x4843+var_4038(%sp)

B 10 rsa_public_key.pem 8 C4F5]
Figure 10 rsa_ public_ key. pem key file reference
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%8E

feeeeREEEE45EBFC
000000000045EBFC loc_45EBFC:

faeaeEEEEE45ECEAL move $al, fvl
000000000045EC14 Lui $vl, @x48

BeeeeEREBB45ECLIC move
000000000045EC20 jal

$a3, fve
sub_45E948

00POABRARRASEBFC addiu  $vl, $fp, @x4784var_42C
00P0R0AARRASECA0 addiu  $v@, Ffp, @x4784var 438
0000R0AARR4SECE4 addiu  $al@, $fp, @xd4784var_448
000000000R45EC08 sw $a@, @x47e+var_468(%sp)

PRREAEARRRASECL 1w $al, @x470+var_438(5fp)

000000000045EC1E addiu  $a2, $vl, (aEtc36@PubKey - @x43@008) # "/etc/360_pub.key”

K11 360_pub.key S48 C 51 H
Figure 11 360 pub.key key file reference

B #0511 Jete/360_pub.key ZHISCHE, A 11
FT7R o

(2) M 51

1E 360 B H 2 LE 360P4-V2 1, fE{ELLT
bin H 3 T [ busybox 12 H/ete/passwd LA,
B % FUN_004344fc(O) DR E 12 fis.

1l.undefined4FUN 004344fcilnt param 1,int param 2) {
Do

3.ivar3 = FUN_004771b0"/etc/passwd)"a") ;

4.ivard = FUN_004771b0"/etc/passwd)"r");

B 12 BRE FUN_004344fc() 0
Figure 12 Function FUN_004344fc() pseudo code

7E passwd LGS 4 MRARNH .
HENEWE 13 s,

=

.admin: 6HgsSsJIEOc2U:0:0:Administrator:/:/bin/sh

2 .support:Ead09Ca6ThzzY : 0: 0:Technical Support:/:/
bin/sh

3.user:tGgcT.qjxbEik :0:0:Normal User:/:/bin/sh

4 .nobody :VBcCXSNG7zBAY: 0:0:nobody for ftp:/:/bin/sh

& 13 Jetc/passwd LA P 2%
Figure 13 Contents of /etc/passwd file
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P SR 2 R 2 LA KT R ELHE RSA B
7 Padding & B AFTEME S E, LLTE CBC X
A IV & B AELE R w1

(1) RSA Padding 1§

7t Tenda [ ucloud SCAFH, PREL int rsa
verify() (HACHS L& 14 s FEAERT RSA ik
(R, H % E I RSA Padding fE4 1.

(2) CBC & 1V 1H

7t Western Digital [l vams_dhx_pam.so
YA, % FUN 000128¢0() (PAACHS I 15

Fian) A CAST  cbe encryptOpfi%k, H CBC
(1) IV B 9 il g A i A5 H B LWallace.

l.undefined4 int_rsa_verify(int param 1lwoid *
param 2,size_t param_ 3,uchar*param 4int *
param 5,uchar*param 6, size_t param_7,RSA*
param_ 8) {

3.if((param 1==0x72)&& (param_ 4=(uchar*) 0x0) {

4.ivar2 = RSA public_decrypt(sVarl,param 6,
param 4,param 8l ); // int padding= 1

5.iVar2 = RSA public_decrypt (sVarl,param 6, to,
param 8,); // int padding= 1

14 BA%int rsa_ verify() D015

Figure 14  Function int_rsa_verify() pseudo code

=

.undefined4 FUN_000128e0 (uintparam 1,undefined4
param_2,undefined4param 3,ushort*param 4,uint
param_5, void *param_ 6,undefinedd4param_7) {

.// void CAST cbc_encrypt (uchar*in,uchar*out,
long length, CAST_KEY*ks,uchar *iv, int enc)
.CAST_cbc_encrypt ( (uchar*)in, (uchar*)in, 0x90,
(CAST_KEY*) &DAT_000239e8,(uchar *)s_LWallace_
00023913}0, 0);//s_LWallace 000239b0= "LWallace"

w N

'S

15 A% FUN_000128e00)fhftH%
Figure 15 Function FUN_000128¢0() pseudo code
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