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Abstract: Image encryption technology plays an important role in today’s multimedia applications and Internet in-
formation security transmission. However, most image encryption algorithms still have problems, for example, ci-
pher images occupied high bandwidth during transmission, image encryption speed is slow, image encryption algo-

rithms are not associated with plain image, and there is no complete ciphertext feedback mechanism. These prob-
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lems all affect the security and easy use of image encryption algorithms. In order to solve the above problems, the
compressive sensing technology and chaotic system were studied, and a new image encryption algorithm based on
double chaotic system and compressive sensing with plaintext association was proposed. The plaintext image asso-
ciation key was used to associate the plain image hash value with the Logistic chaotic system parameters. Discrete
wavelet transform, was used to sparse the plain image. Then the random measurement matrix was generated by the
Logistic chaos system, and the image was encrypted once by combining the compressive sensing technique and the
random measurement matrix to obtain the intermediate image. The intermediate image was hashed again, and the
Rucklidge chaos system initial value was associated with the plain image hash value together. The Rucklidge chaotic
system and encryption algorithm were used to control the intermediate image for secondary encryption and accord-
ingly obtain the cipher image. The encryption algorithm was a new plaintext correlation encryption algorithm, which
used the image’s own pixel value to control the scrambling of the intermediate image. It also enhanced the plaintext
association and established a ciphertext feedback mechanism. Simulation results and performance analysis show that
the algorithm has good encryption performance. The encrypted image can be compressed according to the compres-
sion ratio, effectively reducing the size of the cipher image. Moreover, it is resistant to common attacks such as
known plaintext attack, selective plaintext attack and differential attack, which is better than other common image
encryption algorithms.

Keywords: image encryption, compressive sensing, double chaotic system, plaintext association, discrete wavelet

transform
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Figure 1 Flow chart of image encryption
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Table 1 Correlation coefficients of neighboring pixels in different directions for plain image and cipher image
SR R
L
KI5 1) P H 1A Xt F1 287 11 KT 16 & B 77 [ Xt 1275 1)
Lena 0.9721 0.984 7 0.956 8 0.001 —0.002 4 0.000 8
Cameramen 0.982 4 0.989 6 0.9722 —0.000 2 0.005 2 —0.000 8
House 0.995 6 0.994 5 0.990 4 —0.003 3 0.005 2 —0.000 7
Jetplane 0.9727 0.970 3 0.948 7 0.007 4 0.001 1 —0.004 5
Lake 0.9759 0.976 4 0.961 2 —0.001 6 0.000 3 —0.005 5
Livingroom 0.946 3 0.9529 0.912 0 0.000 3 0.000 9 —0.007 4
Woman 0.996 4 0.996 9 0.994 5 -0.001 -0.002 4 —0.001 1
Peppers 0.980 4 0.980 3 0.970 6 —0.001 4 —0.003 4 0.007 7
Pirate 0.9775 0.981 3 0.9670 —0.008 5 —0.0015 —0.003 5
Walkbridge 0.941 6 0.939 4 0.904 8 0.000 2 —0.002 4 0.001 3
BE 09724 0.974 5 0.9555 —0.000 71 0.000 06 -0.001 37

x2 AEREFERREIIERR
Table2 Comparison of mean values of correlation
coefficients of different algorrithms

(c) %

v (a) Lena (b) Lena
; RAH WIS BXER 0
ik : : — i
A Hi T E %4 f12 5 o
SCHR[17] 0.002 -0.000 7 —0.001 4
SCHRT18] ~0.001 7 ~0.0132 0.008 4 ; :
SCHR(19] 0.0137 0.0002178 0.000 537 © g)q ( )zﬁfggq () R
HR[20] 0.002 6 —0.003 8 0.006 2 W%;géﬁ‘éfﬁ r%g@{%ﬁgﬁ A
AL -0.000 71 0.000 06 -0.001 37
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Figure 9 Key sensitivity test
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Table 3 Information entropy of plain image
and cipher image

K1 HISCEMR (S Boisbit 2 SCEHRAE B /bt
Lena 7.445 7.998
Cameramen 7.048 7.998
House 5.752 7.998
Jetplane 6.713 7.998
Lake 7.482 7.998

*4 FEREFEREEILR
Table 4 Comparison of the mean value of information
entropy of different algorithms

=R7R 15 B /bit
SCHR[17] 7.997 2
SCHR[18] 7.997 2
JCHR[19] 7.999 3
SCHR[20] 7.998 3

AL 7.998 7
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Table 5 PSNR of different images

Hifz: dB
CR Lena Cameramen House Jetplane Lake
0.25 24.73 26.663 3 38.1609 314262 254232
0.50  34.6481 31.8391 38.002 4 347111 32218
0.75  34.6526 33.109 8 37.9900 347075  32.1596

SRR 5 MBS A R BT A, RE S
(RGO = R 4T, e PSNR fEH 38.160 9 dB,
R 4R CR=0.25, A4 & 11 i &t AT LA
Bt o SRR WA SCREIE I EA RO R AT
3.7 MESWESH

Wi 8 B 20 WS R R OE SR R A
SRIG TR SCEUR ARG L. I, — A RAFHY
EGIN 25 BEAE W SOR AR VNI ARG S, 3 SO
ZARKEN, ., B FEZHE (NPCR, the number
of pixels change rate) 14— 14725 1b 5% &
(UACI, the unified average changing intensity) £¢
A RV AR R R R IR ZE 0 Wik .
NPCR H1 UACI FJHEL AR 5 -

D(i, )

NPCR:lifa—Xr——400% (17)

o Cl(isj)_cz(it'j)
Z‘Z‘ 255
UACI = =
M-N
Hrp, ¢ RSB FESERTINE L, G2
BRESTFMEL, MC G, 5)-C,,j)=0H,
D(i,j)=0, BN DG j)=1. £ 6 &l TIXHA
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Table 6 NPCR and UACI values

100%  (18)

L NPCR UACI
Lena 99.62% 33.41%
Cameramen 99.61% 33.53%
House 99.59% 33.45%

Jetplane 99.63% 33.53%
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Table 7 Comparison of mean values of NPCR and
UACI by different algorithms

HE NPCR UACIT
CHR[17] 99.65% 33.48%
SCHR[18] 99.60% 33.47%
SCHR[19] 99.61% 33.46%
HR[20] 99.66% 33.62%

AL 99.61% 33.48%

FEFRVRZE T, NPCR A1 UACI [ELAE(E N
99.609 4%7F1 33.463 5%. MK 6 MK 7 HH]H H
B S i 47 S 45 AR R 8 3 2 25Kk, SRAHA L
SEENT B SC UG AR i BERRURR, AR R Iz
oy Bt ReE
3.8 HEfEEZMES

PR B o i 25 Bk ) 2 A7 B — AN VA PR RE )
FebR. R 8 A LHIE(E CR=0.5 B F A A
B SC MG E g s ] . R 9 4 T AR L
S Lena PG A0 g 2 i [ A1 Ath SCHR (1% L
4

%8 AREKMMBEZRE, CR=0.5

Table 8 Encryption and decryption time for
different images, CR=0.5

El& T st 18)/s fif S 1T 1) /s
Lena(256x256) 0.283 000 1.098 359
Cameramen(256x256) 0.267 795 1.083 355
House(256%256) 0.760 084 2.599 003
Jetplane(256x256) 0.732 589 2.803 953
Lake(256%256) 0.717 937 2.842 957
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Table 9 Comparison results of encryption and
decryption time between the proposed
algorithm and other algorithms, CR=0.5
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SCHER[17] 0.66 3.02
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SCHR[20] 225 —
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