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Abstract: Code obfuscation has been well developed as mitigated endogenous security technology, to effectively
resist MATE attacks (e.g. reverse engineering). And it also has important value for the reasonable metrics of code

obfuscation effect. Since symbolic execution is widely used in anti-obfuscation attacks, metrics for code obfuscation

ks BER: 2021-07-07; {&[EHHA: 2022-05-11

BIEEE: MK, 516162560@sjtu.edu.cn

E&£WB: EXESAHAITY (2021YFB1006200, 2021YFB1006201), E5K H R EIES:(62072467)

Foundation Items: The National Key R&D Program of China (2021 YFB1006200, 2021YFB1006201), The National Natural
Science Foundation of China(62072467)

SIAMER: HEM, MoK, EWC ETH ST N-scope H & MAMIRER R ET]. ME5EEZ8%,
2022, 8(6): 123-134.

Citation Format: XIAO Y Q, GUO Y F, WANG Y W. Metrics for code obfuscation based on symbolic execution and N-scope
complexity[J]. Chinese Journal of Network and Information Security, 2022, 8(6): 123-134.



© 124 - W28 545 JE 22 A AR

%85

resilience can refer to the efforts of generating input test set for executing all program paths. However, some

adversarial techniques could reduce the symbol execution efficiency significantly based on the nested structure of

the program and increase the error of the resilience reference. To solve the above problems, a metrics for code

obfuscation was proposed based on symbolic execution and N-scope complexity. The obfuscation resilience was

defined with symbolic execution time and obfuscation potency was defined based on the proposed N-scope

complexity for better robustness in measuring the resilience of multi-nested structure programs. Furthermore, the

correlation analysis of obfuscation effect was proposed and the effect was quantified by symbolic execution and

control flow diagram extraction of programs. Over 4000 obfuscated programs from 3 open-sourced assemblies were

evaluated with proposed metrics in the experiment, which indicated the generalization performance and practicality

of the metrics. And an example of this metrics application was presented in a simulated obfuscation scenario which

provided references of obfuscation technology metrics and obfuscation configuration for obfuscation users.

Keywords: code obfuscation, obfuscation metrics, symbolic execution, N-scope
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2) Cnesting =0

3) sort(G. V)

4)FORvin GV
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6) FORvin GV:
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17) Chesting™™= cnt-loop.length()

18) RETURN Ciesting
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Figure 1 Flow chart of measurement method implementation
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return 6;
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return
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Figure 2 Program samples with different structures
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Table 2 Introduction of Tigress obfuscation techniques
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Table 4 Assembly3 obfuscation effect analysis
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NEACEES TN N-scope E & & — —

HME SRDA itz
1. AddO16-Copy-Flatten-ImpF-Leak 0.57 3.95 2.76 3.40
2. EncA-Virt-ImpF-Leak-AntiTA-CleanUP 0.46 3.60 2.37 3.18
3. EncA-UpdateO-Virt-GenrEntr-EncL 0.88 3.33 1.71 3.05
4. EncA-UpdateO-GenrEntr-AntiAA-EncL 0.21 3.33 2.88 2.62
5. EncA-ImpF-AntiTA-EncL-CleanUP 0.21 3.27 2.99 2.52
6. EncA-UpdateO-Virt-AntiAA-Split 0.86 3.12 1.59 2.84
7. EncA-Virt-GenrEntr-Leak-AntiAA 0.85 2.99 1.51 2.85
8. Flat-GenrEntr-ImpF-EncL-CleanUP 0.51 2.96 1.58 2.55
9. Flat-UpdateO-ImpF-AntiTA-Split-EncL 0.46 2.80 1.55 2.51
10. ImpF -Flat-AntiTA-Split- CleanUp 0.43 2.59 1.26 2.45
11. Virt-GenrEntr-ImpF-EncL-CleanUp 0.83 2.56 1.22 2.28
12. Copy-UpdateO-Virt-Split-CleanUP 0.82 2.54 1.17 2.39
13. AddO16-GenrEntr-ImpF-EncL-CleanUP 0.22 2.48 1.26 221
14. EncA-ImpF-AntiAA-Split-EncL 0.20 2.47 1.34 2.10
15. AddO16-GenrEntr-Leak-EncL-CleanUP 0.22 2.47 1.40 2.07
16. AddO16-UpdateO-Virt-GenrEntr-ImpF 0.85 243 1.13 2.19
17. Flat-UpdateO-Virt-ImpF-Leak-AntiTA 0.84 2.37 1.08 221
18. UpdateO-GenrEntr-ImpF-AntiTA-Split 0.21 2.05 0.92 1.91
19. Copy-Flat-UpdateO-EncL-CleanUp 0.52 0.52 0.16 0.50
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