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attack, detection and so on, which cannot meet the higher security requirements. As a public data platform,
blockchain can embed secret information under the cover of a large number of transactions. With its tamper proof,
anonymity, decentralization and other characteristics, blockchain can well solve the problems of traditional covert
channels and achieve secure covert communication. However, the existing blockchain covert communication
schemes are limited by low communication efficiency and poor security. How to improve safety and efficiency of
covert communication is a research focus of blockchain covert communication. Motivated by this issue, a
blockchain covert communication scheme based on the cover of normal transactions was proposed. The hash
algorithm was used to build a transmission-free password table to embed secret information without changing any
transaction data. Using the elliptic curve feature, transactions with hidden information can be quickly screened out
from a large number of transactions, to extract secret information quickly. This scheme improves the security and
efficiency of covert communication and has strong portability. Theoretical analysis shows that attackers cannot
distinguish between ordinary transactions and special transactions. This scheme has high anti-detection and

scalability. Besides, the experimental results of the bitcoin test network show the high efficiency of this scheme.
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Table 7 Embedding and extraction time
comparison of different schemes
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