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Users’ requirements of ultra-low latency experience, access to business without sense during movement and security
guarantee have attracted much attention. Mobile edge computing can meet the strict requirements of 5G with low
latency, large connection and high bandwidth. As a computing paradigm with the coexistence of multi-trust domains,
multi-entities and cross-trust domains are interconnected frequently. Identity authentication is particularly important
for security protection. Through the research on the identity authentication mechanism under the existing edge
computing paradigm, a lightweight fast handover authentication scheme based on pre-authentication was proposed.
The proposed solution moved services and calculations from the cloud to the edge. Biometric fingerprint technology
was used on the client side to defend against terminal theft attacks. Edge servers in different regions used
pre-authentication scheme to meet fast switching requirements. The user and the edge server established a secure
channel by negotiating a shared session key in real time, and the authentication scheme ensured lightweight
operation with XOR and hash operation. The proposed scheme was evaluated from two aspects of security and
performance. Theoretical design analysis and formal tool verification were carried out for security evaluation. The
formal analysis tool, AVISPA, was used to verify the improved security of the proposed scheme in the presence of
intruders. The performance was mainly evaluated from the computing cost and communication cost of the
authentication scheme. The simulation results showed that the proposed scheme reduces communication cost, and
the computational overhead can meet the needs of mobile terminals with limited resources. As the future work, the
scheme will be improved from two aspects: one is to strengthen the scalability to ensure that users and edge servers

can join and exit at any time, and the other one is to strengthen the universality of the scheme to meet the access

deployment of third-party service providers.
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Figure 1 The service acquisition architecture
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Figure 2 Fast handover authentication schemes
service architecture based on pre-certification
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Figure 5 UE first authentication process
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Figure 6 Service migration and handover authentication processes
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BBt R4 (CL-AtSe, constraint log-
ic-based attack-searcher) F13E T H Zhiz Ll FIH B
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proximations for the analysis of security
protocols ) » AVISPA A A iy & ¥ i B 38 &
(HLPSL, high level protocol specification lan-
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“Alice&Bob” F/miEHE AR NHIES, Fit,
PRSCBCTH A I AR ME R € 9 5 ) HLPSL Y2
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BE, A TARAE A ETFHIE (MSC,
message sequence charts), 1] LUK AR HLPSL
L] “Alice&Bob” IR

ARUEAEL FEE ] SPAN T HF CASHES
¥y HLPSL 1B S, M TR 2. CASHE
S 1 AR IRAF A I (identifiers), A7 B
WHP RS HEEM. wE 7 B, hiGts 4
AR, oRlERER A, RERXE 1
MEC k5% B1, REXIE 2 1) MEC k%%
B2, RELMEEM So MSKuml NETEEH,
F1 W75 4L, UID R ARJE T user. key KA
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IS

protocol Switchauthentication;

identifiers
A, Bl, B2, S : user;

UID, UB, MACL, M1,MAC2,M2, Kc, Cmac, RAND,
Nu,Ne, Nml, N1, Nm2, N2,Nc, K,Kml,Km2, MID,

MU, Sig, UAUTN, UAK, MIN@, M2Ne, MAUTNL, Mimac,
MAK1,UN1, MAUTN2, M2mac, MAK2, UN2, MC, XMU,
CAUTN, AUTN1, AUTN2, AUTN12, UAKc, RES1, RES2,
Mreg ,Mreq, Sreq, UAKu, MX1, MX2,MM1 : number;

MSKuml, MSKum2, SKuml, SKum2 ,
SKeml ,SKem2,SKm12 ,SKuc : symmetric_key;

F1,F2,F3,F4:function;
Bl 7 bR
Figure 7 The identifier declaration section

2 #B4r NIE S (Message), fiidyHBARZ
A B A2 AR . il 8 o, W% 12 3%
AHPEM SRR, 2% 3-4 5 5-6 70K
MEC Ik %5 #8321 iiAs, 5% 7-10 NP
UOMIE IR REE, #7%8 11-16 2 MEC Z [Al iR
SR oiEmAE, PR 17-19 NH A VIIES
THIFE

B 3 B ARIEE RN (Knowledge), TEPMY
PATHITFUG, B AR B — L8 (1 Fn iRk
BEEMHEE, WE 9 FR.

5 4 oy e iESEAE] (Session instance), i
TR AS R 2 FC 25 AN R AR AR, T Hidis
TR ARG . Hd A RosH P INRE
IS ih s, anlEl 10 fros.
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messages
%User registration

1. A -> S : {MID,RAND,Sig,UAUTN,Mreg}Skuc,
2. S -> A : {MID,Z}Skuc

%MEC1 registration
3. B1 -» S : {Mlmac, MAUTN1, RAND, Mreg}SKcml
4. s -> Bl : {Mlmac, RES1}SKcml

%MEC2registration
5. B2 -» S : {M2mac, MAUTN2, RAND, Mreg}SKcm2
6. S => B2 : {M2mac, RES2}SKcm2

%First certification

7. A -> B1 : {MID, Nu, Sreq}SKuml,UAKu

8. Bl -> S : {MID, Sreq, Nu, Mlmac, Nm1}SKcml
10. Bl -> A : {Mlmac, AUTN1, MX1, Nc,UN1 }sKuml

%Migration phase
11. A -> B1 : {B1,MID,Nu,Mreq}MSKuml

12. -> A:{B1,S,Nc}MSKuml

13. -> B2 : {Mlmac, Nml, MID, Nu, Nc, Mreq}SKmi2

14. -> S : { Mimac, Nml, MID, Nu, Nc, Mreq, M2mac, Nm2, Sreq}SKcm2
15. -> B2 : {AUTN1, AUTN2, AUTN12, UAKc}SKcm2

16. -> Bl : {AUTN12,MX2}SKm12

%Migration phase
: {B1,XMU,Sreq}SKum2
B2, AUTN2, MX2,UN2}SKum2
: {MID,B2,M2N@}SKum2
8 VHEH
Figure 8 The message section

knowledge

A: A,B1,B2,S, F1, F2, F3,F4, UID, UB, K,MU,
Mreg ,Mreq, Sreq, SKuml, SKum2 , SKuc ;

Bl: A,B1,B2,S, F1, F2, F3,F4, MAC1, M1, Kmil,
MM1, Mreg ,Mreq, Sreq, SKcml, SKuml, SKmi2 ;

B2: A,B1,B2,S, F1, F2, F3,F4, MAC2, M2, Km2,
Mreg ,Mreq, Sreq, SKcm2, SKum2, SKml2 ;

S: A,B1,B2,S, F1, F2, F3,F4, Kc, Cmac, K, Kml,Km2,
MM1,MU, MC, Mreg ,Mreq, Sreq ,SKcml, SKcm2, SKuc ;

K9 Hranmiiin sy

Figure 9 Initial knowledge section

session_instances

[A:ue,Bl:mecl,B2:mec2,S:server,F1:f1,F2:f2,
F3:f3,F4:f4,UID:uid,UB:ub,K:k,MAC1:mac1,M1:m1,
Kml:kml,MAC2:mac2,M2:m2,Km2:km2, ke,Cmac:cmac,
Mreg:mreg,Mreq:mreg,Sreq:sreq, SKuml: skimi,
SKum2 : skim2 , SKuc: skic, SKeml: skcml ,
SKem2:skem2,SKm12: skm12,MM1:mm1,MU:mu]

[A:i,Bl:mecl,B2:mec2,S:server, Fl: f1, F2: f2,

F3: f3,F4:f4, UID: iid, uUB: ib, K: k, MAC1l: macl,
M1:ml1, Kml : kml , MAC2: mac2, M2:m2,Km2: km2,

Kc: kc, Cmac: cmac, Mreg : mreg ,Mreq:mreq,

Sreq: sreq, SKuml: skiml, SKum2 : skim2 , SKuc: skic,
SKeml: skeml ,SKem2:skem2,SKml2: skml2,MM1:mml,MU:mu]

K10 =i&seplsy
Figure 10  The session instance section

% 5 o AR EFR (Intruder know-
ledge), NfRFHFIRRAETELHI PG —4A
NRFHCLFAGERIE . W 11 Fros, AR R
T E A f1. 2. 3. 4, AR
FTEH RS S MRS EY] skic, NMRFES
MEC it 55 8% < [ 2 15 %8 skiml . skim2.

intruder_knowledge

ue,mecl,mec2,server,fl,f2,f3,f4,iid,ib,
skic,skiml,skim2,mreg,mreq,sreq;

B N FRE Y
Figure 11 Intruder knowledge
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MEC1 k55 #8347 NI «

SRR B SPAN T H CASHE S
ey HLPSL =215 5 Ja a7 iial, B 13 R
T8I SPAN T R¥: 45 1 RSB 5 V1) iE
OPENSYS IR

goal

secrecy_of K,UID [A,S];
secrecy_of Kml,MAC1 [B1,S];
secrecy_of Kc,Cmac [S];
secrecy_of MM1 [S,B1];
secrecy_of MU [A,B1,S];

secrecy_of N1 [A,B1];
secrecy_of NO,MSKuml [A,B1];
authentication_on ue_mec1_mmi
authentication_on mecl_ue_mu
authentication_on c_mecl_mml
authentication_on mecl_c_mc

12 BFERS

Figure 12 Goal section

SPAN 1.6~ Protocol simulation : hipsiGenFile.hipst
[Trace Files Modes Variables menitoring

< Previous step LUnype || meS, mles: mies] mes, miee: mes pes

Incaming events 1Mo preq) PERIm1

ifsine) msdE”

. ten3
{M1ma§ Nm1MID.Ju Nc.Mreglf SKm12 o

D-Nu.fieMrea.mzihac Nm2 STl SKem2
 AUTR2.AUTH12 §AKe)_SKer)2
AUTN12 M2} SKmL

Past events : 2. XM Srel ep?.
(Fole_A, 11) -> (role_BL, 10) : (BLMIDNuMrea)_MSKum!
(role_B1,10) -> {role &, 11) : {B1.5.Nc} MSKuml s dumzmxz iz T
(role_B1, 10) - (rale_B2, 4) : {MImac Nm1 MID.NuNc M1
(rele_82, 4) -> (role.5, 3) : {M1mac.Nm1MID.Nu.Nc Mreg tepo

) {AUTNLAUTNZ AUTNIZ UAKC Lot

:_BL, 10) : {AUTN12.MX2}_SKm12

: BR.XMU Sreq
(role_82, 4) -> (role_A, 11) : B1AUTN2 MX2. UN2
(role_#, 11) -> {role_B2, 4) : MID.B2.M2NO

13 RS SUIHAIER B 51
Figure 13 Service migration and switching authentication message
sequence diagrams

B 14 A8 UGAMEMRAESE R, B 15 AP
WIERSSUEZE R . BAR GBI T 30 UF 25 SR 11
PIAT 2 B SCH ZE H A 5 sy B, 28— AT Ron AT
WUF T RM G R, 217N T HRA.
“SUMMARY ” Nt WS AIE I B AR 22, 0l
“SAFE” 5 “UNSAFE” W45 %, DETAILS N
IOUESE RO TEAfRREA LU WA “ ATTACK
FOUND”. (KIHd). “BOUNDED NUM-
BER _OF SESSIONS”. (HRXMiGLE)D 55,
“PROTOCOL” N[5 5, “GOAL” WoniikH
P SO 2 $AT, “STATISTICS” N EARKIIRALE
Y175 . £ “SUMMARY” S “UNSAFE”,



+ 166 ¢ W 2% 545 B 2 ARk

E

M| “DETAILS” ¥ 2 .7~ “ ATTACK_FOUND”,
“STATISTICS” Ab¥s I H BRI Bt b1z A
KM OFMC #HATIRUE, PIRIIESS RIEA
BRI 2216 S0 N 3 R A R

Protoest Intnuder attack
VW CASE | VMU | ation | smdation | simdation

14 HUGAMERIES: R

Figure 14  First authentication verification results

File

% OFMC
% Version of 2006/02/13
SUMMARY

SAFE

&im NUMBER_OF_SESSIONS

PROTOCOL
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GOAL
as_specified
BACKEND
OFMC
[COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0,385
visitedNodes: 32 nodes
depth: 5 plies

B 15 U )RS IE 2 R
Figure 15 Handover authentication verification results
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Table 2 Comparison of security attributes

NS =& & & = = = =& & & = = = =
SCHR[12] & & = & & & e = = 2 2 = =
SCHR[13] =z & & Z i Z = & & = = = =

2.2 MEREVE(E

SCHR[26106F B AT AR AEXTFR . WA A R
W [ fh 4 0 88 BRI v B HEAT T a0, Sl
(5] 1 2 45 AR BN i 2 4R AR LG, 5 ) I A R 2
(1) AR AR o A SCRTH 7 A AH A XOR #:4EF1
WA TR, TH AR £ MEC st 220
PR, BEN TR IR A G & he it 7 B
PERE

DI AEH R A TSR RA o — T 2 8

fi = 22 [ 12T A SO B 500 Intel(R) Core(TM)

i7-9750H CPU @ 2.60 GHz, 64 GB W 17 All
Window 10 #4E R Gt INIA 2 AR 55 25 F1
=S5, HMEREZSEON kirin 980 8G A A7 AN
Android 10 #E RGN FHUUR 315 4%,
SEEGAEH Python 1 & T B, THEFTIE T A
SCHER[12-13]H {8 FH (R ZE AR AT IS B), e 3 o,
Frfb Th A— KRG A BB B, Txor
N—IRFBIEH TR, Tsyen X RN
BRI A, Tsyde ARTFR NS BEM
THE A, Tasen NIRRT RN vk N2 o 5 Ak

A, Tasde NAEX IR BIE R H A, Hrp
e AES-256 NSLIG H I AR N2 57k, RSA N
EXFFR N2 Rk

=3 EAMITRSE

Table 3 Basic execution time
BT ms

EF& Th Txor Tsyen  Tsyde  Tasen Tasde
fIR %% %%
PP 0.0022 0.0019 0.0934 28127 0.1039 3.6937

0.0014 0.0013 0.0116 0.0144 0.0214 0.7346

L 45t TR BH P . MEC kRS 48 =
FR AT A . R 4 W] DL A V) #A
E B T 55 % A (5Th+8Txor) B /b F 8 YA
WETHSL A 8Th+16Txor, SEHL 1B+ HAES Rt
EEBREZ SIIEE

L 5HIH T 3 FI7RINEMT BT B RA,
53CER[1214HEE, Frde o7 kb T o RS A vHE
7, S53CRR[131A L, Frde 7 RAEBEAR T 5 Rk
ATTTH AL, YIRS 2 TR 57 PR (1) #% B)) 48 i
MK
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x4 BMEBUERE

Table 4 Computation costs of each stage

B A MECIL MEC2 PNiE i
FHPEME B 4Th+3Txor N/A N/A 4Th+4Txor
IR 55 B R B N/A 2Th+Txor 2Th+Txor 3Th+2Txor
HUGAEM B 3Th+6Txor 2Th+5Txor  N/A 3Th+5Txor
M45TRMBE Th+Txor  Th+3Txor 2Th+2Txor 2Th+8Txor
PIBGNIE B 4Th+4Txor  N/A Th+4Txor N/A

i N/A RRZEH.

x5 INEMEITERARTEE
Table 5 Computation costs of the proposed
scheme in authentication phase
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Table 6 Communication cost of the proposed scheme
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