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information sharing and processing. At the same time, the security of Internet of vehicles has attracted much
attention, especially data security which may cause user privacy leakage. The blockchain technology has become a
solution, but it still faces new challenges in efficiency, security and other aspects. With the increase of vehicle nodes
and information, how to efficiently achieve information consensus in high-speed vehicle moving environment has
become a key problem. Then a bottom-up RSU (road side unit) chain consensus protocol was proposed based on
blockchain and trust value. Several typical consensus structures were compared, and bottom-up two-layer consensus
structure was adopted according to the actual scenarios of the Internet of vehicles. Moreover, a group leader node
election algorithm was proposed which is based on node participation, work completion and message value. The
system security was ensured by assigning trust value to each vehicle. Following the consensus structure and
algorithm work mentioned above, the specific process of the protocol was comprehensively described, which was
divided into six steps: region division, group leader node selection, local consensus, leader primary node selection,
global consensus, and intra-domain broadcast. Then the experiments were analyzed from four aspects: security,
communication complexity, consensus algorithm delay and fault tolerance rate. Experiments showed that, compared
with other schemes, the proposed protocol can effectively reduce communication complexity and shorten consensus
delay under the condition of resisting conspiracy attack, witch attack and other attacks. On the premise of security,
the protocol improves fault tolerance rate and enables more nodes to participate in information sharing to satisfy the
requirements of Internet of vehicles scenarios.

Keywords: consensus optimization, internet of vehicles, trust value, blockchain, efficiency of information updating
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Figure 2 The structure of bottom-up two-layer consensus protocol

AT IX R, AEEHST T RE,
P AT AR R ESIT R . R
T ARIGR, FEAEANBATIOR, BT
RAEE R RAA R Bl S 1 2/3 B
TR, A AT R R, AT R SR
TRHERJE T Rl EAT 2R R 30R . RS AR
AT T RAEBIART B R 2/3 5 0 S
HICINE RS R E S P

2) HEM FRMEILRG Y, Al a
LRI, BARRI A SR, g
K 3 fis.

X E BRI, SR E (BT
1M ED —FEE S ZtAT Xk 7y, JF HAE X4k
orit, EEREEERAE . MWES BT,
RECE L IR, Bk ekt R E ST 8,
[ 40 1 U R, AR RIS R
BTN ST RGBT 3k B A BT



+ 146 - W2 55 (5 B 22 Al E

BUILR, BBH m 4, WIEFREREAT m+
UOLRERAE, HEEA T L, HESIH]
BRI, BIH TS mi AR N SR e e T 58
ST T AT R ORI R IR,
2 HAM I TS R UE] 21 RIAE B A
BRI, AEIEATIOR, BIARSCR
1B i BRI TR ZERUOER, R s
ZRPETT AR TR

X8kl 4>

IS AR

A R

A7 AR B0 1) 4 5 R FIR

FAT R R

TR

$§
TH:
>

| amFiisEn

ol

b3 '
g ans| | Fieg |

| agigEE pa - iR |
K3 Bk PRI GR S
Figure 3 The structure of top-down two-layer consensus protocol
(2) FTFWIERL 454 PBEFT 3L iR 5k
RIS IG5 I 4 JoR, TERTESE
WBCH, A REE T Mg e K PBET
B E TSGR, HHE S Be S AR B
gity. WIRATHIRSR A DU EE . (=
FEAEM LR, T EEVE RO RSB, FFTIAR
FAAE MR HE, B, PIRSHTIN, WS
AR S P A L AR AR AT S5
HAESCPR R 5, J IR (BT D
Ry A LRz TR ik, SHhE, fE
P M2, ESRET R & AR R
FEEHIi k=1 OB, SCRR[23]40 Hl AR R A
N3 (N T2 B E A1 AT R 80 B E
LA BB/ MEFE, SChRASIRRITR. &
Ja, BHASVREIE, EREMI7RT, HukEH
ERER, EERRAT IR Z, Pty
fEE—BHATIEZRT, WAL,
RS R SRR, T B B AL 2 R (S A
H, BATEIEHE.

B4 RTZER L
Figure 4 Tree consensus protocol structure

(3) T REHIEN K-PBFT iR

fE R K-medoids 3Rl I, 5 PBFT
HIZ5 & K-PBFT HLHI"™, L. Bk
FES A BB BT AR MR L R, R E A
O BB ZR L/N  FLARTT AUARE SR,
KA (BEESSE) &%k, HBITEH L, 5%
GRBTAE: R, ERETEMGE, T AH %k
FANERER L SR HE, NSRRI,
FEET REHATEHE LR, SETRER
BGEIRE, E A BEERN . BRI
5K 5 s .

K5 RISERPLLH

Figure 5 Clustering consensus protocol structure

FERAATERMI ST, 1% RSE AT Lok
PEES RO AL O — 3K HAR RO 2 FER
LRI AR, ATEUI— R E N, e
UAG A BIME, (AR L1 s B ] LS
RAESHWE M. SR 677 5] DR AR AU
BEAT IR, BRI, bl 2 [AfE AT B
SERE T REAFAEZE 5, AETHELRE DT T A 24,
I RIS B 5 A B 2R AT o, IR AE AR ABLEE D
I, BEESIHER 5 EHfr, RIRSSGRUIEIRIX
R UpI



95334 BEFE: ETERERERRM D EIHRA B 147 -

AFEFLR PRSI PEREXS EL N R 2 PR
®2 AEHIRMIYLLEHIMERERTEL

Table 2 Comparison of structure and performance of
different consensus protocols

LiRgE Ry BEERE Fat g
H i EIHRA ST R) C=2n%+2m*— NZ: n/3
LJE: m3
2n—m+mn
SRR C=(m+1)+ FE: n2
m(n+1)2 EE: m/3
R 5 g 23 C=52+ n/3
(s =8k +2k -1)
HFEIHR C=2n(n-1) n/3
K-PBFT!"* C=21%+2m* — NE: n/3
LJE: m3

2n—3m+mn

Hrb, m ARELE, o ARRANTT S
sSREFKETHR, s RELTWE, kK AT
W R AN B AN R LR B S A A e Ak B B
% 3 Piwe.

TEARAL B2 GE R O3RN B, 5 e R4 1
R DA S TS AR R A, K-PBFT MM 45
WAEESEATE « SIS B 55 0],
R RGN IR, 5 R RN 7 o0 i
REFLRI R, RIS G AT 52, TEPIFh
WZGER T, NRIEEED. ek, RIpEE
WmiRizs), MESEMTE R R LLE N
ISR PR, ASCRA E R RRUE 3
WL
2.3 ETE1FER RSU BASSTH Sz

SHEEWMGHEEEE, HASFIEEFEER
FHN RS 5. TR RGO B ERE .
FHIE LR

EX 1 TS ERE b, Hrp AL
BRARRE, MEHHS 5 e, FERHERET
5 HRIEH BMEA R, WXT58 @ AR
RSU,, HZ5REEEGH B=1b.b,.b,,.b,},
Hort b, FORAE At B[R] 56 n 2 5 20010 R %k
HEAE, MG S S5EERR B iHE
R .

b
HLEL o
EMX 2 WRHEHERE C, FoRHuifedt
PR R LI, 5 RSU 355 78 BN EUN s,
RICEFHANECH £ WA B HRE R C iHE
W) TR -

B:

_ S
- s+ f

EX 3 CPEKHEEMERE v, EEER
R A N, % RSU JLACHE A o 1, M
HMEEN: M, =M M, M,,--- M}, T4
NERAEME, R I AP EEE A
P, ={P.P,P,---,P}, JHHIAEZ5EMPEIE
HESNT, ={T,T,,T,,,T,} » HAT REXT
Fn, Z5EFEMEES, RS 5FEML
W%, KRN Num_of i, WIT =411, £, -t}
TERNIE R A5G, Bl RSU P34 567
B BRI,

C )

n

Ser
-1 3)

B Num_of i

EX 4 X kel j fIATEEE Dy, # L

*®3 FRIFIRMLERRER ST

Table 3 Comparison of advantages and disadvantages of different consensus protocol structures

gkt e LB B SR M O
TR LT %4 R L PRI S A, SER, bR
BREFR BT B AEE, bR, B T AR
R R SRS A e *
e o, S A, R SR
R . REK —
K-PBFTU™ K (e A, {5 S A N O, bt AR DR R T W A, WS R e, S b




+ 148 ¢ W 2% 545 B 2 ARk

BT EERC W N TR A ek, FERFRE 2T Y

RN, DXk iR AT @ s, S

Hon AR, j ERAGEE RS 5 R,

KPR m A, V] FORET— RS B R
Dy =B, V; - C;+(1-C)V;j =

Zbk s ;I)k 71 f

m

Sper @
k=1

s+ f n'

k=1 . .
n s+ f n

RINBEL | AL AR | BOABRED | RIEY BRREMER BAMER mARE2  E&

24 SEHIDERE

TESEPR BB AT I, B R 3
VO, B AR Hh DX S, U ET DL T AN
TR, B sy E SR, S5 HET R
PR (SATRESHATH &, e 2Rk 2
ST, SIS B, sl nl {5 B 0 i & 2 2
MR 2R 0 5 Bkl A By, Hoy 2R IORRE (an
Kl 6 Frn) k.

%ﬁﬁ%ﬁw\\\\\\:
LGSR :

z

i

B R

R 2

N\
N\

LR 1 3 : l

MFENR
FSEVRI

R TP §

JFEAR3

Ko 4 EiRhillntt
Figure 6 Process of hierarchical consensus protocol

AT AT L, AT RAEGR, Rl
Jei s AR R PR S R A P A 1Y AR
S A (K237, #iTERIR.

D) DXy IRIEE R A, T
B HEH

2) AT A RIS AR R A 1 i3
ATTAE BEPPAL 825 H A XIS mT 5 5 o e )
RSU b {E LG 1T

3) Rk,

@ FRHER, BB T2 i A n 0
HATEAEEE B, WA HEE N
m:< (ti,l ol ), (tilz’tiz)ﬁ(ti’S 5ti3)7' : "(ti,n ’tin) >g, , Hor o;
W&,

@ TRAE BB, 41317 U U R R 20 i
Fe s, 1AL BT A T R R TE T S
<<PRE -PREPARE,v,n,d >, ,m>, i m#*

AEREE, v ERUES S, n REFIS,

d RN RIH B EL, AT S0 LR R
BRATAEHITES, M EHEE m, TTHR
M.

@ HERPY B, U SR T T B, 5
SIS E AERA 5 T AU 2 TAE A B NS B
Bro BBEFAT S A B A T R AT R
<PREPARE,v,n,d,i>, o

@ BB, MR ERRE 21 MEE
TH B X R A SN LR EGAIE, SR IR,
HEN WA B . SR T A K < COMMIT, v,
n,D(m),i >, J"HEERA, ST Al
2FF1 MAE R, HISUE@ I, 58 Al b B,
IS 2 05 7 R [ 4 T R H R

4) IO T AT A, AT T AR IS A
RSy | I I VR Y-8 4= AR D =Y (WK
S AT

5 HARRILR, EERILRG, 5/



38

BEFE: ETERERERRM D EIHRA B <149 -

WUMEL, 24009 R — S I 18] 0 X 4k A 7 22 B
I EAEIRAT R HE, m<@).1),
(ti'Z’tiZ)5(ti,3’ti3 ),' ’ "(ti,n’tin) > leader © /H\: EP Oeader j\j@i%
FEHRES. IF AT T ERIR, [
e PER I B MR B BB RN
FESHANILRREL, AEEE.

IEIE=RERSESEE T R = R =i G
BN T 1 R 241 A S, IR H
HRBNELIUE, R R S AT R R
[ B 8 A L A 5 R AT SR A5 AR AE 51 R
I HE.

3 SWERSHMH

ASCTK G N AL B A EE,
B 7 TN ZE R T e FE AR AT 0T
31 REMSH

(D %4 HR

1) T RSU S 2400 BB i i,
TEFRRE R, ER. TMER . RSB,
RSU Ay & 7y M — 12 T {5 SE 4k B8 44 % AL
£, T RSU B4 BA A hid .

2) XA BGEHPUE . AT IR
W ATHRPUE R . RN . AR
Him¥d . 530 B st %

3) RSU S ANaTfhidi 1 . RSU 1E A ml {5 5K
1, A S B g ko Bt, H TA 5 RSU
[fEHEIE 224, TERIGE TA IR S48,
T OV R

4) RSU FLRHEHR AT RS M. 24 RSU B
Frehiln, FOEEEE, KR BT IRE
3K, RSU TESRBLB f5 LR P 2 300 B 97312047 1E
e BN, EREAFEIREE.

(2) By

B A BE S AT, T THIHS A R M A Y
JEFFHS

1) JRIZT A, BT s 2 DL 3847 B
Koy, DRI 2 By 35 T AR 4 s s b A7
4R RSU, HRTWEESSHE. TIE
SERCE L T A R S T B R A R R AN T
HEh AR 1), LR JE T 55 38R 5 3 m FE
JEREEILN—FE . SHRHCRACN 13, FTLY

I ZH N 2/3 LA s, BRI 58 B2 P9 I
s 0 SRR )R Y R A I 2 R 2 AR
s, BB B B AT B o B A, FRHEEL
BRI,

2) FEA S, METFBEHAS T A, U
RS — R SR RE |, SMFERTEMEE,
LR IR SR B AUERINRE, BFE
HNT 3B B BT

(3) EfMEHT

XA SCEEAT IERR > T, 32 B Wy
LA S5 M 2 50 2 24 B .

1) 2T RSU S 1n2 470 B BA A Oy 14 |
RSU G AT hittE. BT HREEHEE
WENAZL . TR &I T W 7 R AUE
RO B EL, P mr B v AR T3
WEEFHEAE AHESL . B IE i [ 5
Te A PR A B S S, DRI R B b9 S
W3R . BT TA f1RSU Z [Hf518 %4, BILEF
TEGTHESMER, FRNAS KIS S K
FKAW .

2) Hrlods o pr A B S . R NI
iy AR HibBed 4. T PBFT 3t
WRVEAR SR8 52 B, AIWE Bk B A
RSU Z 4 H B EH B &= —, Z2REERKIETL
B o EFRHEA RSU, T HAR A2 w5 2k,
ZrH B IE N, AT 5% S 4 ) 1A
ANt S LRt . FEH RSU 43 4K Mo HE 7
B, ULz a LW, P H .

YT R R SR, BTE RN K
Z R0 S AT LSS AL R T SR, s
FUHHEE, HHBFLERATR . 48T
HZHA T i, PUELAL Py RS, BPU B2 oK
EZ QDN 1N e W (5 0 N - e i = o 1
B H AT AT e, FREh AR — e I R
WARIEE, HROREILRBE; BT AS
SRR TR RGN T S S m AR AR
AN E R R, R BT oy v i Bt e 4 A0
M AWTFIELSS RIS RN, B EEHIRE
BT M RER R, DRI U R A ] e R
H L

3) FRFER AR KM HEFE S RSU



<150 - W2 55 (5 B 22 Al

E

RN, G SR R SR IR R O B AT 3
W, HEF RGN K2 H s, Bl
R, BFAELLFREL RSU S5 B, it dtiik
LR 4 RSU B BRCF 4], KM 5% 2%
AR A B, BT UE.

DRI, AN SCATHR LR B L 25 44 PT S 3 22 4 H
br, WIR RG24
32 BEEFESH

7E RSU & — @ WS OL T, Wi sr4, By
LD, [ Z /DA RSU, A 0] DATE S Ei 5 1)
THEOL T R B EE R, AT HRBIRME, I
554 PBFT 5 &idkrsttl, ACHiBELRR
H A S i

B&E—I RN m AR, BHFE A
RSU, WMIfE PBFT (1 3 MMEYBR, BN BT
BN .

TR —IRILRET, BT PBFT 3L,

(D TSR EB, B/NHET RS E iF
EEAN R, W IBETFEA n-1.

(2) HE&BY B, SR SANCEE B RSU Y
MEHNERT B O AANREIRIEN S, R
FFE N (n—1)(n—1).

(3) #INBY B, TERXANH B, A s ik
BT B AP B AR SURSRIIGIEW S, T
RUEATHN, RGP BACR, SRR TR
n(n—1).

BT 2 IR, TR m NN S
LR, FIESE B IA m AN RS

(1D FHERIE, ARSNGB B
FAT RN N RSO, R T R
TR 2P SR, B N m-1

(2) LM B SHA B IR E I 5K E
B R R AL, WILE S TR mm—1)+
(m—1)(m—1).

(3 HEEHNE, & HMF T 55T
PRILIN T B R, EEEN m, HEA
YA R T B A AT IR, TSN mns

PRI RS J, AN i ) T
RORHIE R B E 1 AUE R R, Sad
EE AR E WG

C=2n*+2m*> -2n—m+mn ®)]

Hor, RTS8 T, W T=mn, ¥ m H Tin
B, WAr1E6).

C=2n*+2T*/n*-2n-T/n+T (6)

ARG SR F AL, RHRE SRR H A &
HIER A, BIATTERARIEAE B A AR ME OL R
AR /N RSU % H &

ey H SH A RN SRS T
A 5019152 I H B T B 450
T ERATIRE BT A, ST SR 7 Fis .
ME 7 FRTLAE H, B R R ZEAR T
BEEIRE IR

- x10*

ERNTHIES

SN WIRIIES

A

&3
B

bk

6
5
4
34
2
1
0

é;l;]) parm w0 AR
7 BEE AR SRR
Figure 7 Comparison experiment of communication complexity

3.3 SEIARIAREX L

N T SRR T o3 JE IR B SR T AR A
ARSI R Java PRIERLPNZ L, SEAG A
PR E aI3K 4 fToR . 7E Java BRI, 5 A
fir B AL — € U A BE LA R, JF B s RE A
) SE 55 5 T PR BS A IE BE o AR SE SRRt O3 4H v e
N 3, AR5 SRR TR B o AR SCHE I RUR
SRS HZ PBFT W BLAE IR A L 5% L
R 5 PR

x4 SEEHIMERE
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&5 WEHIRMNS PBFT YA EIXTEE
Table 5 Time comparison between two-layer
consensus protocol and PBFT protocol
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3x13 39 35 51
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Figure 8 Comparison diagram between the two-layer consensus
protocol and PBFT protocol

ALVEH, REDESR, 0K B b
[BFEY, fERE—HSmd, 201 M RA S
JEBTE LG 183 MR Z, IX 2 RUNBE A 1 AN
Whn, ARSI, YRR (S B — g I (A
BELAIN B A B I, BIOACAHER R, BT ALE Y
REEZ GO T, NRAGEEH, ZFEAMY
REAR RIS B], L RE R RIS 2.

34 BEESW

KHAWEILRE IESIER & N 1
JREHWIE IR AT T, 915 58 LR
R, SR P(A) NIREH N IE IR, ST
P(B) NOUFZE IR, 4 P(C) A&k
LR, N P(C) = P(A)P(B| A) -

TEARSCH AR IR 3R, JREPITEA
BLf¥) PBFT $hi, BPREGAEE 1/3 MR
M, BT Rk R . T AT 2 A Ak,
TEEE )2 LRy, B0 B 2H 4505 1 A E
A HNANTRZEFHATHOR, T DLEET ST
BHEE. FX TS ET sk, HEEE
T, R T RO . A 4 RS W
KPR,

n/3

P(4)= C,(1-F,)"'P/ )

i=0

Hof, PO AR

ARAE m AN, A j M5 T IR, B
“REHERT, SIS S, WS
AR I m /3 < <m . WER(ES).

P(B|A)= Y, Cl(1-P) -P"" (8

J=m/3+1

H A REMZEWE 9 s (n=30).

1.0
0.9t
0.8¢
0.7
0.6f
Soqf
0.4f
0.3F
0.2r
0.1r

0 01 02 03 04 05 06 07 08 09 10
U AR P,

9 A REMFE
Figure 9 The probability of event 4

FRHEZ(8) T HEFF 3 (9)

P(C) = A_f: C)P(A) (1= P(4)"/)(1-P,) P"

H&=ZQG4m”$
)
HF C RAEME (m=30, n=30) & 10 ff

w, BATmE T RSE Em M TH
B, wmE 11 fros.



<152 W2 55 (5 B 22 Al E

1.0
09t
0.8
07t
0.6

0.5
04t
03t
02t
0.1t

0 01 02 03 04 05 06 07 08 09 10
NI R RAIEER

K10 F C R
Figure 10  The probability of event C

1.0

0.9
0.8}
0.7+
0.6
Soqf
0.4f
0.3fF

0.2r

[ EERTAR
1= AT %

0 005 010 015 020 025 030 035 040
LAY R RRR

B S CORAEMAEN
Figure 11 Comparison of the probability of event C

MEF RS, AT ERAIBEFRE S, £
S RBCRIER) 0.4 I, BRIIFEET 0, HIEEH L
M RARF, YT RRMEN 03 B, HIEE
T 0. HHTAEZERCM A, Jhuh 75 2 58 sl e 28 il
B8, TG R RKEMED LS EEHILRELE
%, fEHREEG, FHEIGEERFEN—
AR, EEEAM, BFEEREREZ
M5 InE AR, Hik, TESEEREN
e
4 ZERIE

RPN Re sl ILAl T 65, MR AL
oz g, "G ANXBEEROR, X sebrin
FLHIe, AT R AR B E
IR, fEJEA ARG LT g . fEXTLE 4
MR RLZER IR, Bl R AT S 3o e R IR S,
H——E R B IRE . IF H AR X, 5l

ANFREEE . FRERESFR R, - THR
QR R BUEESE . (R iR b, R
o 23R SR IUEA SR AUZ SR ZS
MFF GRS TR fEEEE R HL
MMET B LM TSR, RIS, dhiik
LAEMER T, HARHRREIERREZ MY
mZY, EaEGEARyS:; MERTEIGRISE, M
HWAHENZ, wNESE 12 U E. Z5E
P ARE - HA &5, A SCER I A B R i A
JFIGREM oG T A 5. £S5 TAEH, W
KXZmEEZ R, FK, el iR H
TSR IR A, 23— b 52Tk
RRE, JFxrkuhdiir g —EH T, RITA
SR L7 o

EEPEE

[1] CONTRERAS-CASTILLO J, ZEADALLY S, GUERRE-
RO-IBANEZ J A. Internet of vehicles: architecture, protocols, and
security[J]. IEEE Internet of Things Journal, 2018, 5(5):
3701-3709.

[2] YANG F C, WANG S G, LI J L, et al. An overview of internet of
vehicles[J]. China Communications, 2014, 11(10): 1-15.

[3] NAKAMOTO S. Bitcoin: a peer-to-peer electronic cash sys-
tem[EB].

[4] CHENJ, YAO S X, YUAN Q, et al. CertChain: public and efficient
certificate audit based on blockchain for TLS connec-
tions[C]//Proceedings of IEEE INFOCOM 2018 - IEEE Conference
on Computer Communications. 2018: 2060-2068.

[5] DORRI A, STEGER M, KANHERE S S, et al. BlockChain: a
distributed solution to automotive security and privacy[J]. IEEE
Communications Magazine, 2017, 55(12): 119-125.

[6] CHEN C, WANG C, QIU T, et al. A secure content sharing scheme
based on blockchain in vehicular named data networks[J]. IEEE
Transactions on Industrial Informatics, 2020, 16(5): 3278-3289.

[71 YANG Z, YANG K, LEI L, et al. Blockchain-based decentralized
trust management in vehicular networks[J]. IEEE Internet of Things
Journal, 2019, 6(2): 1495-1505.

[8] WANG S M, YE D D, HUANG X M, et al. Consortium blockchain
for secure resource sharing in vehicular edge computing: a con-
tract-based approach[J]. IEEE Transactions on Network Science
and Engineering, 2021, 8(2): 1189-1201.

[91] XIAO H L, CHEN Y H, ZHANG Q Y, et al. Joint clustering and
power allocation for the cross roads congestion scenarios in coop-
erative vehicular networks[J]. IEEE Transactions on Intelligent
Transportation Systems, 2019, 20(6): 2267-2277.

[10] ALSARHAN A, KILANI Y, AL-DUBALI A, et al. Novel fuzzy and
game theory based clustering and decision making for VANETS[J].



95334

BEFE: ETERERERRM D EIHRA B

* 153 ¢

(1]

[12]

[13]

[14]

[15]

(16

[17]

(18]

[19]

[20]

(21]

[22]

IEEE Transactions on Vehicular Technology, 2020, 69(2):
1568-1581.
FAN K, PAN Q, ZHANG K, et al. A secure and verifiable data

sharing scheme based on blockchain in vehicular social networks[J].

IEEE Transactions on Vehicular Technology, 2020, 69(6):
5826-5835.

SINGH A K. A multi-layered network model for blockchain based
security surveillance system[C]//Proceedings of 2020 IEEE Inter-
national Conference for Innovation in Technology. Piscataway:
IEEE Press, 2020: 1-5.

RASHID M A, PAJOOH H H. A security framework for IoT au-
thentication and authorization based on blockchain technolo-
gy[C]//Proceedings of 2019 18th IEEE International Conference on
Trust, Security and Privacy In Computing and Communications.
2019: 264-271.

HOU Y C, LIU W X, LIN H, et al. Multi-layer access control me-
chanism based on blockchain for mobile edge computing[J]. 2020
IEEE Intl Conf on Parallel & Distributed Processing With Applica-
tions, Big Data & Cloud Computing, Sustainable Computing &
Communications, Social Computing & Networking, 2020: 285-291.
AUJLA G S, SINGH A, SINGH M, et al. BloCkEd: block-
chain-based secure data processing framework in edge envisioned
V2X environment[J]. IEEE Transactions on Vehicular Technology,
2020, 69(6): 5850-5863.

TRTE, AREH, TREE, S ETO0UZ M B R VAT BESLIRAL
Hl[I]. M 515 B2 454k, 2019, 5(2): 1-12.

DING Q Y, ZHU J M, ZHANG J, et al. Traceability permissioned
chain consensus mechanism based on double-layer architecture[J].
Chinese Journal of Network and Information Security, 2019, 5(2):
1-12.

DRIJVERS M, 0001 S G, NEVEN G, et al. Pixel: multi-signatures
for consensus[J]. IACR Cryptology EPrint Archive, 2019, 2019:
514.

MR7se, 2508, 3T K-medoids HIEHE PBFT JLiRHLHII]. 5
HUBFE, 2019, 46(12): 101-107

CHEN Z H, LI Q. Improved PBFT consensus mechanism based on
K-medoids[J]. Computer Science, 2019, 46(12): 101-107.

LI WY, FENG C L, ZHANG L, et al. A scalable multi-layer PBFT
consensus for blockchain[J]. IEEE Transactions on Parallel and
Distributed Systems, 2020, 32(5): 1146-1160.

DUAN S S, REITER M K, ZHANG H B. BEAT: asynchronous
BFT made practical[C]//Proceedings of the 2018 ACM SIGSAC
Conference on Computer and Communications Security. New York,
NY, USA: ACM, 2018: 2028-2041.

LUU L, NARAYANAN V, ZHENG C D, et al. A secure sharding
protocol for open blockchains[C]//Proceedings of the 2016 ACM
SIGSAC Conference on Computer and Communications Security.
2016: 17-30.

AR, EYUIE, 5KICH. T RIEIR MR LS 92 FFE & A
HERERAD]. BRIEE2AAR, 2020, 38(1): 34-50.

BAO Z S, WANG K X, ZHANG W B. A practical Byzantine fault
tolerance consensus algorithm based on tree topological network[J].
Journal of Applied Sciences, 2020, 38(1): 34-50.

HEE ]

BEE (1996- ) , o, WAEKEA,
bRl KA, FEHFR T EN
X BLEE 2 BRI 22 4

T® (1975- ), B, WHREEAN,
+, dEEAERFERIEIR . WA R,
EBF T R R N R X Y
WA,

& (1983- ) , B, WERHFRIUR
N A UF)  dERUHHREALER Kb

| BT R TR, BTSN

FREA. WM. BRed .

XEE (1973- ) , B, IWEMWEE N,
i+, dbRESE R WA S,
FEHEFRTT RN AET R BRRAERY
PN R

fEs (1997- ) , B, A, b
TR A, FEFR T RN X B
B I B 7 A A A

X|REE (1997- ) , B, kA, 4k
T AW, FEFR T RN X B
B R B N 2 4



