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Abstract: Liveness detection technology has become an important application in daily life, and it is used in
scenarios including mobile phone face unlock, face payment, and remote authentication. However, if attackers use
fake video generation technology to generate realistic face-swapping videos to attack the living body detection
system in the above scenarios, it will pose a huge threat to the security of these scenarios. Aiming at this problem,
four state-of-the-art Deepfake technologies were used to generate a large number of face-changing pictures and
videos as test samples, and use these samples to test the online API interfaces of commercial live detection platforms
such as Baidu and Tencent. The test results show that the detection success rate of Deepfake images is generally very
low by the major commercial live detection platforms currently used, and they are more sensitive to the quality of
images, and the false detection rate of real images is also high. The main reason for the analysis may be that these
platforms were mainly designed for traditional living detection attack methods such as printing photo attacks, screen
remake attacks, and silicone mask attacks, and did not integrate advanced face-changing detection technology into
their liveness detection. In the algorithm, these platforms cannot effectively deal with Deepfake attacks.
Therefore, an integrated live detection method Integranet was proposed, which was obtained by integrating four
detection algorithms for different image features. It could effectively detect traditional attack methods such as
printed photos and screen remakes. It could also effectively detect against advanced Deepfake attacks. The
detection effect of Integranet was verified on the test data set. The results show that the detection success rate of

Deepfake images by proposed Integranet detection method is at least 35% higher than that of major commercial

live detection platforms.

Keywords: Deepfake, liveness detection, commercial platform, robustness
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Figure 7 Comparison of test results before and after image compression
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Table 2 Comparison of in vivo detection pass rates of
three different compression methods on the
KedaXunfei platform
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Table 3 Integranet test pass rate comparison

Fa Integranet BRI JH AR HE PR EE R = WEHE
FaceSwap 2.12% 41.23% 78.26% 83.42% 86.26% 98.19% 99.34%
FaceShift 10.34% 95.24% 61.41% 61.19% 85.39% 97.38% 99.42%
FSGAN 9.68% 63.14% 81.26% 85.27% 85.24% 98.17% 99.29%
FOMM 7.41% 97.29% 80.31% 90.18% 99.17% 99.42% 99.14%
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