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restricted the unknown attributes such as the existence, availability and harmfulness of Oday vulnerabilities, and model

the concept of "attack" as a relationship between attacker entities and device entities in the knowledge graph to

transform the attack prediction to the link prediction of knowledge graph. According to this, apply path ranking

algorithm was applied to mine the potential Oday attack in the target system and construct the Oday attack graph.

Predicted the Oday attack path by utilizing the scores output by classifiers as the occurrence probabilities of single step

attack and computing the occurrence probabilities of different attack paths. The experimental result shows that with the

help of complete knowledge system provided by knowledge graph, the proposed method can reduce the dependence of

prediction analysis on expert model and overcome the bad influence of Oday vulnerability to improve the accuracy of

Oday attack prediction. And utilizing the characteristic that path ranking algorithm reasons based on the structure of

graph can also help to backtrack the reasons of predicting results so as to improve the explainability of predicting.

Keywords: knowledge graph, Oday attack, attack path prediction
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Figure 4 Statistics of vulnerabilities exposing average proportion
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Table 2 Data produced in operation
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nationality — cityLocatedinCountry
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classmate™ — bornInCity
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Hu45i) (Tom, Lyon). (Bob, Lyon)
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rpll AdversaryhasAcquiredPrivilegetriﬁej(VulnerabilityM Known )M Componentconsist™' Device

pl2 AdversaryhasAcquiredPrivilegetri&{(VulnerabilityM 0day)P-exist”' Componentconsist ™' Device

pl3 AdversaryhasAcquiredPrivilegetrigger(Vulnerabilityis-a ' Human)have™'Stuff MDevice

pl4 AdversaryMAttackMode@iﬁVulnerability%eConsequence@ThreatriskFor(AssetM Function)MDevice
pl5 AdversaryMAttackMode&loityulnerability%econsequence@ThreatﬁskF or(Assetis-a"'data)store”' Device
pl6 AdversaryMAttackModeMVulnerability%eConsequencewThreatM(AssetM S ewice)% Device
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FRFRES O, AR EN N H 1
TEOLT, Rl ¢ R BAL AR . Logistic —-JL4)
HKALL 0.5 MM, 4 Pr>0.5 B, HIWiC R
o NBUOEBEMNZH O, THRHFEAX 43K
AT, WHEASEN D={(H,y))}» m=|D|h
FEAKUAR, Logistic 73 24 141 2K oR B0PR b 28 X
B, A7) s,

0(6) =

1 m _ T T
;ijl[yj log(1+e ‘ H)+(1—y>,-)10g(1+e9 H):|

(7)
R E Ry SR ARAT 3 2% R B/ R A A B
/N —HSHAE B NG, B
RN (6), T IT iy NG5 W SR T (1) K
FRERACHFE H, A SEARTAIARE I 5C ZR AT 000«
3.3 IWEERETN
FIH 45 7€ 5 S0 10 s 2ok $ds + e Mo
A, o deds LCy F T Bt e kA4, 16
ICEEAE b, MWBGRIEFEATX 23 O0day Bt 50
Bili, #it Oday BGHEFEAS, IZRor2K88 LC T
FIWT R AL BTN Oday Bilie sest:
Too s, R EEER R AR Thae, DU IESE K&
RRBEAE N FAE, RTBehRI 51k i e B4
PEATIZIE, b Bl, AR 0day BoidiEl .
WFE Oday BritiEl, DABGHEWIAA B AR A
s HASBRON 26 5, $RIX 0day Bihiigkte, JHid
5 H LCA 23 JS 280t I 50 Bok Ak i,
THEAFBCRBEARZRE R 2, DU iKEE,
TNt 3 5 A v] R H 1) Oday BUhi At . 2565
FHZ X @) R,
prob(a) ()

Exploit(zap) = Haezap

Oday Bk AR TSRS 1 prs.

BE 1 0day Tl A2 P &%

BN PEBIRTIN T CKG; SKARERE
RP; BUlitEA Dy; Oday BtikE A D,

Wi 0day B ili ¥l ZAG=(4, Priv, L, Prob);
Oday Bkt a4k ZAP; ZREHAHIHRLE CE; &L
Wit #1% opt_zap

1) Initialized, L, Prob, Priv, Thr, Cons, ZAP,
CE=J;

2) att=selectAttacker(CKG); /IRt

3) Host«—selectHost(CKG); /¢ HL R 4t e 74k

4) Init_Prive—Query Privilege (att, CKG); //
AW B WIIA PR

5) LCafit (D1); LCg.fit (Dy); /43 2K28I %k

6) while 1:

7) Atmp:A;

8) for host in Host:

9) Calculate Hay nosis /FFIETHE

10) y=LCa.predict (Ha, host)s

11) if(y==0)//70 FEPIWT B R B, B
A RAFIA

12) continue;

13) if(LCz.predict (Hau, nos0):// F W1 B ki 2k
0day %iti

14) vul=Query 0Oday (att, host, CKG, RP); //{E
VR A A 9 Oday il 44

15) Thr<—Query Threat(att, host, CKG, RP);
MR 2 H b e i Bl s K

16) Create post_priv satisfy Thr; /1 2 B
i i B B S AAAE D Bt ) B AR

17) else

18) vul=Query Known (att, host, CKG, RP); //
FEFIR B AT E R FH PR s SR

19) Cons«<—Query Consequence (vul, CKG,
RP); /A il A Ao e 2R

20) post priv=Evaluate(Cons); /R4 5 FPF
Tk SRR R A i B PR

21) a=Create Attack(host, vul); //f4Jit HLI0 Wi

22) if(a N A==a)://FIWT B A g B, gk
AR IA

23) continue;

24) Aa;

25) prob(a)=LC, .prediction _prob(Hay, nost)s //
Sl R A R

26) Prob<«—prob(a);

27) Prive—post_priv;

28) L«—CreateLink(a, post_priv);

29) pre priv=Query Privilege(att, host, CKG,
RP); // Bl i E AR

30) Priv«—pre_priv;
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31) L<CreateLink(pre priv, a);

32) CKG=CKG. update(post_priv); /5 51
P9 b e SRR AR

33) if (Aunp==A)//FIBT A T A H I 1 2
i, WS AT

34) break;

35) endwhile

36) Goal_Priv<—check(Priv); //iEH H PSR

37) Z AP« AttackPathExtraction(Init_Priv,
Goal_Priv);/#E B 545

38) forzapin ZAP:

39) Calculateexploit(zap);

40) CE«—exploit;

41) opt_zap=argmax(exploit(zap), zap);

42) Return ZAG=(4, Priv, L, PR), ZAP, CE,
opt_zap
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Figure 6 Experiment environment
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Table 4 Matrix of privileges between devices
Attacker Firewalll ~Web server Email server  Firewall2 Host1 Host2 File Server Firewall 3 App server
Attacker — Access Access — — — — — —
Firewall 1 Access — Access Access — — — — — —
Web server  Access Access — — — — — — Access Access
Email server — Access — — Access  Access — — —
Firewall 2 — — — Access — Access  Access — — —
Host 1 — — — Access Access — Access — —
Host 2 — — — — Access — User — —
File Server — — — — — Access  Access — — —
Firewall 3 — — Access — — — — — Access
App server — — Access — — — — Access —
x5 MESBMHEIFIER
Table 5 Distribution of vulnerabilities
Mz 10 GUED SRR
Bk
ERE E ¢ I A i E ¢ 1 A
firewall_1 CVE-2016-6367 1.8 high high high CVE-2019-1934 2.8 high high  high
firewall 2 CVE-2017-17152 2.2 none none high CVE-2017-17156 3.9 none none high
firewall_3 CVE-2017-17312 39 none  none high CVE-2014-9136 2.8 high high high
Web_Server CVE-2017-15720 2.8 high high high - - - - -
Email_Server CVE-2018-18772 22 none high high CVE-2018-18772 22 none high high
File_Server CVE-2018-8206 39 none  none high CVE-2018-8169 22 high high high
Host_1 CVE-2017-18379 39 high high high CVE-2018-12714 22 none high high
Host 2 CVE-2018-1013 2.2 high high high CVE-2018-8472 2.2 high none  none
App_Server CVE-2017-8527 2.8 high high high CVE-2017-8527 2.8 high high high

e E MIsIAAE CVSS3.L AR FIURTAYEDESY, Co 1o A S0 IR LR VE . seledk . Al PR AR R

Man Oday
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2. . 2
Privilege ?90\ Zz : func H2
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\ \e i ? func
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Cuimi... Session _a??\\! A grabbed
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site
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of servi...
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Figure7 Attacker entity in knowledge graph
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Figure 8 Learning curves of classifiers
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Table 6 Attack probability

R LI Yk A
a (Firewall_1, 0day-001) 0.51 654 167
a (Email_Server,CVE-2018-18772) 0.77 063 776
as (Host_1, CVE-2018-12714) 0.78 201 273
as (File_Server, 0day-003) 0.58 126 107
as (Firewall_2,CVE-2017-17156) 0.76 765 838
ag (Host_2, 0day-005) 0.77 269 441
ar (File_Server, CVE-2018-8169) 0.9 277 641
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